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Discussion and Decision
1      Introduction
This contribution is revision of [1] where we present our opinion from RAN point of view how the counter check procedure can be realized in dual dual connectivity. SA3#74Bis agreed for introducing periodic local authentication procedure for dual connectivity which is essentially the support of counter check procedure for the data radio bearers handled by the SeNB [2].
2      Discussion
In legacy the counter check procedure is specified in TS 36.331 (section 5.3.6) for detecting packet injection attack. In simple terms this RRC procedure is kind of audit where eNB checks if the COUNT provided by the UE for the established data radio bearers (DRBs) match with the values sent by the eNB in the request message of the procedure. If such an intruder attack is detected then network may decide to release the RRC connection immediately and initiate the authentication procedure when the UE again comes back to connected state. For Rel-10 CA, the PCell of the UE initiates the counter check procedure for the DRB established on the SCell(s). This principle can also be extended for dual connectivity where the RRC layer sits in the MeNB. So, when the MeNB initiates the counter check procedure for the DRB established in the MeNB, it may also include the DRBs established in the SeNB. Similar to Rel-10 CA the extension of counter check procedure for dual connectivity architecture 3C (split bearer) is quite similar because the PDCP layer sits inside the MeNB and the MeNB is aware of the PDCP SN of the split bearers. Further, in RAN2#85Bis we agreed that for a given split bearer in 3C architecture, the same DRB-ID is used both in the MeNB and the SeNB as it is part of the same DRB. So, we observe:

Observation#1: The counter check procedure for the MCG bearer and split bearer in 3C architecture can be initiated and verified by the MeNB.

For dual connectivity architecture 1A the MeNB is not aware of the ongoing PDCP SN of the SCG bearer handled by the SeNB. The MeNB only knows the DRB-ID(s) of the SCG bearer(s). Hence, for the counter check procedure to be realized some signaling support on the X2 interface is needed. So, we observe:
Observation#2: The counter check procedure for the SCG bearer in 1A architecture requires signaling support on the X2 interface.
In RAN2#85Bis a reply LS [3] was sent to SA3 answering some question asked by SA3 in their LS mainly concerning DRB-ID management and X2AP/RRC signaling flows for the security aspects. RAN2 agreed MeNB is responsible for DRB-ID management such that DRB IDs are selected from the same space such that it is not possible to use same DRB ID for different MCG and SCG bearers. This means there is no situation where the same DRB-ID would be used for more than one DRB. So, we observe:
Observation#3: From RRC point of view there is no change to the information elements of the messages used in the counter check procedure when executed for the split bearer or SCG bearer.

The counter check procedure can be supported for dual connectivity (for architecture 1A) with the following options as depicted in Figure1:


Option I.   MeNB initiates the procedure and verifies the result


Option II.  SeNB initiates the procedure and verifies the result


Option III  SeNB initiates the procedure whereas MeNB verifies the result

	
	
	


Figure 1
For Option I, we assume the MeNB initiates the procedure based on a periodic trigger and then the procedure can be realized as follows:


Step1. MeNB initiates the counter check procedure for SCG bearer(s) periodically like for other MCG bearers


Step2. If triggered, MeNB requests SeNB for counter information for SCG bearer over X2

Step3. SeNB provides the current UL/DL SN status of the DRB it is handling in X2 message


Step4. Further, MeNB executes counter check procedure to UE, and verifies the result with the information 

             received from the UE and SeNB.

  

i.   If passed everything ok

  

ii.  If not passed, alert the SeNB and take appropriate action like releasing the SCG.

In Option I, MeNB is in full control of handling the counter check procedure since initiation and termination of the procedure is under MeNB control. For 3C bearers we agreed that MeNB applies the same DRB identity for split bearers i.e. MeNB decides the identity for 3C bearer. Therefore, option I is uniformly applicable to MCG DRBs, Split DRBs and SCG DRBs. Further, there is no UE impact for executing the procedure.
Observation#4: The option where MeNB initiates the procedure and verifies the result can be uniformly executed for architecture 1A and 3C. There is no UE impact for executing the procedure.
For Option II, we assume the SeNB initiates the procedure based on an independent periodic trigger or a trigger dependent on e.g. amount of data transferred then the procedure can be realized as follows:


Step1. SeNB initiates the procedure for SCG bearer(s) based on an independent periodic/data transfer trigger

Step2. If triggered, it sends the contents of a counter check message to the MeNB in a RRC container

Step3. MeNB transparently executes an RRC procedure to the UE


Step4. When MeNB receives the RRC response from the UE, it forwards the result on X2 to the SeNB in a 

             transparent manner in a RRC container

Step5. SeNB verifies the result based on the information forwarded by the MeNB.

   

i. 
If passed everything ok
   
 ii. 
If not passed, alert message sent to MeNB on X2 for MeNB to take appropriate action
If Option II is realized then the counter check for MCG DRBs and Split DRBs is done independently by the MeNB and for the SCG DRB done by the SeNB. Even though the counter check is initiated independently by the MeNB and the SeNB, there is no UE impact since UE will respond back with COUNT values for all established bearers. In our opinion other security aspects are handled by MeNB and also overall RRM is the MeNB responsibility so counter check should also be handled by MeNB. Further, based on the agreed principles in SA3 we think SA3 already ruled out Option II. So, we propose:
Proposal#1: RAN2 rules out the Option II where SeNB initiates the procedure and verifies the result. 

For Option III we assume the SeNB initiates and MeNB verifies the result. The procedure may be triggered based on an independent periodic trigger or a trigger dependent on e.g. amount of data transferred:


Step1. SeNB initiates counter check for SCG bearer(s) based on an independent periodic/data transfer trigger
Step2. If triggered, it sends the contents of a counter check message to the MeNB, 

SeNB indicates to the MeNB the current UL/DL SN status of the DRB it is handling (outside the RRC 
container)


Step3. MeNB executes the RRC procedure towards the UE and stores the information received from SeNB

Step4. When MeNB receives the RRC response from the UE, it performs the check based on the information 



provided by the SeNB

  

i. 
If passed everything ok

  

ii.
If not passed, alert the SeNB and take appropriate action like releasing the SCG.
In Option III even though the counter check for SCG DRBs may be triggered by the SeNB independent of the trigger for counter check for MCG DRBs, from UE perspective the counter check response involves all established bearers regardless of MCG, Split or SCG. So, while verifying the results the MeNB ignores the UE reported COUNT values for SCG bearers when it does not have the information from the SeNB. We think it should be further discussed whether to realize Option III a X2 message providing COUNT is needed which would only be required if it is important to have the independent triggering by SeNB dependent on amount of data transferred on the SCG bearer(s). 
Observation#5: In the option II and Option III where the counter check can be triggered independently by MeNB and SeNB for the respective bearers it is handling but the UE behavior remains unchanged since counter check response involves all established bearers. 

Based on above analysis we think Option 1 is considered as baseline option to realize counter check procedure for MCG DRB, Split DRB and SCG DRB. Further, Option 1 is in line with other RRC procedures for dual connectivity where MeNB has full control. So, we propose: 

Proposal#2: RAN2 to adopt Option I as baseline where MeNB initiates the procedure and verifies the result so that the procedure can be uniformly executed for architecture 1A and 3C based on periodic triggers.
Proposal#3: It is FFS whether Option III is needed which would only be required if it is important to have the independent triggering also possible dependent on amount of data transferred on the SCG bearer(s).
3      Conclusions

We conclude the contribution with following proposals:

Proposal#1: RAN2 rules out the Option II where SeNB initiates the procedure and verifies the result. 

Proposal#2: RAN2 to adopt Option I as baseline where MeNB initiates the procedure and verifies the result so that the procedure can be uniformly executed for architecture 1A and 3C based on periodic triggers.
Proposal#3: It is FFS whether Option III is needed which would only be required if it is important to have the independent triggering also possible dependent on amount of data transferred on the SCG bearer(s).
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