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1 Introduction
In this paper we discuss the counter for replay protection of direct discovery messages.
2 Discussion
SA3 sent a response LS on parameter synchronization for direct discovery in S3-140566(R2-141845). The LS is primarily addressed to both RAN2 & RAN1. SA3 need a counter value to supply freshness for the protection of discovery message. The counter would need the following properties:

The counter value is current UTC time based and is known to both announcing and monitoring such that each UE has the same value of counter. Also the counter value must be different for each discovery period and should wrap around over a long period of time, say one year.
2.1 Counter based on UTC time
SIB16 is defined in the release-11 RRC specification [1]. ‘TimeInfoUTC’ field in the SIB16 provides the Coordinated Universal Time corresponding to the SFN boundary. The ‘TimeInfoUTC’ field counts the number of UTC seconds in 10 ms units since 00:00:00 on Gregorian calendar date 1 January, 1900. The size of field is 39 bits which means that value of this field is going to remain unique for next 50 years (approx). A counter value can be derived using the ‘TimeInfoUTC’ corresponding to a radio frame. For example, counter can be initialised to value received in ‘TimeInfoUTC’ corresponding to a SFN and updated by UE every subsequent radio frame. The counter corresponding to radio frame can then be used in security algorithm for securing the discovery message transmitted in the radio frame.
Observation 1: A counter based on UTC can be provided using the ‘TimeInfoUTC’ field in SIB16.
Observation 2: The counter based on ‘TimeInfoUTC’ in SIB16 will wrap around after many years (~50 years).
In case of intra cell discovery, both the announcing and monitoring UE in the cell will have same value of counter as the ‘TimeInfoUTC’ value is broadcasted. The announcing and monitoring UE both read the SIB16 and initialises the counter to the same value at a radio frame where the received ‘‘TimeInfoUTC’ is applicable.
Observation 3: The counter based on ‘TimeInfoUTC’ is synchronized between the announcing and monitoring UE in same cell.

Counter Misalignment between the Announcing UE and Monitoring UE:

In case of inter cell discovery counter based on ‘TimeInfoUTC’ may not be always alligned between the announcing UE in one cell and monitoring UE in another cell.
In case of synchronous cells, if the cells use different time source for obtaining the UTC time then there will be some inaccuracy in the UTC time across the cells. This will lead to difference in ‘TimeInfoUTC’ between cells.
In case of asynchronous cells the radio frame boundaries across cells are not time aligned. In this case even if all the cells use the same source for obtaining the UTC time then also there will be difference in counter value of announcing UE in one cell and monitoring UE in another cell because the ‘TimeInfoUTC’ value corresponds to a radio frame and radio frames are not aligned between the cells.
Observation 4: If the cells use different source for obtaining the UTC time then there will be difference in counter value of announcing UE in one cell and monitoring UE in another cell for some radio frames.
Observation 5: If the cells are not time synchronised at radio frame level there will be difference in counter value of announcing UE in one cell and monitoring UE in another cell.
In order to support large inaccuracies in the UTC time across cells, one second counter can be derived using the ‘TimeInfoUTC’ value. Announcing and monitoring UE initializes the counter to a value equal to ‘‘TimeInfoUTC’/100 at a radio frame where the received ‘‘TimeInfoUTC’ is applicable. In this case for inaccuracies <=1000ms the maximum difference between the counter maintained by announcing UE in one cell and monitoring UE in another cell will be +/- 1. 
Observation 6: One second counter derived using ‘TimeInfoUTC’ value can reduce the difference between the counter value of announcing UE in one cell and monitoring UE in another cell.

Handling Counter Misalignment between the Announcing UE and Monitoring UE
The difference in counter value between the announcing UE in one cell and monitoring UE in another cell can be handled in one of the following ways:
· The monitoring UE (or ProSe server) uses multiple counter values to validate the received discovery message. For example for a one second counter derived from ‘TimeInfoUTC’ with inaccuracy<=1000ms between the UTC time across cells, three counter values are used. CounterValue1 = Counter value corresponding to radio frame in which discovery message is received. CounterValue2 = CounterValue1 - 1. CounterValue3 = CounterValue1 + 1.
· Alternately ‘n’ least significant bits of counter can be added by the announcing UE in the discovery message. In the monitoring UE the counter value with ‘n’ least significant bits equal to ‘n’ least significant bits received along with discovery message and nearest to its own counter value corresponding to the radio frame in which the discovery message is received is used to validate the received discovery message.The size (‘n’) of least significant bits should be long enough to cover the maximum difference between the counter values in announcing UE and monitoring UE. For a one second counter with maximum difference of +- 1, 2 bits are sufficient. For a 10ms counter, 

· If max difference is <+- 40ms, 2 bits are sufficient.

· If max difference is <+-80ms, 3 bits are sufficient and so on

Proposal 1: Announcing and Monitoring UE maintains a counter using the ‘TimeInfoUTC’ field in SIB16.
Proposal 2: The counter is initialized to a value equal to ‘TimeInfoUTC/100’. The initialized counter value corresponds to the 100 radio frames (i.e.1s) starting from the radio frame where the received ‘TimeInfoUTC’ value is applicable.
Proposal 3: The announcing UE uses the counter value corresponding to the radio frame in which the discovery message is transmitted. The monitoring UE sends the counter value corresponding to the radio frame in which the discovery message is received to ProSe Server. 
· The ProSe server uses counter value-1, counter value, and counter value+1 for validating the received discovery message.
OR

Proposal 3: The announcing UE uses the counter value corresponding to the radio frame in which the discovery message is transmitted. Two least significant bits of counter value is transmitted along with the discovery message. The monitoring UE sends the counter value with two least significant bits equal to two least significant bits received along with discovery message and nearest to its own counter value corresponding to the radio frame in which the discovery message is received.
· The ProSe server uses counter value received from monitoring UE for validating the received discovery message.
3 Conclusion

In this paper we have discussed the counter based on UTC time for replay protection of discovery messages.
Observation 1: A counter based on UTC can be provided using the ‘TimeInfoUTC’ field in SIB16.

Observation 2: The counter based on ‘TimeInfoUTC’ in SIB16 will wrap around after many years (~50 years).

Observation 3: The counter based on ‘TimeInfoUTC’ is synchronized between the announcing and monitoring UE in same cell.

Observation 4: If the cells use different source for obtaining the UTC time then there will be difference in counter value of announcing UE in one cell and monitoring UE in another cell for some radio frames.
Observation 5: If the cells are not time synchronised at radio frame level there will be difference in counter value of announcing UE in one cell and monitoring UE in another cell.
Observation 6: One second counter derived using ‘TimeInfoUTC’ value can reduce the difference between the counter value of announcing UE in one cell and monitoring UE in another cell.

Proposal 1: Announcing and Monitoring UE maintains a counter using the ‘TimeInfoUTC’ field in SIB16.

Proposal 2: The counter is initialized to a value equal to ‘TimeInfoUTC/100’. The initialized counter value corresponds to the 100 radio frames (i.e.1s) starting from the radio frame where the received ‘TimeInfoUTC’ value is applicable.
Proposal 3: The announcing UE uses the counter value corresponding to the radio frame in which the discovery message is transmitted. The monitoring UE sends the counter value corresponding to the radio frame in which the discovery message is received to ProSe Server. 
· The ProSe server uses counter value-1, counter value, and counter value+1 for validating the received discovery message.
OR

Proposal 3: The announcing UE uses the counter value corresponding to the radio frame in which the discovery message is transmitted. Two least significant bits of counter value is transmitted along with the discovery message. The monitoring UE sends the counter value with two least significant bits equal to two least significant bits received along with discovery message and nearest to its own counter value corresponding to the radio frame in which the discovery message is received.
· The ProSe server uses counter value received from monitoring UE for validating the received discovery message.
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