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1
Introduction
This contribution discusses HFN de-synchronisation in LTE and a possible mismatch between the Stage 2 and Stage 3 specifications.
2
HFN De-Synchronisation
HFN de-synchronisation in LTE was first discussed at RAN2#60:

R2-074746:
Handling of HFN de-synchronization -LG Electronics Inc.

· Motorola also has contributions related to this. Motorola thinks a fake UE can desynchronise the cryptosync by only inserting one packet with a wrong SN. However Motorola does not think this is a big problem. 

· Major problem is how to detect the crypto sync desynchronisation.

· Chairman asks why we do not simple go to IDLE in case of problems.

· Huawei thinks that we discussed this denial of service attacks in the UMTS context and then it was not considered a major problem.

· Ericsson thinks that ACTIVE->IDLE->ACTIVE can be used as a general solution.

· Ericsson remarks that if we have a PDCP reset, we could use it for this case.

=>  ACTIVE->IDLE->ACTIVE will be considered the baseline solution to solve the security desychronisation.

How HFN de-synchronisation can be detected in LTE was later discussed at RAN2#60bis:

R2-080134:
Detection of HFN desynchronization
Motorola

· LG indicates that for the UM bearer there are not “R” bits. Motorola clarifies their proposal is only for RLC-AM.

· QC points out that the IP transport protocols have a checksum that could also be used. Motorola indicates that so far PDCP has not been required to check IP packet headers. LG thinks that in case of IP checksum failure, the received will think it is a decompression failure, not an IP checksum failure.

· QC thinks the UE should not be involved for this type of rare case. The network should be able to detect this type of situation and take action (i.e. bring the UE to IDLE). Motorola asks how the network would recognise a desynchronisation in the DL ? QC was mainly thinking about the UL.

· Samsung asks what happens without this type of enhancement ? Motorola assumes it might be impossible to detect DL HFN desynchronisation.

· QC indicates that this HFN problem did occur in UMTS where suddenly the user would hear a loud noise. In UMTS it was considered acceptable not to address this and have the end-user to take action. QC thinks that in a packet system, there should be more mechanisms to detect this at higher layers.

· Motorola indicates that anyway the stage-2 requirement is there. QC sees no problem as long as there is no specified mechanism. Ofcourse it can be detected on SRB’s based on IP.

· NTT DCM thinks that in UMTS no frequent problems were reported for any RLC AM based applications.  Motorola thinks the proposal also impact RLC-UM (in case of 12 bit SN) based services if they use a 12 bit SN.

=>  Noted, no real support.
Based on the above, it seems that RAN2 assumes that HFN de-synchronisation could be detected, but how it is exactly done is something that is left to UE/eNB implementation. As a result, 3GPP TS 36.300 states in the sub clause about security that when HFN de-synchronisation occurs, the UE is pushed to IDLE:

-
In case of HFN de-synchronisation in RRC_CONNECTED mode between the UE and eNB, the UE is pushed to IDLE. 

However, it is puzzling not to find any corresponding statement in relevant Stage 3 specifications. Neither 3GPP TSs 36.331, 36.323 nor 33.401 mention this as a trigger to push the UE to idle. If HFN de-synchronisation was a trigger for the UE to go to idle, it should have been included as a trigger in the sub clause on Detection of radio link failure of 36.331 (5.3.11.3). 
Furthermore, it is worth noting that 3GPP TS 36.300 and 33.401 both originally contained a statement on key corruption:

-
If ciphering and or integrity fails continuously, UE will have to restart radio level attachment procedure (e.g. similar radio level procedure to idle-to-active mode transition or initial attachment);
But key corruption was judged by SA3 as rather vague as it did not point to any requirements. So instead of specifying UE actions in response to something that should not happen, requirement to synchronization of the input parameters for protocols applying security to avoid such corruption were added in 33.401 [S3-081546], and corresponding statements on key corruption removed:

-
Synchronization of the input parameters for ciphering shall be ensured for the protocols involved in the ciphering.
With such a requirement, the relevance of HFN de-synchronisation diminishes, or at least it does not appear as something that 3GPP specifications should worry about, and the UE behaviour when it happens could be left unspecified. We therefore see two possible alternatives:

Alternative 1: remove the statement about HFN de-synchronisation from the Stage 2

Alternative 2: add HFN de-synchronisation as RLF trigger in PDCP and RRC.
3
Conclusion

This contribution has discussed a possible mismatch around the issue of HFN de-synchronisation between Stage 2 and Stage 3 specifications and two alternatives were identified:
Alternative 1: remove the statement about HFN de-synchronisation from the Stage 2

Alternative 2: add HFN de-synchronisation as RLF trigger in PDCP and RRC.
Our preference is the first Atlernative for which corresponding CRs are provided.
