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1. Introduction
In the previous RAN2#85 meeting, the followings were agreed

· For SeNB change…

If the SeNB chooses a synchronized reconfiguration, the UE performs a Random Access towards the SeNB. It does not matter in which order the UE sends RRCConnectionReconfigurationComplete and performs RA. The success of the RA is not required for a successful completion of the RRC procedure. 

FFS the IE by which the SeNB triggers synchronized procedure. 
· SCG addition/change/removal can be done without including mobilityControlInfo
In addition, RAN2 sent a reply LS to SA3 asking, among other things, whether SKeNB should be generated per SCG DRB or per SCG and whether the key is associated with special cell.

This paper discusses further which procedures need synchronization and how the synchronization is performed, taking into account not only synchronization necessity from radio perspective but also in relation with generation of security key/context for SeNB.
2. Discussion
Based on the excerpt agreement, for SeNB change procedure, we have the following understanding:

· If SeNB decides to perform synchronization reconfiguration, the synchronization will be performed by Random Access procedure (and not based by MeNB indication, i.e., SCG addition/modification response message in the agreed running CR [1]).
The following discussion attempts to clarify the following two points:

1. Which procedure requires synchronization and whether Random Access procedure can be applied or other mean of synchronization is necessary. 

2. Which IE triggers synchronization reconfiguration
The first point is discussed per identified procedure as follows:
· SCG addition

Common for bearer architecture option 1A and 3C, UE needs perform UL timing synchronization towards the SCG. In addition for option 1A, regardless of whether SKeNB is generated per SCG or per SCG DRB, security context (SKeNB) needs to be setup in UE and in SeNB. In this case, synchronization for security context is needed in order to ensure both nodes (UE and SeNB) apply the right key to an outstanding packet at the right timing. For security context synchronization, if the SeNB and UE process the packet starting from the first UL/DL packet of the bearer, explicit RA procedure may not be necessary. Although this would be the case for option 1A, explicit synchronisation is needed for UL timing synchronization anyway, therefore Random Access procedure should be used to synchronized UL timing and security context. The new key is used for UL/DL after the RA procedure is finalized.
Observation 1: 
Common for option 1A and 3C, for SCG addition, Random Access procedure is used to synchronized UE and SeNB. For option 1A, security key is applied upon finalization of Random Access procedure.
· SCG modification for SeNB (SCG) change
Similar with SCG addition, common for alt. 1A and 3C, UE needs to perform UL timing synchronization towards the new SCG. For alt. 1A, security context synchronization is needed. Assuming that data forwarding is performed, the Target SeNB needs to understand from which packet (of what SN) the new key should be applied to. For these reasons, explicit synchronized reconfiguration using Random Access procedure should be performed.

Observation 2: Common for option 1A and 3C, in SCG modification procedure for SeNB (SCG) change, Random Access procedure is used to synchronize UE and SeNB. For option 1A, security key is applied upon finalization of Random Access procedure.

· SCG modification for S-KeNB modification

This modification procedure only applies to architecture option 1A. S-KeNB modification may be triggered by MeNB (e.g., due to KeNB change) or by SeNB. Independent to whether SKeNB is per SCG or per SCG DRB, synchroned reconfiguration is needed for this procedure. Since UL/DL packet transmission may already be on-going, SeNB and UE need to understand the exact timing to apply the new key (i.e., starting from which packet). Synchronization using Random Access procedure would be a straightforward solution. It is worth noted that in case SeKB is generated per DRB, with Random Access procedure, all other DRBs whose S-KeNB do no need to be rekeyed will be impacted and this may cause service interuption. 
Observation 4: 
In SCG modification procedure for SKeNB modification, Random Access procedure should be used to synchronize the starting point of new security key usage in the UE and the SeNB

· SCG modification for DRB addition in SCG
For DRB addition in the SCG, different bearer architecture may have different synchronization necessity.

For option 3C, since security is processed in the MeNB and UL timing between UE and SeNB is assumed to be already synchronized (due to previously set split bearer), synchronization is not necessary. 

For option 1A, UL timing synchronization is also assumed to be already synchronized, but synchronization for security context is still needed.  However, this may be done without Random Access procedure. Since the SeNB and UE will process the packet from the first DL/UL packet of the concerning bearer, no necessity to understand from which packet the new key should be applied, i.e., the key is applied once the bearer configuration is completed. Synchronization may be achieved by SeNB ensuring the starting point of new key usage for UL/DL transmission, i.e., the new key for UL transmission is used from right after SKeNB is set (after X2 SCG modification indication is received from MeNB) and for DL transmission is started after X2 SCG modification response message is received from MeNB. The UE applies the new key as soon as RRC reconfiguration procedure with parameter of the new key is received. Of course security context synchronization using Random Access procedure would be more straightforward but this would bring service interruption impact especially if S-KeNB is generated per DRB.
Observation 5: 


· For option 3C, in SCG modification procedure for DRB addition in (existing) SCG, synchronization is not necessary. 

· For option 1A, in SCG modification procedure for DRB addition in (existing) SCG, synchronization without Random Access procedure should be possible. 

· SCG modification for special cell change within SCG
Special cell change within SCG is likely due to mobility, in which case the same procedure as for SCG change would be used. With regard to SKeNB for option 1A, RAN2 has yet to receive confirmation from SA3on whether SKeNB derivation depends on any specific parameter of the special cell (e.g., PCI, EARFCN). Therefore, for now we can assume that at least for mobility triggered special change within SCG, Random Access procedure should be used for synchronization between UE and SeNB. 
· SCG modification for SCell addition in SCG
If the SCell is the first cell in the sTAG, time alignment for the corresponding sTAG is performed in similar way as in Rel-11, i.e., SeNB sends PDCCH order to the UE.
· UL/DL data arrival in SCG during RRC_CONNECTED requiring random access procedure
Random Access procedure for these cases is performed in the same way as in non-DC case defined in previous releases. 
On the second point on how SeNB indicates/ triggers the UE to initiate Random Access procedure, RAN2 agreed that SCG addition/change/removal can be done without including mobilityControlInfo. One straightforward way for SeNB to trigger synchronization procedure is to include RACH-ConfigDedicated IE and PRACH-config IE (if needed) within the SCG modification container.
3. Summary and proposal
Procedures that may need synchronization and how the synchronization should be performed were discussed.

The following table summarizes the above discussion.

	No.
	Procedure type
	Synchronization necessity
	Synchronization mechanism

	
	
	UL timing
 (1A and 3C)
	Security key (1A)
	

	1.
	SCG addition
	Yes
	Not necessarily
	Random Access 
- for both UL timing and security key
- common for 1A and 3C

	2.
	SCG modification for SeNB (SCG) change
	Yes
	Yes, especially if forwarding is done
	Random Access
- for both UL timing and security key
- common for 1A and 3C

	3.
	SCG modification for S-KeNB modification
	No
	Yes
	Random Access
- only for 1A
- possible service interruption to all SCG DRB

	4.
	SCG modification for DRB addition in SCG
	No
	Yes
	For 3C, no RA is necessary

For 1A,  sync may be performed without RA procedure, e.g., SeNB applies key: (1) for UL after SKeNB parameter is received, (2) for DL after modification response message reception from MeNB

	5.
	SCG modification for special cell change in SCG
	Yes
	Possibly yes
	Random Access
- for both UL timing and security key
- common for 1A and 3C

	6.
	SCG modification for SCell addition in SCG
	Yes
	N/A
	Random Access as defined in Rel-11 (according to concerning sTAG)

	7.
	DL data arrival during RRC_CONNECTED requiring random access procedure
	Yes
	N/A
	Random Access as defined in previous release (PDCCH order or Scheduling Request)


The following is proposed:

Proposal 1: 
RAN2 to confirm the procedures that need to be synchronized using Random Access procedure.
Proposal 2: 
RAN2 to discuss whether security synchronization in SCG modification procedure for DRB addition in SCG for 1A architecture is performed with or without Random Access procedure.
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