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1. Introduction
Dual connectivity can adopt 1A user plane architecture or 3C user plane architecture. For 3C, PDCP entity is located in MeNB, so there is no security handling in SeNB. 1A requires SeNB to obtain another security key for data ciphering. According to SA3 agreement [1]:

Agreed that MeNB derives a base-key (S-KeNB) and sends it to SeNB over X2. The SeNB derives its user plane encryption key from the received S-KeNB.
Agreed a freshness value shall be used in S-KeNB derivation, and that this freshness value shall be new for every time a DRB establishment procedure is run with a SeNB. The MeNB shall use a counter that is kept per KeNB as freshness value.
Agreed that if there is a key change on-the-fly of the KeNB in the MeNB (initiated by the MME), then the MeNB shall also initiate a re-keying of the S-KeNB. If the MeNB locally refreshes the KeNB from an NH value, then the MeNB shall refresh the S-KeNB in the SeNB (otherwise two-hop security will not be stringent). If the MeNB locally refreshes the KeNB from an old KeNB, then the MeNB may refresh the S-KeNB in the SeNB. If the SeNB initiates a refresh of the S-KeNB, then it is FFS how the MeNB enforces that refresh.

Key refresh has not been discussed for dual connectivity support. This contribution focuses on key refresh procedure either trigged by MeNB or MME or triggered by SeNB. 
2 Discussion
When dual connectivity support is considered, there are two types of key refresh.  Type 1 of key refresh can be due to the change of KeNB either initiated by MME or initiated by MeNB locally. Type 2 key refresh could be due to the need of key refresh in SeNB for example initiated by the wrap around of DRBid in SeNB. Type 2 key refresh doesn’t necessarily have to impact the communication between the MeNB and the UE. 

Proposal 1: the key refresh procedure design should address the key refresh due to the change of KeNB (either initiated by MME or MeNB locally) and S-KeNB refresh initiated by the SeNB.
In legacy system, key refresh is handled by using intra-cell HO procedure, where intra-cell HO and inter-cell HO uses a common procedure. Only the first type of key refresh where key refresh triggered due to the change of KeNB is seen in the legacy system. In the RAN2#85 meeting, it is agreed that during MeNB-to-(M)eNB handover, the target MeNB shall not configure target SCG as part of the RRCConnectionReconfiguration including mobilityControlInfo. In LTE today, we have a common procedure for intra-cell and inter-cell HO.  Under the assumption the same HO procedure is used for intra-cell HO also for dual connectivity, Key refresh in dual connectivity can be performed through intra-cell handover procedure which then requires SCG release during the key refresh procedure.  SCG will then need to be added as part of a subsequent reconfiguration message.  Figure 1 illustrates a possible key refresh procedure using handover procedure agreed in the last RAN2 meeting.  As shown in Figure 1, the key refresh procedure includes two RRCConnectionReconfiguration message towards the UE: first message is to perform MeNB to MeNB HO and the second message is to configure SeNB upon the successful completion of HO. The procedure results in two path switch messages to the CN. The first path switch requires for the completion of HO including the release of SeNB during HO. The second path switch message is required for the SCG addition after the completion of HO. This procedure requires a number of signaling towards the CN i.e. path switch. Moreover the procedure may cause a latency of data transmission as data forwarding needs to be performed back and forth between the MeNB and SeNB.
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Fig.1 Key refresh for 1A through SCG release/addition
Due to the issues highlighted above, unless intra-cell HO is enhanced to include the SeNB addition during the HO (as proposed in [3]), intra-cell HO procedure is not efficient for key refresh procedure where DC is configured. 

Proposal 2: unless the addition of SeNB is considered during the HO procedure, intra-cell HO procedure is not efficient for key refresh due to KeNB change in UE configured with dual connectivity.

If the intra-cell HO procedure is enhanced with SeNB addition during the HO, the enhanced intra-cell HO procedure can be used for the KeNB refresh. Otherwise, in order to minimize impact on CN and reduce the data transmission interrupt for the offloaded bearers, some enhanced solutions can be considered for KeNB refresh. 
Alternative 1: refresh KeNB and S-KeNB simultaneously. MeNB at first informs SeNB of security key refresh once key refresh is triggered by MME or itself. Then MeNB sends KeNB and S-KeNB refresh indicator to UE within one RRC connection reconfiguration message. The following figure 2 illustrates this alternative.
Alternative 2: refresh KeNB and S-KeNB in parallel. MeNB performs KeNB refresh at first, then triggers S-KeNB refresh once it receives refresh acknowledge from SeNB. The following figure 3 illustrates this alternative.
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These two alternatives have no involvement of impact on CN during key refresh. Data forwarding between MeNB and SeNB is not necessary for the offloaded bearers, so there is no significant delay of data transmission for the offloaded bearers. Both these procedure options will introduce a fair bit of complexity in terms of stage 3 implementation details.  Allowing intra-cell with SeNB might be simpler than these.  

It should be discussed if simplifications such as MeNB to wait until there is a no data in the SeNB are sufficient before introducing key refresh with SeNB.  

Proposal 3: Discuss if Key refresh with SeNB needs to be supported or if simplification such as waiting for no data over SeNB would be sufficient.  If it is not considered sufficient, careful and detailed comparison of the different options should be considered.
Even though the above identified issues on back and forth data forwarding and path switching signaling don’t apply for architecture 3C, key refresh procedure will impact both MeNB and SeNB, if intra-cell handover procedure to be used for the key refresh as in legacy system. We prefer to have common key refresh procedure for both architecture 1A and 3C where possible. 
Proposal 4: it is proposed to have a common KeNB refresh procedure for both architecture 1A and 3C.
Type 2 key refresh could be due to the need of key refresh in SeNB (S-KeNB ) for example initiated by the wrap around of DRBid in SeNB.  S-KeNB refresh procedure can be initiated either by the MeNB or SeNB. Similar to KeNB refresh, S-KeNB refresh requires method on how to handle buffered data at the protocol layers before and after the successful key refresh. Therefore, the suitability of SeNB modification procedure for S-KeNB should be carefully evaluated.  Inter-cell handover with the suggested enhancement for addition of SeNB in the target MeNB could address S-KeNB refresh as well as the KeNB refresh procedure. 
 Proposal 5: it is proposed to use a common procedure for both KeNB and S-KeNB refresh. 
3 Conclusion 
This contribution briefly discusses key refresh procedure in dual connectivity. The following proposals are provided:
Proposal 1: the key refresh procedure design should address the key refresh due to the change of KeNB (either initiated by MME or MeNB locally) and S-KeNB refresh initiated by the SeNB.
Proposal 2: unless the addition of SeNB is considered during the HO procedure, intra-cell HO procedure is not suitable for key refresh due to KeNB change in UE configured with dual connectivity.
Proposal 3: Key refresh for 1A needs to be enhanced to prevent influencing CN, and to reduce the data transmission delay for offloaded bearer.

Proposal 4: it is proposed to have a common KeNB refresh procedure for both architecture 1A and 3C.
Proposal 5: it is proposed to use a common procedure for both KeNB and S-KeNB refresh. 
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