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Discussion and Decision 
1 Introduction
Last meeting, RAN2 received a LS[1] from SA3 on the preliminary security rationale of SCE. SA3 could not identify shortcomings in the existing procedures to support small cell enhancements for architecture 3C. In this document, we try to check the most related procedure, i.e. KeNB change procedure when only split bearer is configured on SeNB. 
2 Intra-cell HO due to MeNB key change 
There would be many reasons for KeNB change, such as MME initiated re-keying, or locally key refresh when the PDCP counter is about to wrap around. So the MeNB key change, as one case of MeNB reconfiguration, is inevitable for MeNB. 

Currently, an intra cell handover procedure is used to change the keys. When only split bearer is configured on SeNB, all the PDCP entities are located on MeNB. So from security point of view, there should be no difference compared to legacy system.
Observation 1: MeNB key change should be done by means of intra cell handover.

SA3 indicated in [1] that SeNB should be released during handover procedure. It is our understanding that this is only applied 1A architecture i.e. it is not applied for 3C architecture. So for intra-cell handover due to MeNB key change, there are two alternatives:

alt1: follow same modelling as 1A architecture i.e. SeNB is released before handover

alt2: SeNB is kept during intra-cell handover procedure

The main issue for alt1 is complexity on control plane. SeNB will be normally still be added after intra-cell handover because the main intention of the intra-cell handover is to synchronize important radio configuration e.g. MeNB key change. That would mean there will another round of RRC procedure and X2 signalling. In addition user plane will also be interrupted for more time because of one more round of RRC procedure and X2 signalling.
However alt2 will also result in further problem in user plane. As indicated in Figure2 when RRC procedure is running, data transmission/receiving on SeNB is not stopped. When UE receive buffered PDCP PDU from SeNB which is ciphered with legacy security key after security key is changed, these packets will be lost.  Please note these DL PDCP PDUs are not lost from RLC layer point of view. If there is no PDCP STATUS REPORT after handover, these packets will be lost completely because PDCP entity on MeNB will not retransmit them. If PDCP STATUS REPORT is received after handover, these lost PDCP PDUs can be recovered. The main consequence is waste of radio resource because actually these PDCP PDUs are transmitted twice.

Same story will happen to buffered uplink RLC PDU which containing PDCP PDU ciphered by legacy security key. But the problem could be even worse. This is because UE might discard PDCP PDUs when RLC layer indicate these PDCP PDUs are transmitted successfully. So even UE receive PDCP STATUS REPORT after handover, UE can’t recover them at all.
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Figure 2

One simple solution to resolve this problem is to flush buffered data on SeNB and fetch received PDCP PDU before security key is changed. This solution is depicted in Figure 3:
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Figure 3
Step1/2: Before MeNB initialling the RRC procedure, MeNB indicate SeNB to stop transmission in UL and DL. And the RLC entity on SeNB is reset. The received UL PDCP PDUs (which may be out of order) is fetched back to MeNB.

Step3: Then MeNB complete the key change through RRCConnectionReconfiguration procedure.

Step4: MeNB ask SeNB to resume the transmission via explicit indication. 
In this solution in downlink these flushed PDCP PDUs can be recovered relying on the DPCP STATUS REPORT from UE. In uplink the risk to lose PDCP PDUs is reduced to the minimum extend.
Proposal 1: MeNB should keep the SeNB during intra cell handover.

Proposal 2: to approve the solution indicated in Figure 3 for intra-cell handover to change MeNB key
3 Summary
Proposal 1: MeNB should keep the SeNB during intra cell handover.

Proposal 2: to approve the solution indicated in Figure 3 for intra-cell handover to change MeNB key
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