3GPP TSG RAN2 Meeting #85bis
R2-141624
Valencia, Spain, 31-4th April 2014
Agenda item:


7.1.3
Source:


NEC Corporation
Title:
Security aspects for SeNB addition and key change
Document for:


Discussion and Decision

1. Introduction
This paper discusses security aspects related to small cell enhancements; in particular security related signalling involved while adding a SeNB and key change on fly.

2. Discussion
2.1 Addition of SeNB

RAN2 running CR captures following signalling flow for SeNB addition:
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2. X2-AP: SCGModificationRequest

3. RRCConnectionReconfiguration

4. RRCConnectionReconfigurationComplete

4. Random Access Procedure

5. X2-AP: SCGModificationResponse

1. X2-AP: SCGAddition/ Modification

Request Indication


In our opinion, MeNB initiated X2-AP:SeNB Addition/ Modification Request Indication message shall include security algorithm supported in MeNB (in order to allow two way handshake) and UE security capabilities. 
Proposal 1: X2-AP: SeNB Addition/Modification Request indication message shall include security algorithm supported in MeNB and UE security capabilities.

Further, S-KeNB for SeNB could potentially be included in X2-AP: SCG Addition/Modification Request Indication message along with above listed parameters or alternatively in X2-AP: SCG Modification Response message. It can be argued that SCG Modification Response shall include SKeNB because if SeNB addition fails then one SKeNB will be wasted and might result in rollover of SeNB Counter being maintained in the MeNB. 

However, it is RAN2 understanding that counter rollover might take 18 hours if a DRB is added every second [3]. Since, not all connections to SeNBs are assumed to fail; the rollover is expected to be not a problem. Another possible concern could be that UE will reject the configuration involving SeNB but, in our understanding, MeNB will configure only those UEs which support dual connectivity. 
If X2-AP: SCG Modification Response includes SKeNB then there is a risk that UE is ready to transmit encrypted data before SeNB is ready to encrypt or decrypt the data. From UE point of view, if an existing bearer has been moved from MeNB to SeNB then it may have packets to transmit on uplink and there may be data in MeNB buffer as well which will be transferred to SeNB. However, new DL packets will arrive only when path with S-GW has been established. Further, RAN2 has already agreed that RRC Connection Reconfiguration Complete and RA procedure can happen in any order. UE will be ready to encrypt/decrypt packets as soon as it applies the SeNB configuration and RA procedure is successful (if RA procedure is not needed, UE will be ready earlier). MeNB will be allowed to send SKeNB only after RRC Reconfiguration Complete has been received from the UE. On the top, delay due to non-ideal backhaul between MeNB and SeNB and internal processing within SeNB should be taken into account before SeNB is ready to transmit or receive encrypted data. It is therefore proposed that
Proposal 2: SKeNB is transferred to SeNB in X2-AP: SCG Addition/Modification Request indication message

SeNB will select ciphering algorithm and if proposal 2 is agreed then it will derive SKupenc from SKeNB.
X2-AP: SeNB Addition/Modification Request shall include Security algorithm used in SeNB. RRC Connection Reconfiguration shall include New IE freshness counter, and Security algorithm. This leads us to detailed signalling as below: 
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Proposal 3: X2-AP: SeNB Addition/Modification Request shall include Security algorithm used in SeNB. 
Proposal 4: RRC Connection Reconfiguration shall include freshness counter and Security algorithm
DRB-ID allocation 
It is our opinion that DRB-ID should be allocated by SeNB and MeNB provides relevant parameters for bearer setup but not DRB-ID. DRB-ID uniqueness between addition and release of DRBs should be maintained by SeNB (as existing eNB behaviour). For details refer to [6]
Proposal 5: DRB-ID is managed by SeNB and it is SeNB responsibility to maintain the uniqueness of DRB-IDs between addition and release of different DRBs.
2.2 Key change on fly

There are three different procedures performed as part of key change on fly 33.401 section 7.2.9.1: 
AS Key change on-the-fly is accomplished using a procedure based on intra-cell handover. The following AS key changes on-the-fly shall be possible: local KeNB refresh (performed when PDCP COUNTs are about to wrap around), KeNB re-keying performed after an AKA run, activation of a native context after handover from UTRAN or GERAN

KeNB re-keying after AKA run
The procedure is started by MME after AKA run and informs eNB in S1-AP: UE context modification request message. eNB will then perform intra cell handover and refresh KeNB. In the context of dual connectivity, Both KeNB and SKeNB need to be refreshed due to intra cell handover. But as per SA3 response, SCG is removed during MCG handover. If you want to go back to dual connectivity, SCG addition can only be done after HO finish. However, RAN2 has already asked this question to SA3.
Observation 1: KeNB re-keying or refresh might result in release of SCG due to intra cell handover within MCG, pending confirmation from SA3.
PDCP count rollover in MeNB (local refresh)
Local refresh of KeNB shall also refresh SKeNB. But KeNB refresh will involve intra cell handover and so it also leads to observation 1.
Local refresh of SKeNB
Local refresh of SKeNB should also result in intra cell handover. If we go as per observation 1, then any handover might result in release of SCG bearer. However, in our opinion, release and establishment of new RBs could achieve the same objective and provide unique parameters in AS-Security Context as also mentioned below for eNB to maintain uniqueness:  

For each radio bearer an independent counter (COUNT, as specified in TS 36.323 [8]) is maintained for each direction. For each DRB, the COUNT is used as input for ciphering. For each SRB, the COUNT is used as input for both ciphering and integrity protection. It is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (PDCP SN, as specified in TS 36.323 [8]). In addition, an overflow counter mechanism is used: the hyper frame number (TX_HFN and RX_HFN, as specified in TS 36.323 [8]). The HFN needs to be synchronized between the UE and the eNB. The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same KeNB, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the eNB may e.g. use different RB identities for successive RB establishments, trigger an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition

The expected signalling flow for release and establishment of new RBs when PDCP COUNT rollover is about to happen and SeNB wants to maintain uniqueness in AS context:
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How to inform UE:

1. Release of SCG bearers is sent to UE by MeNB as soon as it receives SCG release from SeNB. Another RRC reconfig message is sent with new configuration later. UE shall delete SKeNB after receiving first message if this bearer is the last bearer in SCG. This probably does not offer any distinction compared to intra cell handover. 
2. MeNB detects SCG release is due to key refresh (from cause value) and will not initiate SCG release towards the UE. MeNB will append SCG configuration sent by SeNb with old bearers to release and send it in single RRC message.
Observation 2: Local refresh due to PDCP Count may be accomplished by release and establishment of bearers (with different RB IDs and not necessarily intra cell handover) and UE could be informed with single message.
3. Conclusion

We propose Ran2 to discuss and agree following proposals and observations:
Proposal 1: X2-AP: SeNB Addition/Modification Request indication message shall include security algorithm supported in MeNB and UE security capabilities.

Proposal 2: SKeNB is transferred to SeNB in X2-AP: SCG Addition/Modification Request indication message

Proposal 3: X2-AP: SeNB Addition/Modification Request shall include Security algorithm used in SeNB. 
Proposal 4: RRC Connection Reconfiguration shall include freshness counter and Security algorithm.
Proposal 5: DRB-ID is managed by SeNB and it is SeNB responsibility to maintain the uniqueness of DRB-IDs between addition and release of different DRBs.

Observation 1: KeNB re-keying or refresh might result in release of SCG due to intra cell handover within MCG, pending confirmation from SA3.
Observation 2: Local refresh due to PDCP Count may be accomplished by release and establishment of bearers (with different RB IDs and not necessarily intra cell handover) and UE could be informed with single message.
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