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Discussion and Decision
1      Introduction
In RAN2#85 meeting, RAN2 received SA3 LS [1], which indicated SA3 agreements related to SCG bearer and asked RAN2 two questions related to signaling procedures and freshness counter. RAN2 replied in LS [2], which described signaling procedures and asked clarification questions. In this contribution, we focus on security aspects which can be decided by RAN2.
2      Discussion
2.1     DRB ID
When discussing reply LS to SA3 [2], DRB ID issue was brought up in RAN2 reflector. DRB ID is related to security according to TS 36.331 section 5.3.1.2:

	The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same KeNB, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the eNB may e.g. use different RB identities for successive RB establishments, trigger an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition.


Since both COUNT and RB identity is used as input for encryption [5], reuse of the COUNT with same RB identity with the same security key has security flaws. For dual connectivity, if we follow the same principle, reuse of the COUNT with the same RB identity and with the same S-KeNB should be avoided. 

Proposal 1: Reuse of the COUNT with the same RB identity and with the same S-KeNB should be avoided.
From security perspective, there are two issues related to DRB ID allocation in dual connectivity:

· Which entity is responsible to allocate DRB ID for SCG bearer? If SeNB allocates the DRB ID, it can track the usage of DRB IDs and trigger S-KeNB refresh as described in next section. Similarly, if MeNB allocates the DRB ID, it can track the usage of DRB IDs and trigger S-KeNB refresh directly. Therefore, there is no difference whether MeNB or SeNB allocates the DRB ID for SCG bearer as long as DRB ID is not reused for the same S-KeNB. 
· Whether DRB ID uses a common pool or separate pool? If we use a common pool, then available DRB IDs are split between MCG bearers and SCG bearers. Since we need to avoid DRB ID reuse within MCG bearers (for KeNB) and within SCG bearers (for S-KeNB), potential DRB ID reuse will happen more frequently in common pool compared with separate pool. Therefore from security perspective, a separate pool of DRB IDs of MCG bearers and SCG bearers is more attractive.
Observation 1: There is no difference whether MeNB or SeNB allocates the DRB ID for SCG bearer as long as DRB ID is not reused for the same S-KeNB.

Observation 2: From security perspective, separate pool of DRB IDs for MCG bearers and SCG bearers can reduce the probability of potential DRB ID reuse.
2.2     Procedure for S-KeNB refresh initiated by the SeNB
SA3 agreed to support S-KeNB refresh initiated by the SeNB [1]. When PDCP COUNTs in SeNB are about to wrap around, SeNB can send X2 signaling to MeNB to request S-KeNB refresh. There are basically three approaches to handle the key refresh:
· Option A: Use of the intra-cell HO procedure [4] . In this approach, the drawback is that there is service interruption in both MCG and SCG.
· Option B: SCG is first released, and is added back again after the key refresh. The procedure in this option is shown in Figure 1. However, there is service interruption in SCG.
· Option C: Use of the RRC connection reconfiguration procedure to refresh S-KeNB [4] . Figure 2 shows the procedure of this option. By using RRC connection reconfiguration, there is no signaling to core network and the service interruption time in SCG is less than that of Option B.
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 Figure 1: S-KeNB refresh procedure – Option B
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Figure 2: S-KeNB refresh procedure – Option C

Proposal 2: RAN2 to discuss which option is used for S-KeNB refresh procedure initiated by the SeNB.
3      Conclusion
In this contribution, we discuss security aspects in dual connectivity. We have following observations related to DRB ID allocation:

Observation 1: There is no difference whether MeNB or SeNB allocates the DRB ID for SCG bearer as long as DRB ID is not reused for the same S-KeNB.
Observation 2: From security perspective, separate pool of DRB IDs for MCG bearers and SCG bearers can reduce the probability of potential DRB ID reuse.
We also propose the following:

Proposal 1: Reuse of the COUNT with the same RB identity and with the same S-KeNB should be avoided.
Proposal 2: RAN2 to discuss which option is used for S-KeNB refresh procedure initiated by the SeNB.
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