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1   Introduction
In the last RAN2 meeting, the LS response [1] about DC security is sent to the SA3. Then the question “how to generate the S-KeNB in SeNB” has been discussed in SA3, mainly on three options:

· Option 1: increasing the SCC for every X2-AP SCG Addition/modification procedure where keys are being modified or added in the SeNB (there may be modification procedures run to modify radio parameters, but where the keys are not affected).
· Option 2: the MeNB keeping track of which DRB IDs has been used in the SeNB, and when one or more of them has to be re-used, the MeNB increases the SCC and derives a new S-KeNB.  
· Option 3: not use the SCC for ensuring that fresh S-KeNBs are derived for the same SeNB at all. Instead, the MeNB controls the DRB allocation (or is aware of whether the DRB ID that will be assigned to a DRB has been used before), and the MeNB performs a key-change on the fly of the KeNB in the MeNB, followed by a key-change of the fly in the SeNB before any DRB ID is reused.
Based on the SA3 discussion, it is found that the above option selection is relevant to the DRB ID management. Since DRB ID management is mainly a RAN2 issue, this contribution tries to give some detailed analyses about the DRB ID management in dual connectivity. 
2   Discussion
Since MCG bearer is managed solely by MeNB, it is quite obvious that MeNB should manage DRB ID for MCG bearer. 
2.1   DRB ID management for split bearer
For split bearer, the security key generation is only performed in MeNB. Hence, DRB ID is mainly used for DRB management on MeNB and SeNB, e.g. DRB reconfiguration. It will then be convenient if the same DRB ID is used for split bearer in MeNB and SeNB. For counter check procedure involving a split bearer, having the same DRB ID on MeNB and SeNB also makes the indicating of the target DRB less tricky. So far, we do not find any use case which requires allocating another DRB ID for split bearer on SeNB.
Proposal 1: Split bearer is assigned by MeNB the same DRB ID on MeNB and SeNB.

2.2   DRB ID management for SCG bearer
For SCG bearer, the following three solutions should be investigated for DRB ID management:
· Solution 1: MCG bearer and SCG bearer are assigned DRB ID by MeNB from a common DRB ID pool.

· Solution 2: MCG bearer and SCG bearer are assigned DRB ID by MeNB from a separated DRB ID pool.

· Solution 3: MCG bearer and SCG bearer are assigned DRB ID by the respective eNB from a separated DRB ID pool.

Here we assume that each DRB ID pool, whether common or separated, is of the same size as the current DRB ID pool, i.e., 32 DRB ID.

With the solutions 1 and 2, the MeNB can know whether or not one DRB ID will wrap around based on the available unused DRB ID. If there will not be available DRB ID for allocation, the MeNB can trigger the S-KeNB refresh to generate the new S-KeNB by increasing the SCC. And then MeNB sends the new S-KeNB to SeNB. The UE should be also ordered to perform the S-KeNB refresh by RRC reconfiguration procedure. Alternatively, MeNB can perform a key-change on the fly of the KeNB in the MeNB, followed by a key-change of the fly before any DRB ID is reused in the SeNB like described in the SA3’s option 3.
In the solution 3, the DRB ID assigned to SCG bearer is independently managed by the SeNB. It is then up to SeNB to detect whether or not the DRB ID for SCG bearer will wrap around. If the DRB ID will wrap around, the SeNB should send one X2 message to MeNB for requesting an S-KeNB refresh. Alternatively, the MeNB can also track/record the DRB ID allocation state by interpreting container coming from the SeNB and then detect whether or not the DRB ID for SCG bearer will wrap around. But the latter will increase the MeNB implementation complexity. And there is no any additional benefit compared with the solution 2.
There seems to be no significant difference in the specification impact/complexity over Uu interface among the above solutions. One additional specification impact of the solution 3 is that it requires the SeNB to implement similar DRB ID management function as in MeNB, and to send one X2 message to the MeNB for S-KeNB refresh when the DRB ID will wrap around on SeNB. Furthermore, solutions 1 and 2 are more aligned with DRB ID management for MCG bearer and split bearer.

Observation 1: the solution 1 or 2 is more suitable for the S-KeNB generation.

2.3   DRB ID management for counter check
Based on the current CP architecture, the UE will only receive the counter check message from the MeNB. If applying the solution 1, the counter check message and the counter check response message will not require any change from the legacy messages, because there is no ambiguity on DRB ID on UE. If the solution 2 or 3 is applied, however, at least the counter check message must be enhanced to indicate which CG the checked DRB belongs to, because the same DRB ID can be allocated for MCG bearer and SCG bearer. 
Observation 2: the solution 1 is more suitable for the counter check procedure in dual connectivity.
In a summary, it can be concluded, based on the above discussion and observations, that the solution 1 is the preferred choice for DRB ID management, with the following advantages:

· To align the DRB ID management for MCG, split bearer, and SCG bearer;

· To avoid frequent generation of S-KeNB;

· To avoid the new specification impact for the counter check procedure;

Therefore we propose that:
Proposal 2: MeNB assigns DRB ID to MCG bearer, SCG bearer, or split bearer from a common DRB ID pool.
3   Conclusion
This contribution discusses the DRB ID management issue in dual connectivity, we have the following proposals:

Proposal 1: Split bearer is assigned by MeNB the same DRB ID on MeNB and SeNB.

Proposal 2: MeNB assigns DRB ID to MCG bearer, SCG bearer, or split bearer from a common DRB ID pool.
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