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1. 
Introduction

One of the agenda items in RAN2#84 meeting was on how to realize the Macro Cell Group (MCG) handover with respect to the state of the Secondary Cell Group (SCG). In [3], it was proposed that it should be allowed to keep the SeNB resources while the MeNB is getting handed over. We agree with the feasibility of situations where the SeNB may remain unchanged while the MeNB is getting handed over. Retaining the SeNB resources instead of releasing them and adding them is obviously more optimal. However, there are multiple options regarding how to retain the SeNB resources. 
In [4], the following 2 most plausible options were mentioned:
· Option 1: SCG is deactivated and reactivated later if the MeNB HO command does not require the SeNB to change or be released. This is where the SeNB link is not used during the HO period.

· Option 2: SCG is kept active if the MeNB HO command does not require the SeNB to change or be released. This is where the SeNB link is used as a pivot for data transfer while the MeNB link is changed.

The challenges, solutions and advantages of using Option 2 were also discussed in [4].
One of the challenges of implementing Option 2 is how to handle the PDCP security key change for 3C bearers which are continuing to have data transfer during the duration of the MeNB Handover. For example, the SeNB does not have any information about the exact timing of the handover, so the UE does not know whether the PDCP PDUs received from the SeNB were encrypted by the source-MeNB or the target-MeNB.
This paper discusses the details of the scheme for handling PDCP key change for 3C bearers. The intention of this paper is to state that the challenge is solvable with slight increase in complexity. In the paper, s-MeNB and source-MeNB are used interchangeably. Also, t-MeNB and target-MeNB are used interchangeably.
2. 
Discussion

The following sections recall the details of Option 2. The challenge regarding PDCP key change for 3C bearers and the possible solutions for Option 2 are listed in 2.2
2.1. Option 2: SCG is kept active if the MeNB HO command does not require the SeNB to change or be released. 
Here, the SeNB link is used as a pivot for data transfer while the MeNB link is changed. The data transfer on SeNB-specific 1A bearers and 3C bearers is not paused for the duration of the MeNB HO.
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To begin with, the UE is exchanging UP traffic with the s-MeNB and the SeNB. There is an established Xn/X2 CP connection between the s-MeNB and the SeNB.

1. The s-MeNB decides to handover its MeNB role to the t-MeNB.

2. The s-MeNB issues an X2AP: Handover Request may provide MeNB relevant information (UE Caps, current resource configuration), necessary: SeNB CP context ID, forwarding tunnel IDs towards the SeNB.

3. t-MeNB (the future anchor for DC), accepts the HO request and may release E-RABs.

4. A CP signalling connection is established towards the SeNB, new X2/Xn messages necessary. The CP context is identified at the t-MeNB via the X2/Xn context ID received from the s-MeNB. Forwarding tunnel IDs provided by the t-MeNB. The t-MeNB may plan to change the radio configuration and should forward this information to the SeNB.

5. The SeNB acknowledged the HO preparation

6. The SeNB continues DL/UL allocations to the UE for SeNB 1A and 3C bearers.

7. t-MeNB acknowledges the HO request, carrying the RRC Reconfiguration message.

8. At this point in time the s-MeNB may only stop the HO, but should not interfere in any t-MeNB decisions.

9. The s-MeNB continues to send DL traffic to and receive UL traffic from SeNB for 3C bearers.

10. RRC Connection Reconfiguration received by the UE. More details of RRC Reconfiguration are considered in [5].
11. The UE continues DL/UL activity on the SeNB according to the unchanged 1A and 3C bearer configurations. On the network side, the s-MeNB routes the bearer traffic for 3C bearers through the SeNB.
12. SNstatus transfer from s-MeNB to t-MeNB

13. Data forwarding from s-MeNB to t-MeNB

14. UE gaining sync with t-MeNB.

15. The t-MeNB announces itself as new MeNB to the SeNB. (Exact timing is subject to implementation).

16. The UE confirms the reconfiguration.

17. The t-MeNB issues an S1 Path switch request like for a regular X2 HO. 

18. The old Xn/X2 connection is released while the new one gets established. Step 18 and 19 are happening parallel.
19. The SeNB sends an indication to the UE informing it of the PDCP SN on DL starting which the new PDCP configuration for the 3C bearers will apply. It is envisioned that this is in the form of a new PDCP control PDU which the source MeNB forms and provides to the SeNB to send to the UE. More details are present in section 2.2.
20. UE stores the SN starting which new PDCP keys are to be applied on DL for a 3C bearer. At the determined/indicated time, the UE starts using new PDCP keys for UL on the UL for 3C bearers. Stating the DL sequence number provided, the UE starts using the new keys for decryption. 

Observation 1: For Option 2, it is required to handle the PDCP key change for 3C bearers, data on which is kept active over the SeNB while MeNB is getting handed over. SeNB-specific 1A bearers do not need any special handling.
2.2. Handling PDCP key change for 3C bearers in Option 2 
If data transfer on 3C bearers is kept active via the SeNB link during the duration of the HO, it is required to handle the timing and synchronization of the PDCP key change for encryption/decryption at the UE and the network. Following is the discussion on the method to handle the key change 

· In the Downlink for new PDCP PDUs via SeNB, the DL PDCP sequence number starting which the new keys are active can be signalled either by RRC signalling or by defining a new PDCP control PDU. The latter is better, because it can be delivered to the UE immediately via the SeNB link while the handover of the MeNB might still be incomplete. It is also automatically synchronized with the data stream, so it is guaranteed that the SN information reaches the correct entity in time.
· In the UL for new PDCP PDUs via the SeNB, following options exist:

a. The UE can send the new PDCP control PDU with the starting SN when it receives the new key via RRC handover signalling. The UE must wait for the new key before it can continue deciphering the subsequent downlink PDUs if it received the corresponding new PDCP control PDU already earlier. (This is possible as the source-MeNB link before the handover may be significantly slower than the SeNB link). The network should take care that the relative timing between the RRC handover signalling and the PDCP SN signalling is such that the UE waiting time is reasonable. The target-MeNB cannot decipher the "old PDUs" (the PDUs having a smaller SN than the starting SN for the new key indicated in the new PDCP control PDU), because it does not have the old key, so the SeNB must forward them to the source-MeNB, which deciphers them and forwards them to the target-MeNB. It may have to do so some time after the completion of the MeNB handover due to buffering and transmission delays. Hence, the network must keep the source-MeNB active for a while after the handover, as it may take at least a few hundreds of milliseconds before all the "old PDUs" have been transmitted via the SeNB up to the source-MeNB. 
b. Alternatively for UL, network can consider not giving the UE the control on when the new PDCP keys start getting applied on the UL. The reason is that the SeNB may be made aware of when the link to the MeNB and the path switch for the bearer get realized. It can then indicate to the UE the precise timing for the UE to use the new keys on the UL such that it can prevent both of these conditions : 
i.  Excessive UL buffer meant for the source-MeNB while the link with the target-MeNB is active and the bearer path has been switched to the target-MeNB which can happen because of late application of new PDCP keys; 
ii. Excessive UL buffer meant for the target-MeNB while the link with the target-MeNB is NOT active and the bearer path has NOT been switched to the target-MeNB which can happen because of early application of new PDCP keys. 
For example as a part of the step 16 “MeNB change commit” in the diagram for Option 2 in section 2.1, there could be some indication of until when the UL buffer can be emptied to the source-MeNB. The SeNB can use this estimate to decide when the UE must be starting to use the new keys.  The assumption is that step 18 and 19 are happening in parallel.
· PDCP retransmission on DL are handled as follows:

a. The RLC corresponding to the SeNB will not be reset in case of MeNB handover. Hence, any PDCP packets which were sent from source-MeNB to the SeNB for transmission to the UE, will not require retransmission. They will be buffered in the SeNB and will be transmitted to the UE in order before the packets received in the SeNB from the target-MeNB are transmitted. The PDCP sequence number indicated by the SeNB to the UE (through the new PDCP control PDU) will correspond to one more than the last packet received in the SeNB from the source-MeNB. Hence, these packets which were sent from the source-MeNB to the SeNB will always have a sequence number less than this and will be transmitted and deciphered using the old keys

b. PDCP packets which were sent from the target-MeNB to the SeNB will never require retransmission.

c. The above also mean that in this scenario, the SeNB can never be having any data which can be used for PDCP retransmission.

d. PDCP packets which were sent from the source-MeNB directly to the UE may need retransmission. 
i. These PDCP packets will be retransmitted once the UE sends the status report or even before it to save some time at the expense of transmitting duplicates. When the PDCP Rx entity at the network receives the PDCP status report, it will just remove the unnecessary PDUs from the retransmission buffer. 
ii. PDCP retransmission can be started immediately by source-MeNB via the SeNB. But after the MeNB handover is completed, retransmissions can be done also via the target-MeNB. The source-/target-MeNB would be aware of which packets are lying with the SeNB and therefore only retransmit those which were originally sent by the source-MeNB directly to the UE.  The target-MeNB can retransmit either directly to the UE or through the SeNB. These packets will have sequence number less than the sequence number indicated by the SeNB to the UE (in the new PDCP control PDU). The UE can therefore classify them as retransmission if they come from the target-MeNB directly and then use the new keys to decipher them. If the retransmissions come from the target-MeNB via the SeNB, the UE can classify them as retransmission as they will come out of order from the SeNB and therefore, use the new keys on them irrespective of the PDCP sequence number signalled for using new keys. Retransmitting from the target-MeNB via the SeNB has the downside that it will delay the clearing of the UE PDCP buffer to the upper layers. The old key would then be used to decipher the new PDUs with a smaller SN than the signalled SN (in the new PDCP Control PDU), assuming that all retransmitted PDUs are ciphered by the target-MeNB. However, this removes the possibility to retransmit those PDUs from the source-MeNB via the SeNB using the old PDCP keys.
iii. Another option is to allow for PDCP retransmission from the source MeNB via the SeNB link which would be available already before the target-MeNB. The target-MeNB link can be used for retransmissions originated by the target-MeNB and the SeNB can be used only for retransmissions originated by the source-MeNB. The retransmission via SeNB would have a smaller SN than the signalled SN (in the new PDCP control PDU) and will be deciphered using the old keys. The retransmissions via the target-MeNB will use the new ciphering key and it does not matter what the PDCP SN is. 
e. PDCP status report from the UE can be sent directly to the target-MeNB or to the SeNB. If it is sent to the SeNB, the SeNB blindly forwards them to the source-MeNB/target-MeNB. Sending it via SeNB will result in additional delay in PDCP retransmissions due to Xn/X2 delay though.

f. One corner case is where say there is no DL buffer built-up at the SeNB from the source-MeNB. In that case, the target-MeNB may retransmit a PDCP packet via SeNB while the last packet sent via the SeNB had a smaller sequence number. Hence, the SeNB must be instructed to signal to the UE (in the new PDCP control PDU), one more than the sequence number corresponding to last packet sourced from the source-MeNB. The UE will then automatically use new keys to decipher this packet.

· PDCP retransmission on the UL via SeNB are handled in the same way as PDCP new transmissions:
a. If the UE indicates the PDCP SN starting which it will use the new PDCP keys, retransmissions of SN smaller than this SN will use the old keys. Retransmissions of SN larger than this SN will use new keys

b. If the network indicates the timing for application of new PDCP keys, PDCP retransmission after this time will use new keys while those before it will use old keys
Observation 2: The challenges of handling the PDCP key change for 3C bearers data on which is kept active over the SeNB, can be solved with a small complexity increase at the network or the UE
Proposal 1: RAN2 should acknowledge the small complexity for solving the challenges of Option 2.
Proposal 2: RAN2 should, in view of the merits of Option 2 and its implementation ease, consider standardizing it. 
3. Conclusion

Observation 1: For Option 2, it is required to handle the PDCP key change for 3C bearers, data on which is kept active over the SeNB while MeNB is getting handed over. SeNB-specific 1A bearers do not need any special handling
Observation 2: The challenges of handling the PDCP key change for 3C bearers data on which is kept active over the SeNB, can be solved with a small complexity increase at the network or the UE

Proposal 1: RAN2 should acknowledge the small complexity for solving the challenges of Option 2.

Proposal 2: RAN2 should, in view of the merits of Option 2 and its implementation ease, consider standardizing it. 
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