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Discussion 
1 Introduction

In recent SA3 meeting #74, many agreements on security for UP architecture 1A have been come up with two requests for RAN2. In a new LS S3-140209 to RAN2, SA3 asked RAN2 to provide further information about their requests and feedback on the agreements in terms of RAN2 impacts. 
2 Discussion
In SA3 LS S3-140209, there are two requests for RAN2. Request1 is for RAN2 to provide detail procedure and call flows of SCG add/release/modification in order to investigate all expected security concern with them. Request2 is using a new counter value with 16 bits for S-Kenb derivation as a fresh number. SA3 wonders whether the counter value is enough to support SCG without frequent Kenb refresh due to the counter wrap-around.
Request 1 
SA3 is asking signalling flows with much detail procedure to setup, modify and tear down the DRBs in order to verify whether the user plane data can be encrypted appropriately between UE and SeNB in the signalling flows. Although RAN2 has still remaining issues to complete the signalling flows for SCG addition and release, we can imagine possible security scenario based on current SCG add/release signal flows in TR 36.842. Figure 1 shows initial SCG addition procedure with security concern that SA3 mentioned in the LS.
0. MeNB decides add or release SCG based on the inputs from SCG such as SCG load, radio status, etc, which can include the PDCP wrap-around indication in SeNB. To say, SCG can ask MeNB to enforce the S-Kenb refresh here.
1. S-Kenb is derived from a counter (e.g. S-Counter) and Kenb of the MeNB. 
2.  Like in handover procedure, the MeNB should inform the S-Kenb, the list of MCG security algorithms and S-Counter used for S-Kenb when sending the SCG-Command for adding SCG. 
3. SeNB responds with  SCG-CommandAck

4.  Among the algorithms, the SeNB selects own security algorithm for the UE and includes that with the S-Counter in the SCG-Config for RRC configuration. SeNB derives UP encryption key with the selected algorithm.
5. PDCP is created with the S-Kenb in SeNB

6. MeNB sends RRCConnectionReconfiguration to UE with the security parameters given from the SeNB
7. UE generates S-Kenb based on the security configuration in the RRCConnectionReconfiguration
8.  PDCP is re-established in UE like in handover procedure.

9.  MeNB sends SN status and data forwarding to the SeNB

10. UE replies to the MeNB with RRCConnectionReconfigurationComplete

11. MeNB sends back SCG-ConfigAck to SeNB. 
12. R-BSR is triggered by UL bearer relocation and triggers random access

13. UE performs random access to acquire uplink timing and resource for the BSR.
14. SeNB recognizes the SCG addition is completed successfully from SCG-ConfigAck and random access from the UE

15. User data encrypted by S-Kenb can be delivered between the UE and SeNB
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Fig. 1 Basic SCG addition procedure
Among agreements, how the MeNB enforces key refresh if the SeNB initiates is not decided while the S-Kenb refresh is agreed if the Kenb is changed for refresh.  But there is no difference between them except that the SeNB should send a certain notification to the MeNB to trigger S-Kenb refresh, e.g., SCG-CommandRequest. Both S-Kenb refresh needs SCG release and add procedure. The MeNB releases SCG first and adds again with same SCG configuration if there is no change. However, it requires much signalling and delay. For optimization, we can use a single RRC message flow for releasing and adding like intra-cell handover. Once the MeNB receives S-Kenb refresh inquiry from the SeNB, it initiates SCG intra-cell handover with newly derived S-Kenb from increased S-Counter. If SeNB re-establishes PDCP with the new S-Kenb then it should buffer downlink data inside or forward them to MeNB until 14th procedure in Figure 1. Considering signalling latency from backhaul, there could be some buffered data in the SeNB but it does not seem serious. 

In addition, SA3 assumes releasing SCG at MeNB handover, i.e., Kenb change even when SCG is not necessary to change in order to complete SA3 works before June. The procedure might not be much different to S-Kenb refresh case. Figure 2 shows MCG handover signal flows in case the SeNB is reachable from source and target MeNB. If the SeNB can be reached from the target MeNB, it is just released and offloaded bearer is moved back to MeNB. 


[image: image2.emf]UE

sMeNB

SeNB

4. SCG-Command (rel/add)

> S-Kenb, MCG security algorithm, S-Counter

6.SCG-CommandAck

17.ERAB-Modification

8.RRCConnectionReconfiguration

> Security config: MCG security (alg, NCC), 

SCG security (alg, S-Counter)

14.SCG-ConfigAck

12.RACH

7.SCG-Config

>SCG radio config, SCG security algorithm, S-Counter

tMeNB

1. HO Request(Kenb*, NCC, MCG security algorithm)

13. RRCConnectionReconfigurationComplete

11. SN status transfer/ data forwarding

15.RACH

CN

2. Select MCG security algorithm

S-Counter reset

S-Kenb generation 

9. MCG PDCP 

reestablish w/ Kenb*

10. SCG PDCP 

reestablish w/ S-Kenb

3. MCG PDCP create w/ 

Kenb*

5. SCG PDCP reestablish 

w/ S-Kenb

R-BSR by UL data

16.  SCG add success

/ S-Kenb synch


Figure 2. SCG add and release at MeNB PCell handover

1.  Source MeNB sends HO request to target MeNB with Kenb* , NCC and MCG security as legacy handover preparation

2. The target MeNB selects own MCG security algorithm, and creates a new S-Count for an UE and generates a new S-Kenb

3. Target MeNB creates UE context based on HO request

4. Target MeNB releases and adds SCG at a same time to refresh existing S-Kenb with the new one.

5. SCG changes S-Kenb and re-establishes PDCP. As mentioned before, the SeNB can hold downlink data until UE re-establishes bearer with the new same key.

6. SeNB responds with SCG-CommandAck

7. SeNB sends SCG-Config to the target MeNB like in SCG S-Kenb refresh case with newly selected SCG security algorithm if changed and S-Count. 

8. In order to save signalling overhead, MCG handover command contains SCG add/release configuration. For this, security configuration should be denoted as separately in RRC message. 

9. UE re-establishes MCG bearers with Kenb* and security algorithm

10. UE re-establish SCG bearers with new S-Kenb. 

In order to reduce HO latency from 4-7, target MeNB sends the handoverCommand with full configuration of SeNB. In such case, source MeNB contains security algorithm used previously in SeNB in the HO request message, then the target MeNB includes the algorithm in SCG-Config. 

Proposal 1. RAN2 asks SA3 to consider security concerns with detail flows of SCG addition/release/modification.

Request 2 
SA3 asks whether 16-bits counter is enough to prevent frequent MCG Kenb refresh procedure caused by counter wrap-around assuming the counter is increased from every time a DRB setup happens between MeNB and SeNB. This request is unclear in terms of whether the S-Kenb is generated per DBR or SeNB. In legacy system, the Kenb is assigned per eNB not per DRB. In addition, we do not limit number of offloaded DRB as one in SCG. If S-Kenb should be changed whenever a new DRB is added to SCG, S-Kenb for all DRBs in the SCG should be changed, which means it requires suspending those DRBs for key change. If SA3 wants to use S-Kenb per DRB, then UE and SeNB will have multiple S-Kenb for DRBs in the SCG, which can increase system complexity. By the way, the 16-bit counter that can generate 65,536 S-Kenbs looks enough even for creating keys for every DRB. It takes almost 18 hours even if MeNB adds and releases DRBs on SeNB every second.  
Proposal 2. RAN2 asks SA3 whether S-Kenb is specified for SeNB or a single DRB in SeNB
3 Conclusion
In order to receive concrete answer about security from SA3, RAN2 has to send LS to SA3 with detail SCG flows and question for request2 clarification. 

Proposal 1. RAN2 asks SA3 to consider security concerns with detail flows of SCG addition/release/modification.
Proposal 2. RAN2 asks SA3 whether S-Kenb is specified for SeNB or a single DRB in SeNB
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