Page 4
Draft prETS 300 ???: Month YYYY


3GPP TSG-RAN WG2 #83bis
Tdoc R2-133301
Ljubljana, Slovenia, 7th – 11th October 2013
Agenda Item:
7.5.2.2
Source:
Ericsson
Title:
Other aspects of D2D broadcast communication
Document for:
Discussion, Decision
1 Introduction

The work on D2D communication was started at RAN2#83. The time allocated for ProSe work in Rel-12 is limited and therefore the work in RAN2 (based on suggestions from RAN plenary) is focused on broadcast communication for Public Safety and discovery for commercial applications. The discussions in Rel-12 on D2D communication for public safety are limited to broadcast communication that does not require discovery.  

In this paper we discuss and propose ways forward concerning some aspects of D2D broadcast communication; whether solution need to be standardized by RAN2 or can be provided by applications.
2 Discussion
To realize D2D broadcast communication a concept for basic data transfer is needed, as well as other supportive services. We describe a concept for basic data transfer in [1], and in this paper we present our view on the other supportive services. We discuss authentication and encryption, identity management, higher-layer protocols and group management.

All the proposals below assume D2D broadcast communication and we focus on the Public Safety scenario. In this scenario a key service is push-to-talk, which involves transmitting primarily half-duplex voice messages from 1 UE to all UEs close enough to receive the broadcast. Further, we assume that the solution for Rel-12 may be extended in coming releases and today’s solution needs to be prepared to cope with such extended functionality.

2.1 Authentication/Encryption

In order to support authentication and encryption also out of coverage, some pre-configuration is needed. Both authentication and encryption are related to a ProSe-enabled UE and may be shared by all ProSe applications of the UE. The ability to encrypt data would then be connected to the identifier of a particular UE. In other words, if a UE receives encrypted messages and lacks the correct encryption key the UE will not be able to decrypt the message. In this way it is possible to create groups with different levels of access to the data by preconfiguring UEs with encryption keys. In this way, group membership could be controlled via cryptographic means only rather than on lower layers.
Encryption can be applied on several layers, for example

1
on L2, that is on each transport block, e.g. using PDCP, or

2
on higher layer, that is on application layer or IPsec.

The service studied is D2D broadcast communication; hence we cannot assume any feedback channel, thus no retransmissions. If we assume that IP packets from the application will in general be larger than the average transport block size, a transport block can contain (parts of) at most two IP packets. Upon transport block loss, we therefore lose at most two IP packets.
Proposal 1 Appropriate means to achieve authentication and encryption for ProSe-enabled UEs are preconfigured.

Proposal 2 Encryption should be provided on IP layer or above to simplify key management.

We need to determine details for authentication, such as, whether there is a need for an explicit authentication, e.g. if devices somehow need to prove membership using some cryptographic protocol. Further, the benefits of having authentication on higher layers compared to on lower layers, e.g. PDCP, need to be scrutinized. These are important questions that need to be answered in order to provide a solid security solution for D2D broadcast communication. However, this is a question for SA3 rather than for RAN2.
Proposal 3 Send and LS to SA3 to have them provide proposals on how to best realize authentication for D2D.

2.2 Identity management
The UEs involved in D2D communication need to identifiable. This identity can be preconfigured in the device or provided by an application. We believe the ProSe ID can be used for this purpose.
Assuming a push-to-talk service is used, some sort of address information is required for each voice packet, but this would also apply to other services. The information should include a sender ID, e.g. a ProSe ID, and possible some destination ID or group ID. The IDs could be used as input to various encryption/authentication algorithms.

Observation 1 Data from services, e.g. voice packets, need to carry proper identifiers.

Proposal 4 Services running over D2D broadcast communication carry proper identifiers.

2.3 Higher-layer protocols
2.3.1 IP protocols
A normal VoLTE solution would use all the RTP/UDP/IP headers, summing to 40 bytes if IPv4 is used, and 60 bytes if IPv6 is used, which can be compressed to 3 bytes using ROHC. For a very simple and specialized solution it would seem like good idea to strip voice packets of all headers, except for the ProSe ID. This would reduce overhead to a minimum. However, such a solution has some drawbacks:

-
Existing implementations would need to be changed.

-
It is not very forward-compatible if one were to build a more general solution later.
Observation 2 One of the main benefits of using IP headers is that we can use existing functionality.
Proposal 5 D2D broadcast communication uses IP and associated protocols.
2.3.2 PDCP

Header compression is assumed for normal VoLTE and is correctly said to be an important enabler for a successful Voice over IP service. It is likely that similar gains in performance could be achieved with ROHC for D2D broadcast communication. However, there is one important difference between VoLTE and D2D broadcast communication, namely the lack of feedback channel due to the nature of the broadcast communication. Consequently, the U-mode needs to be used. Further, use of the U-mode requires synchronization with full-headers more often than with the feedback modes. Thus using ROHC for D2D broadcast communication is certainly needed, but it is likely that the level of compression will not be the same as when using ROHC in normal unicast operation. Among the LTE protocols PDCP provides header compression and should therefore also be used for D2D broadcast communication. For communication out of coverage, this may seem as an unnecessary requirement, but for communication in coverage, we think it is valuable to re-use existing technologies, or protocol stacks in this particular case. 
Observation 3 When using ROHC for D2D broadcast communication it is likely that the level of compression will not be as high as when using it for standard unicast communication, e.g. VoLTE.

Proposal 6 D2D broadcast communication uses PDCP to provide means for ROHC.
2.3.3 RLC

The main purpose of the RLC protocol is to provide data transfer, segmentation, reordering, and various error protection mechanisms. RLC provides three modes; transparent mode, unacknowledged mode, and acknowledged mode with increasing degree of protocol features. It is questionable if a D2D broadcast service would use the ARQ function in RLC AM, as there would be no feedback due to the broadcast nature of the service. The use of RLC TM is tempting as it would be possible to construct the D2D broadcast communication application such that all IP packets generated from it would be of constant size, matching the size of the underlying transport block. (This assumes the use of a constant transport block size, which is studied in RAN1.) However, if ROHC is used, which should be beneficial, the size of the packets will vary, depending on the transmission of full headers or compressed headers. As stated in section 2.3.2 there will be more packets with full headers in this application than ordinary VoLTE. This implies that some layer must perform segmentation/concatenation of the IP packets. Since RLC TM does not provide concatenation, RLC UM must be used for D2D broadcast communication.
Observation 4 RLC AM and RLC TM are not suited for D2D broadcast communication.

Proposal 7 D2D broadcast communication uses RLC UM.

2.4 Group management
One requirement for ProSe communication is support of groups. A group could be a subset of all personnel at an emergency site. Reasons for having groups could be to manage categories of emergency workers efficiently. Although it may be possible to manage groups on L2/L3 we think that for D2D broadcast communication it would be better to leave that to higher layers, as group management could differ between different services or scenarios. Whether authentication should be handled similarly is FFS, see discussion above.
Proposal 8 Group management, i.e. for joining and leaving groups, for D2D broadcast communication is handled by higher layers.
3 Conclusion

In section 2 we made the following observations:
Observation 1
Data from services, e.g. voice packets, need to carry proper identifiers.
Observation 2
One of the main benefits of using IP headers is that we can use existing functionality.
Observation 3
ROHC for broadcast communication works differently than when used for unicast communication, e.g. VoLTE.
Observation 4
RLC AM is not suited for D2D broadcast communication, but the use of other RLC modes cannot be precluded.


Based on the discussion in section 2 we propose the following:
Proposal 1
Appropriate means to achieve authentication and encryption for ProSe-enabled UEs are preconfigured.
Proposal 2
Encryption should be provided on IP layer or above to simplify key management.
Proposal 3
Send and LS to SA3 to have them provide proposals on how to best realize authentication for D2D.
Proposal 4
Services running over D2D broadcast communication carry proper identifiers.
Proposal 5
D2D broadcast communication uses IP and associated protocols.
Proposal 6
D2D broadcast communication uses PDCP to provide means for ROHC.
Proposal 7
D2D broadcast communication uses RLC UM.
Proposal 8
Group management, i.e. for joining and leaving groups, for D2D broadcast communication is handled by higher layers.
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