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1 Introduction
As per the agenda item 7.5.1 d) in the proposed agenda for RAN2-83bis following needs to be discussed: 
“d) What information needs to be carried in discovery beacons? Will higher layers provide all identifiers? Or should RAN2 protocols add such information? Will higher layers provide ciphering/integrity?” 

In this paper we discuss the following D2D Direct Discovery aspects
· Information provided by higher layers
· information added by AS
· Security aspects of direct discovery
2 Discussion
2.1 Discovery Type
Besides the discovery protocol models the D2D discovery is also categorized into open and restricted D2D discovery [1] [2]. In open D2D discovery a discoverable D2D UE can be discovered by any D2D UE in proximity without any explicit permission (e.g. advertisements by store). In restricted D2D discovery a discoverable D2D UE can be discovered only by other D2D UEs that are explicitly permitted by the discoverable D2D UE (e.g. searching friends in social networking). The explicit permission by the discoverable UE for discovery to specific discovering UE(s) can be handled in application layer by sharing discoverable D2D UEs information to only a restricted set of discovering D2D UEs.
Observation 1: The explicit permission by the discoverable UE for discovery to specific discovering UE(s) can be handled in application layer by sharing discoverable D2D UEs information to only a restricted set of discovering D2D UEs.

The discovery channel comprises of 1 RB pair (current RAN1 assumption) resulting is several discovery channels per discovery subframe. The D2D UE participating in the discovery monitors several discovery subframes periodically. This results in processing of large number of discovery PDUs on a regular basis and impacts the power saving of D2D UE in idle mode. During the D2D discovery inclusion of discovery type in the discovery PDU header can enable the D2D UE to filter the discovery PDUs received while monitoring the discovery channels. This will reduce the processing at the UE. For e.g. during the monitoring of discovery channel to search for his friend (i.e. restricted discovery) the D2D-enabled UE can filter the received discovery information related to advertisements or announcements (i.e. Open discovery) transmitted by D2D UEs.

Observation 2: Open and restricted discovery type can be used to pre-filter the discovery PDUs in the D2D UEs monitoring the discovery channel.

Proposal 1: The discovery PDU format should include a field in the header to distinguish between open and restricted discovery PDUs.
2.2 Discovery Information
During the D2D Direct Discovery the discoverable or discovering D2D-enabled UE needs to transmit certain information [1]. The discovery information transmitted during D2D Direct Discovery should serve one or more of the following purposes:

a) D2D Application User Identification: The D2D Direct Discovery enables a user of D2D enabled application to discover another user in its proximity. So it should be possible to identify a D2D application user from the information transmitted during D2D Direct discovery.

b) Interest: The D2D Direct Discovery enables a user of D2D enabled application to discover another user with its matching interest in its proximity. So it should be possible for a discovering UE or discoverable UE to identify the interest of D2D-enabled UE from the discovery information received.
Observation 3: Information related to D2D Application User Identification, interest identification are defined at application layer and are transparent to AS procedures.

Proposal 2: Methods for D2D Application User Identification, interest identification are defined in application layer. These methods are transparent to AS.

2.3 Security Aspects
Security is crucial for D2D direct discovery. One of the critical threats for direct discovery is the replay attack. In the absence of any protection, a rogue UE can easily receive the discovery information transmitted by the D2D UEs and replay it. The discovering UEs will find the discoverable UEs even when they are not there. It is essential that UE receiving the discovery information should be able to detect that discovery information is not replayed and is transmitted by the authentic D2D UE. 

Replay protection is needed for both open and restricted discovery. Discovering a specific restaurant/shop by a discovering UE in a place where they do not exist (or are not in proximity) or discovering a friend by a discovering UE when the friend is not in proximity should not be the outcome of direct discovery.

Observation 4: Replay protection is critical for D2D direct discovery.

Security should be considered in AS layer for securing the discovery information.

· The discovery information is not transmitted using upper layer IP based protocols. So the security can be in built as part of D2D-enabled application or can be provided by the AS layer. In order to have a standardized solution security should be provided in AS layer instead of relying on the application for PC5 interface.

Observation 5: Standardized solution for security can only be provided in AS layer in the absence of upper layer protocols (like TCP/IP/UDP/HTTP etc) for discovery information.

· In the UE-eNB communication the replay protection is provided using packet counters wherein the transmitter assigns packet number to each transmitted packet. In case of one to one communication transmitter and receiver packet counters are synchronized. In case of discovery there is no one to one communication between UEs. The transmission from one UE can be received by multiple UEs and UEs receiving the transmission keeps changing. So it is not possible to use the packet counters for replay protection. Instead the time stamp of the time when discovery information is transmitted can be used. The UE transmitting the discovery information can determine the time stamp of radio frame in which discovery information is transmitted. The time stamp of radio frames between the transmitter and receiver are synchronized using the parameters of ‘timeInfoUTC’ field in SIB16 [3]. Time stamp of radio frames based on SIB16 can be used as an input to security algorithm (ciphering and/or MAC (Message Authentication Code generation) for replay protection. So replay protection can be provided in AS layer.
Observation 6: Time stamp of radio frames based on SIB16 can be used as an input to security algorithm for replay protection.

Proposal 3: Replay protection is critical for direct discovery. The methods for replay protection for direct discovery should be considered in AS layer.

3 Conclusion

In this paper we have discussed the following D2D Direct Discovery aspects

· Information provided by higher layers

· information added by AS

· Security 
Observation 1: The explicit permission by the discoverable UE for discovery to specific discovering UE(s) can be handled in application layer by sharing discoverable D2D UEs information to only a restricted set of discovering D2D UEs.
Observation 2: open and restricted discovery type can be used to pre-filter the discovery PDUs in the D2D UE UEs monitoring the discovery channel.

Proposal 1: The discovery PDU format should include a field in the header to distinguish between open and restricted discovery PDUs.

Observation 3: Information related to D2D Application User Identification, interest identification are defined at application layer and are transparent to AS procedures.

Proposal 2: Methods for D2D Application User Identification, interest identification are defined in application layer. These methods are transparent to AS.

Observation 4: Replay protection is critical for discovery information.

Observation 5: Standardized solution for security can only be provided in AS layer in the absence of upper layer protocols (like TCP/IP/UDP/HTTP etc) for discovery information.

Observation 6: Time stamp of radio frames based on SIB16 can be used as an input to security algorithm for replay protection.

Proposal 3: Replay protection is critical for discovery information. The methods for replay protection for direct discovery should be considered in AS layer.
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