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1
Introduction
The way forward agreed in RAN for the Small Cell Enhancements Study Item [ref] includes a recommendation that RAN2 should conclude the UP architecture at the October meeting (RAN2 #83bis) taking into account the SA3 feedback on security aspects. But because SA3 will not be meeting before November, the SA3 feedback to the RAN2 LS [R2-133018] will not be available on time. The purpose of this contribution is provide an overview of what the security issues might be to see if there are any showstoppers.
2
Background
The TR on Rationale and track of security decisions [33.821], the TS on Security architecture [33.401] and the Stage 2 [36.300] provide an excellent insight to the security mechanisms put in place in LTE/SAE. The general direction has been to separate the security between AS and NAS signalling, as well as to terminate the user plane security in the eNB. The result is that LTE system has two layers of protection instead of one layer perimeter security like in UTRAN. First layer is the Evolved UTRAN (E-UTRAN) network (RRC security and User plane protection) and second layer is the Evolved Packet Core (EPC) network (NAS signalling security). 

On idle to active transitions the MME generates and transfer the security keys to eNB. On active to idle transitions the eNB deletes the current keys from its memory. The generic principles are that:
1)
An MME never sends the same AS keys to more than one eNB.

2)
A source eNB never forwards the same AS keys to more than one target eNB.

3)
The MME always generates fresh AS keys such that forward security can be applied i.e.

-
On S1 handovers 1-hop forward security is achieved between eNBs.

-
On X2 handovers 2-hop forward security is achieved between eNBs.

4)
On an intra-eNBs handover a fresh key (when available) is taken into use.

5)
The same data can be protected twice by the same key but the same key cannot be used twice with the same COUNT i.e. when a wraparound is about to occur a key refresh is needed.

The general principle of key handling at handovers is depicted on Figure 2-1 below. Whenever an initial AS security context needs to be established between UE and eNB, both the MME and the UE derive a KeNB and a Next Hop parameter (NH) from the KASME. A NH Chaining Counter (NCC) is associated with each KeNB and NH parameter. Every KeNB is associated with the NCC corresponding to the NH value from which it was derived.

The UE and the eNB use the KeNB to secure the communication between each other. On handovers, the basis for the KeNB that will be used between the UE and the target eNB, called KeNB*, is derived from either the currently active KeNB or from the NH parameter. If KeNB* is derived from the currently active KeNB this is referred to as a horizontal key derivation and if the KeNB* is derived from the NH parameter the derivation is referred to as a vertical key derivation. On handovers with vertical key derivation, the NH is further bound to the target PCI and its frequency EARFCN-DL before it is taken into use as the KeNB in the target eNB. On handovers with horizontal key derivation the currently active KeNB is further bound to the target PCI and its frequency EARFCN-DL before it is taken into use as the KeNB in the target eNB.
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Figure 2-1: Key Chaining

2.1
Intra-eNB handover

When the eNB decides to perform an intra-eNB handover, it derives KeNB* using target PCI, its frequency EARFCN-DL, and either NH or the current KeNB depending on the following criteria [33.401]:
-
the eNB uses the NH for deriving KeNB* if an unused {NH, NCC} pair is available in the eNB (this is referred to as a vertical key derivation),
-
otherwise if no unused {NH, NCC} pair is available in the eNB, the eNB shall derive KeNB* from the current KeNB (this is referred to as a horizontal key derivation). 
The eNB uses the KeNB* as the KeNB after handover and the eNB sends the NCC used for KeNB* derivation to UE in HO Command message (NextHopChainingCount [36.331]).

NOTE: 
it is not required to change the AS security algorithm during intra-eNB handover. If the UE does not receive any selection of new AS security algorithms during an intra-eNB handover, the UE continues to use the same algorithms as before the handover [36.331].
2.2
X2-handover

At handover from a source eNB over X2 to a target eNB, the source eNB includes the UE EPS security capabilities and ciphering and integrity algorithms used in the source cell in the handover request message. The target eNB then selects the algorithm with highest priority from the UE EPS security capabilities according to the prioritized locally configured list of algorithms [33.401]. The chosen algorithms are indicated to the UE in the handover command if the target eNB selects different algorithms compared to the source eNB [36.331]. In the path-switch message, the target eNB sends the UE EPS security capabilities received from the source eNB to the MME. 
The source eNB performs a vertical key derivation in case it has an unused {NH, NCC} pair. The source eNB first computes KeNB* from target PCI, its frequency EARFCN-DL, and either from currently active KeNB in case of horizontal key derivation or from the NH in case of vertical key derivation. Next the source eNB forwards the {KeNB*, NCC} pair to the target eNB. The target eNB uses the received KeNB* directly as KeNB to be used with the UE. The target eNB associates the NCC value received from source eNB with the KeNB [33.401]. The target shall include the received NCC into the prepared HO Command message, which is sent back to the source eNB in a transparent container and forwarded to the UE by source eNB (NextHopChainingCount [36.331]). 

When the target eNB has completed the handover signalling with the UE, it sends an S1 PATH SWITCH REQUEST to the MME. Upon reception of the S1 PATH SWITCH REQUEST, the MME increases its locally kept NCC value by one and compute a new fresh NH by using the KASME and its locally kept NH value as input. The MME then sends the newly computed {NH, NCC} pair to the target eNB in the S1 PATH SWITCH REQUEST ACKNOWLEDGE message. The target eNB stores the received {NH, NCC} pair for further handovers and remove other existing unused stored {NH, NCC} pairs if any [33.401]. 

NOTE:
Because the path switch message is transmitted after the radio link handover, it can only be used to provide keying material for the next handover procedure and target eNB. Thus, for X2-handovers key separation happens only after two hops because the source eNB knows the target eNB keys. The target eNB can immediately initiate an intra-cell handover to take the new NH into use once the new NH has arrived in the S1 PATH SWITCH REQUEST ACKNOWLEDGE.

2.3
S1-handover

At handover from a source eNB to a target eNB over S1 (possibly including an MME change and hence a transfer of the UE security capabilities from source MME to target MME), the target MME sends the UE EPS security capabilities to the target eNB in the S1 AP HANDOVER REQUEST message. The target eNB selects the algorithm with highest priority from the UE EPS security capabilities according to the prioritized locally configured list of algorithms [33.401]. The chosen algorithms are indicated to the UE in the handover command if the target eNB selects different algorithms compared to the source eNB [36.331].
Upon reception of the HANDOVER REQUIRED message the source MME increases its locally kept NCC value by one and compute a fresh NH from its stored data. The source MME stores that fresh pair and sends it to the target MME in the S10 FORWARD RELOCATION REQUEST message. The S10 FORWARD RELOCATION REQUEST message contains the KASME that is currently used to compute {NH, NCC} pairs and its corresponding eKSI. The target MME stores locally the {NH, NCC} pair received from the source MME. The target MME then sends the received {NH, NCC} pair to the target eNB within the S1 HANDOVER REQUEST.

Upon receipt of the S1 HANDOVER REQUEST from the target MME, the target eNB computes the KeNB to be used with the UE by performing the key derivation with the fresh {NH, NCC} pair in the S1 HANDOVER REQUEST and the target PCI and its frequency EARFCN-DL. The target eNB associates the NCC value received from MME with the KeNB. The target eNB includes the NCC value from the received {NH, NCC} pair into the HO Command to the UE [36.331]. 

3
Security for Small Cells
As summarised in the RAN2 LS to SA3 [R2-133018], the architecture options 1A and 2A have one PDCP at MeNB and one PDCP at SeNB, therefore requiring ciphering to be performed at two different locations:
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Two different ciphering locations would naturally require two security keys. Because S1-MME terminates in MeNB, SeNB addition/removal will not trigger a handover. To minimise changes towards MME, we believe that from a security perspective, the only viable solution is to use a procedure similar to an intra-eNB handover to let the MeNB derive keys for SeNB instead of requiring a fresh{NH, NCC} from MME always. Performing such a derivation implies that the MeNB will always know the keys of SeNBs for dual connectivity UEs and that forward security will only apply to inter-MeNB handover. Also, it would seem necessary that a refresh and a re-keying (after e.g. an AKA run) of MeNB key would propagate to SeNB. Furthermore, mobility events involving the same SeNB would need to be carefully looked at, for instance what happens when a handover from MeNB1 + SeNBx to eNBx is performed. Finally, the possible difference of security capabilities between MeNB and SeNB needs to be handled.
In summary, a quick analysis already shows a number of security issues that need to be studied by SA3:

-
derivation of KeNB to be used by SeNB;
-
provision of forward and backward security;
-
KeNB refresh and re-keying at MeNB and SeNB;
-
mobility events involving the same SeNB;
-
security capability differences between MeNB and SeNB.
4
Conclusion
This contribution has explained the basic principles of security in LTE and has given some examples of the issues that need to be studied by SA3 for alternatives 1A and 2A. Although no showstopper has been identified so far, the work cannot be described as trivial and there is an undeniable risk that SA3 might not be able to complete the task for Rel-12 (SA3 has only one meeting before Rel-12 completion, unless the Rel-12 deadline is shifted or an exception is granted - the completion of Rel-12 in SA groups is set to an earlier date than in RAN). 
Annex A: Security Details

A.1
Definitions

Forward Security is defined as the property that an eNB is unable to calculate AS keys that will be used between a UE and another eNB to which the UE is connected after a series of subsequent handovers. More specifically: n-hop forward security is the property that eNB X is unable to calculate AS keys that will be used between a UE and another eNB to which the UE is connected after n subsequent handovers of any type starting from eNB X.

Backward Security is defined as the property that an eNB is unable to calculate AS keys previously used. This is naturally ensured by the derivation function.

Chaining of KeNB: derivation of a new KeNB from another KeNB (i.e., at cell handover)

Refresh of KeNB: derivation of a new KeNB from the same KASME and including a freshness parameter

Re-keying of KeNB: derivation of a new KeNB from a new KASME in ECM-CONNECTED (i.e. to activate a partial native EPS security context, or to re-activate a non-current full EPS security context)

A.2
Key Derivation

A simplified key derivation is depicted on Figure A2 below, where:

-
KNASint is a key, which shall only be used for the protection of NAS traffic with a particular integrity algorithm This key is derived by UE and MME from KASME , as well as an identifier for the integrity algorithm.

-
KNASenc is a key, which shall only be used for the protection of NAS traffic with a particular encryption algorithm. This key is derived by UE and MME from KASME, as well as an identifier for the encryption algorithm.

-
KeNB is a key derived by UE and MME from KASME. KeNB may also be derived by the target eNB from NH at handover. KeNB shall be used for the derivation of KRRCint, KRRCenc and KUPenc, and for the derivation of KeNB* upon handover.

-
KeNB* is a key derived by UE and source eNB from either KeNB or from a fresh NH. KeNB* shall be used by UE and target eNB as a new KeNB for RRC and UP traffic.

-
KUPenc is a key, which shall only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by UE and eNB from KeNB, as well as an identifier for the encryption algorithm. 

-
KRRCint is a key, which shall only be used for the protection of RRC traffic with a particular integrity algorithm. KRRCint is derived by UE and eNB from KeNB, as well as an identifier for the integrity algorithm.

-
KRRCenc is a key, which shall only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc is derived by UE and eNB from KeNB as well as an identifier for the encryption algorithm.

-
Next Hop (NH) is used by UE and eNB in the derivation of KeNB* for the provision of "forward security". NH is derived by UE and MME from KASME and KeNB when the security context is established, or from KASME and previous NH, otherwise.

-
Next Hop Chaining Count (NCC) is a counter related to NH (i.e. the amount of Key chaining that has been performed) which allow the UE to be synchronised with the eNB and to determine whether the next KeNB* needs to be based on the current KeNB or a fresh NH.
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Figure A2: Key Derivation
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