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1 Introduction

At the last RAN2 meeting (RAN2#83) some progress was made in the ProSe discovery. The following points were agreed [1]:
	Agreements
1
According to the RAN plenary prioritization, we will focus on a D2D Discovery mechanism for in-coverage. 

2
RAN2 should focus on the study of direct discovery (no need to look into EPC based discovery in RAN2).

7
Open and restricted Prose Discovery should have similar RAN2 mechanism to avoid complexity. Need for additional security/authentication/authorization mechanisms in AS level for restricted discovery may be discussed. 




Reference [2] provided a first view on the main discovery considerations impacting RAN2. In this contribution we further explore the RAN2 impact of ProSe discovery, including: L2 protocol stack, discovery message content and discovery procedures. 
2 L2 protocol stack for discovery signal 
In the last RAN2 meeting several options were discussed about which layer in the protocol stack will define the discovery signal/message.  The options include the discovery message being defined at the application layer, NAS, RRC, or at the PHY. Figure 1 illustrates these options.
a) Application Layer: In this option the discovery signal message is provided by an application, and is presented as a data packet to L2.The L2 protocol stack processes this packet, adds headers, etc. and finally transmits the discovery message though the PHY. 
Reference [3] discusses options to optimize this solution by redesigning the L2 protocol stack to eliminate protocol headers, etc. The goal of this optimization is to reduce the considerable overhead that would be added by each of the L2 headers, which have no function for ProSe discovery.

A new API would need to be defined between the application layer, and L2. It is not clear from [3] what exact functions this API would support. Presumably the purpose of the API is to enable the application layer to inform L2 that this message is a discovery message, and hence requires special treatment (e.g. select the option to use the newly introduced optimized L2 headers).

Note that for this option the content of the discovery message would be transparent to the LTE protocol stack, and hence could contain any information (not necessarily related to ProSe discovery).  
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Figure 1. Discovery signal protocol stack options
b) NAS Signaling: In this option the discovery signal message is provided by the NAS application. This option is similar to option (a), except that the message content would be fully defined by a 3GPP protocol (NAS). Once again, the discovery message would be processed by L2 as a data packet, incurring the overhead of each L2 sub-layer header. In addition, NAS messages are transferred to the network by encapsulation within RRC. Hence, there would be an addition overhead from RRC message encapsulation.
c) RRC Signaling: This option is similar to option (b) except that the discovery signal message is an RRC message, instead of being a NAS message. Thus the overhead would be slightly less than option (b), as there is no encapsulation of one protocol inside another. 
d) PHY Signaling: In this option the discovery signal is defined as a new PHY layer signal. Note that each of options a, b, and c, implicitly imply that the discovery signal should be transmitted through PUSCH at the PHY level. However, as explained in [4] & [5] discovery signals should not share the same subframes with PUSCH transmissions. Furthermore, in order to optimize discovery performance, the frame structure for discovery subframes may be very different from subframes carrying PUSCH transmissions [6]. Hence, we can conclude that a new PHY layer channel is being defined to transmit discovery signals, which is different than PUSCH designed to carry UL traffic. In option (d) the role of RRC is basically to configure this layer; such as defining which discovery time/frequency resource DTFR to announce or to monitor [5], provide the values for ProSe identifiers, etc. Note that the PHY may feedback information about discovery signal detection to RRC, which may trigger RRC to send discovery related signaling to the network (see section 4)
2.1 Comparison of L2 discovery protocol stack options 

A key requirement for the commercial application of proximity discovery is the protection of user identity and privacy [7]:

The EPS shall protect the confidentiality of the subscriber’s, UE’s, and user’s permanent identities used in the EPS when ProSe Discovery and/or ProSe E-UTRA Communication are used. This requirement applies to any ProSe E-UTRA Communication between two ProSe-enabled UEs, ProSe Group Communication and ProSe Broadcast Communication. The EPS shall have confidentiality features that enable the subscriber’s, UE’s, and user’s permanent identities to be protected when ProSe-assisted WLAN direct communication is used.

ProSe shall:

· Allow a ProSe-enabled UE to selectively discover ProSe-enabled UEs of interest;

· Ensure that 3GPP UE/subscriber identifiers are not disclosed to unauthorised parties when ProSe is used;

· Allow both granting and revocation of discovery permissions;

As pointed out in [2], any information that may expose the identity of (or allow one to guess at) the subscriber may not be transmitted as part of the discovery signal. 

Observation 1: ProSe identifiers, such as ProSe UE Identity, serve as a means for a UE to identify another UE of interest for discovery, but may not disclose any information that can be correlated to the user’s permanent identities.
Furthermore, the operator has the responsibility to ensure the authenticity of the discovery information used by an application, and that no unauthorized information is transmitted in the discovery message:

The system shall ensure the authenticity of the ProSe Discovery information used by an application that is authorised by the operator and the user.

The EPS shall be able to restrict ProSe Discovery information to the ProSe-enabled UEs and applications that have been authorised by the users and operator.

The permission to be discoverable is given by the user and shall be executed by the EPS, subject to operator control, on a per-application basis.
Alternative (a) cannot ensure the authenticity of information transmitted in the discovery message, since the content of the discovery message in alternative (a) is transparent to the 3GPP layers in the UE. A malicious application may use this mechanism to broadcast information revealing user identity, location, or other private information via the discovery message. Furthermore, the end user would have no knowledge that his/her private information was being broadcast over the air. Because of this, alternative (a) represents an unacceptable security vulnerability that could easily be exploited by malware for malicious purposes. Once exposed, this vulnerability would cripple ProSe discovery and render it of no value from a commercial perspective. Therefore, alternative (a) is not an acceptable solution for ProSe discovery, as it cannot ensure user security and anonymity.
Observation 2: Application level control of the content of the discovery message is an unacceptable security vulnerability that could easily be exploited by malware for malicious purposes. This vulnerability would cripple ProSe discovery and render it of no value from a commercial perspective. Therefore, alternative (a) is not an acceptable solution for ProSe discovery.
Alternatives (b) and (c) are similar in nature. The only difference, as mentioned in section 2, is that alternative (b) would have higher protocol overhead than alternative (c). However, in each of these alternatives, L2 sublayers (PDCP, RLC, and MAC) would add unnecessary headers to the discovery message, which would not provide value for the discovery process. In addition, special processing would be necessary in these sublayers. For example, the discovery message should not be fragmented, or concatenated with other logical channels. At the PHY the discovery message can only be transmitted on specific discovery time/frequency resources, in specific discovery subframes. Thus alternatives (b) and (c) are not very attractive, and either of these would require significant standardization work at all sublayers of the L2 protocol stack.
Observation 3: Both alternatives (b) and (c) are not very attractive solution for the discovery message, and either of these would require significant standardization work at all sublayers of the L2 protocol stack
Alternative (d) does not suffer from the security vulnerabilities of alternative (a), nor does it have any protocol overhead as alternatives (b) and (c). Furthermore, alternative (d) does not have any standardization impact to the L2 protocol stack, as L2 is not involved. The only RAN2 standardization work for alternative (d) would be to define the content and fields to be transmitted in the PHY discovery message, and what IEs would be needed to encode this information for transmission over RRC. Thus alternative (d) is the preferred solution for ProSe discovery.
Observation 4: Alternative (d) does not have any standardization impact to the L2 protocol stack, and only requires the discovery message content and corresponding RRC IEs to be defined.

Proposal 1: Alternative (d) is the preferred solution for ProSe discovery. RAN2 shall focus on defining the details of this solution.

Proposal 2: RAN2 should capture the analysis of section 2 in TR 36.843 [8].

3 Discovery message content 
SA2 working group has been studying the architectural and service requirements for proximity services, and have identified a number of different solutions for discovery [9]. As of yet there is no consensus on exactly which and how many identifiers will be needed to support proximity services. However, Annex C of [9] identified the following assumption for ProSe Identities:

-
In order to satisfy the needs for open, restricted discovery and direct communication, it will include at least a "ProSe UE Identity" and/or one or more "ProSe Application Identities". The ProSe enabled UE can use the "ProSe UE Identity", and/or one or more "Prose Application Identities" for discovery depending on operator configuration, user settings, application settings etc.

ProSe UE Identity and ProSe Application Identity are defined as follows [9]:
ProSe UE Identity: A unique identity allocated by EPS which identifies the ProSe enabled UE It can be assigned to a UE at any moment in time for a configurable duration, can be stored at the UE, but it cannot be changed by the user, and is subject to operator assignment and re-assignment.

ProSe Application Identity: An identity identifying application related information for the ProSe enabled UE. There can exist more than one ProSe Application Identity per UE.
Thus the ProSe UE Identity is allocated by the EPS, and is assigned or re-assigned to the announcing UE by the network. ProSe Application Identities identify different applications that are authorized to use proximity services. As such, appropriate signalling needs to be defined to provide these ProSe identities to the UE. RAN2 should study how the network can signal these ProSe identities to the UE, and what RRC procedures would be impacted by the assignment, update, and deletion of these identities.
Proposal 3: RAN2 should study how the network can signal ProSe identities (e.g. ProSe UE Identity, ProSe Application Identity) to the UE, and which RRC procedures would be impacted by the assignment, update, and deletion of these identities.
A monitoring UE may discover an announcing UE of interest, based on the instruction of the network. However, the monitoring UE has no information about the real identity of the announcing UE’s subscriber, and hence cannot provide any useful information to the ProSe enabled applications without further oversight and assistance by the network. 
The monitoring UE must therefore report the received ProSe identifier to the network, which protects the real identity of the discovered subscriber. The network should in turn validate if the user of the monitoring UE is authorized to discover the proximity of the announcing UE’s end user, before providing the discovery information to the authorized applications of the monitoring UE. Limiting knowledge of the real identity of the announcing UE and its end user to the network is a key requirement to insure the protection of user privacy
Proposal 4: RAN2 should study the impact of discovery reporting to the network, and how the network can signal a successful discovery to authorized applications. 

Reference [10] studied the impact of discovery message size on physical layer resource requirement, as a function of target signal to noise ratio. Discovery message size is the single most important factor that will influence discovery range, and discovery capacity. RAN 2 should study protocol options to minimize the size of the discovery message. For example, [5] discusses the potential to use local ProSe identifiers, as opposed to a global ProSe identifier, which can be enabled by appropriate protocol implementation for discovery messaging. Clearly the discovery message should not transmit any information not directly related to achieving ProSe discovery. Furthermore the content and size of all fields of the discovery message must be defined within the scope of 3GPP protocols.
Proposal 5: RAN 2 should study protocol options to minimize the size of the discovery message.

Proposal 6: The discovery message shall not transmit any information not directly related to achieving ProSe discovery. The content and size of all fields of the discovery message shall be defined within the scope of 3GPP protocols.
4 Discovery procedure
References [9] identifies potential architectural enhancement to support proximity discovery. In [11] and previous contributions Huawei put forward a proposal for proximity discovery, based on an announcing/monitoring model. In this model, one UE announces a discovery signal, and one or more UEs monitor for discovery signals from other UEs of interest. Reception of a discovery signal from a UE of interest triggers the monitoring UE to report this event to CN entity responsible for providing proximity services to registered users and applications, the PDCF. The PDCF in turn will validate the authorization of the monitoring UE, and which applications are registered and authorized to receive proximity discovery information for the reported proximate device. Finally, the PDCF provides the proximity information to these authorized applications.

At RAN1#73b, three types of resource allocation for ProSe discovery were introduced:

· Type 1: a discovery procedure where resources for discovery signal transmission are allocated on a non UE specific basis

· Note: Resources can be for all UEs or group of UEs

· Type 2: a discovery procedure where resources for discovery signal transmission are allocated on a per UE specific basis

· Type 2A: Resources are allocated for each specific transmission instance of discovery signals

· Type 2B: Resources are semi-persistently allocated for discovery signal transmission
Reference [5] analyzes the pros and cons of these three methods from a RAN2 perspective. In this section, we provide simplified message flows to illustrate the discovery process, for each of these three methods for discovery resource allocation. The message flows below are useful for future reference and further discussion of each method.

Proposal 7: Capture the message flows of section 4.1 in TR 36.843 [8].

4.1 Message flows for Type 1, 2a and 2b ProSe discovery resource allocation
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Figure 2. Simplified message flow for Type 1 ProSe discovery 
 As discussed in [2] there are two options for Type 1a ProSe Discovery: 
Option 1: Measurement of existing PHY reference signals, for example SRS, by proximate UEs.
Option 2: Reuse the discovery signal and discovery resource definition from Type1.
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Figure 3. Simplified message flow for Type 2a ProSe discovery – option 1
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Figure 4. Simplified message flow for Type 2a ProSe discovery – option 2
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Figure 5. Simplified message flow for Type 2b ProSe discovery 
5 Conclusion

In this paper we studied RAN2 impact of ProSe discovery, including: L2 protocol stack, discovery message content and discovery procedures.

We have the following observations and proposals:

Observation 1: ProSe identifiers, such as ProSe UE Identity serve as a means for a UE to identify another UE of interest for discovery, but may not disclose any information that can be correlated to the user’s permanent identities.
Observation 2: Application level control of the content of the discovery message is an unacceptable security vulnerability that could easily be exploited by malware for malicious purposes. This vulnerability would cripple ProSe discovery and render it of no value from a commercial perspective. Therefore, alternative (a) is not an acceptable solution for ProSe discovery.
Observation 3: Both alternatives (b) and (c) are not very attractive solution for the discovery message, and either of these would require significant standardization work at all sublayers of the L2 protocol stack
Observation 4: Alternative (d) does not have any standardization impact to the L2 protocol stack, and only requires the discovery message content and corresponding RRC IEs to be defined.

Proposal 1: Alternative (d) is the preferred solution for ProSe discovery. RAN2 shall focus on defining the details of this solution.

Proposal 2: RAN2 should capture the analysis of section 2 in TR 36.843 [8].

Proposal 3: RAN2 should study how the network can signal ProSe identities (e.g. ProSe UE Identity, ProSe Application Identity) to the UE, and which RRC procedures would be impacted by the assignment, update, and deletion of these identities.
Proposal 4: RAN2 should study the impact of discovery reporting to the network, and how the network can signal a successful discovery to authorized applications. 

Proposal 5: RAN 2 should study protocol options to minimize the size of the discovery message.

Proposal 6: The discovery message shall not transmit any information not directly related to achieving ProSe discovery. The content and size of all fields of the discovery message shall be defined within the scope of 3GPP protocols.
Proposal 7: Capture the message flows of section 4.1 in TR 36.843 [8].
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