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1
Introduction
In last RAN2 meeting an agreement was reached for D2D discovery:

 7
Open and restricted Prose Discovery should have similar RAN2 mechanism to avoid complexity. Need for additional security/authentication/authorization mechanisms in AS level for restricted discovery may be discussed. 

Based on contribution R2-132446, some proposals on open and restricted discovery are also discussed, and this document will give an initial analysis on potential different alternatives for discovery type verification for proximity services/applications.
2
Analysis   
From RAN2 point of view, “discovery” in open and restricted discovery should not only mean proximity detection from physical layer perspective, but also include UE identification procedure in radio level. Also based on conclusions from last RAN2 meeting: “Open and restricted Prose Discovery should have similar RAN2 mechanism to avoid complexity”, meaning that UE and network side should not behave differently according to the discovery types (e.g. open and restricted discovery) and they should follow similar/same RAN2 procedures when involved during the discovery.
From UE point of view, discovery types (open or restricted) may be application specific, meaning that depends on different applications, UE could have different discovery types, e.g. UE wants to use open discovery for TWITTER but restricted discovery for FACEBOOK (assuming different upper layer applications could trigger different NAS/AS level procedures). It is then reasonable to assume to support multiple proximity services/applications via a common solution, even when the different applications have different requirements on the discovery types.

Observation 1: discovery procedure should be designed in a way to support multiple proximity applications even different applications have different requirements for the discovery (open or restricted discovery), through a common solution/procedure. 
The verification of the discovery type could be done in following two options: 1) verify in discovered UE and 2) verify in network side.
A. Verify in discovered UE

· Request-response manner via network assistance: when discovering UE detects the discovery signal from discovered UE, the discovering UE needs to send discovery request message including UE ID (assuming some kind of UE ID will be provided in the discovery signal) of discovered UE to the network side, and network side will forward discovering UE’s request to discovered UE. Discovered UE will verify whether this should be an open discovery or restricted discovery, based on application information if available.
· Fixed indication manner: discovered UE will indicate the type of discovery (open or restricted) in the discovery signal e.g. via some kind of discovery message structure with a field to indicate whether it is an open discovery or restricted discovery. For open discovery the message will be seen by all UEs but for restricted discovery the content of the message will be encrypted before transmission, only UEs who share the same security keys in advance are able to interpret it. However since this fixed indication manner will lead to fixed discovery type (i.e. either open or restricted) for the discovery message, it will possibly result in having multiple discovery messages when supporting multiple proximity services, which needs to be carefully considered due to complexity.
B. Verify in network side

· Only applicable when network side is aware of all the essential information (e.g. any discovery context information available for the D2D UEs) for verifying the discovery type, e.g. such kind of information could be stored in HSS in terms of registration-like information from all D2D UEs and operators could control the verification procedure in CN. In this way network takes the role of the decision making on behalf of the discovered UE i.e. when discovering UE is requesting network side for discovery type verification, network side could directly feedback to discovering UE instead of forwarding the request to discovered UE.

For option A, there’re some benefits and drawbacks summarized in the following table on the two sub-alternatives:

	
	Benefit
	Drawback

	Fixed indication manner 
	· May not always involve network side when discovery happens

· May work also with out of coverage case (unified solution for in coverage and out of coverage)
	· Additional security mechanism may be needed in AS level

· Security key pre-configuration needed for restricted discovery

· Complicated when handling with multiple proximity services (possibly multiple discovery signalling are needed)

· Impacts to lawful interception and charging should be considered

	Request-response manner via network assistance
	· No need to introduce additional security mechanism in AS level, since both UE will be authenticated by network side in legacy way

· Operator is able to tightly control D2D UEs during discovery
	· Need to always involve network side, signalling overhead needs to be taken into account
· Separate solution for out of coverage scenario is needed (but may not introduce too much complexity in case of smart design)


Table 1: comparison for option A.
Although we see that the fixed indication manner may not always need to involve network side, but there seems a need to introduce new AS level security mechanism. Meanwhile on one hand it could provide benefits via unified solution for both in coverage and out of coverage scenario. However based on observation 1, as analysed above, the fixed indication manner will lead to fixed discovery type for the discovery message hence possibly need to introduce multiple discovery message for multiple proximity services, which seems not that feasible in light of managing large amounts of applications in the future, which might even be a showstopper for such a solution.

Based on observation 1 and above analysis, we think that fixed indication manner is not a preferred method for restricted discovery for in coverage scenario, hence it is not preferred to introduce additional AS-level security scheme.
Observation 2: No additional AS-level security/authentication/authorization scheme is preferred for in coverage scenario for restricted discovery.

Then considering above observations we have the proposal that:
Proposal 1: No additional AS-level security/authentication/authorization scheme is needed for in coverage scenario for restricted discovery, and it is proposed to further evaluate other options.
3
Proposal
Following proposals are given:
Proposal 1: No additional AS-level security/authentication/authorization scheme is needed for in coverage cases for restricted discovery, and it is proposed to further evaluate other options. 
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