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1 Introduction

From the last meeting an LS to SA3 was sent in [1], however since a reply cannot be expected at RAN2#83-bis, it is better to discuss a possible security issue which may have some bearing on UP architecture selection. This paper highlights one such issue.
2 Discussion
It was previously decided that the a dual connected UE will only have 1 S1-MME (likely between the MeNB and the MME) and therefore the S1 HO cannot be performed (since the target MME shall not be able to send the {NH, NCC} pair to the target eNB within the S1 HANDOVER REQUEST since there is no S1-MME interface between the MME and the target eNB which in this case is the SeNB for “this” UE). 
It means that only X2 based HO can be performed but this will not allow any key separation between the source (MeNB) and the target (SeNB) as defined below (TS 33.401):

	2.1.1.1.1 7.2.8.4.2              X2-handover
As in intra-eNB handovers, for X2 handovers the source eNB shall perform a vertical key derivation in case it has an unused {NH, NCC} pair. The source eNB shall first compute KeNB* from target PCI, its frequency EARFCN-DL, and either from currently active KeNB in case of horizontal key derivation or from the NH in case of vertical key derivation as described in Annex A.5.
Next the source eNB shall forward the {KeNB*, NCC} pair to the target eNB. The target eNB shall use the received KeNB* directly as KeNB to be used with the UE. The target eNB shall associate the NCC value received from source eNB with the KeNB. The target eNB shall include the received NCC into the prepared HO Command message, which is sent back to the source eNB in a transparent container and forwarded to the UE by source eNB. 

When the target eNB has completed the handover signaling with the UE, it shall send a S1 PATH SWITCH REQUEST to the MME. Upon reception of the S1 PATH SWITCH REQUEST, the MME shall increase its locally kept NCC value by one and compute a new fresh NH by using the KASME and its locally kept NH value as input to the function defined in Annex A.4. The MME shall then send the newly computed {NH, NCC} pair to the target eNB in the S1 PATH SWITCH REQUEST ACKNOWLEDGE message. The target eNB shall store the received {NH, NCC} pair for further handovers and remove other existing unused stored {NH, NCC} pairs if any. 

NOTE:   Because the path switch message is transmitted after the radio link handover, it can only be used to provide keying material for the next handover procedure and target eNB. Thus, for X2-handovers key separation happens only after two hops because the source eNB knows the target eNB keys. The target eNB can immediately initiate an intra-cell handover to take the new NH into use once the new NH has arrived in the S1 PATH SWITCH REQUEST ACKNOWLEDGE.


Of course it is possible to argue that since the PDCP in SeNB (in options 1A/ 2A) will anyway decipher the UL packets before forwarding them to MeNB on Xn, MeNB can anyway “see” these packets (the same is true in DL where the packets are forwarded by the MeNB to SeNB). But in our opinion “seeing” these packets in MeNB are concerns related to Network Domain Security which should not be compared/ associated and compromise the Access Domain Security on the air interface between the UE and the SeNB. To us, these different security layers must run independently and therefore a compromise of KeNB (or even K*eNB) in MeNB should not (ideally) compromise the Uu security between SeNB and the UE but this will no more be possible in SCE since 2 hop key separation seems not possible/ difficult.

Of course someone can argue why other options (e.g. series 3) would not be equally worse since there is only one security (in MeNB). The keys in SeNB (1A, 2A) might make it more vulnerable than the security protection happening only in the PDCP of MeNB.
Therefore, we see the following possible solution:
Solution 1: Only 1 S1-MME per UE connection decision is reverted if option 1A and 2A is to be selected

Solution 2: Option 1A and 2A are ousted.

Since this is also SA3 area scope we can wait to hear from (reply LS to [1]) them but then working on Option 1A and 2A run the risk of wasting RAN2 discussion time. So, we should either deprioritize option 1A and 2A or alternatively, agree in RAN2 that based on SA3 feedback we may reconsider to have two S1-MME connections if finally selecting option 1A or 2A.
Proposal: RAN2 should either deprioritize option 1A and 2A or alternatively, agree in RAN2 that based on SA3 feedback we may reconsider to have two S1-MME connections if finally selecting option 1A or 2A.

Since LS [1] has already been sent to SA3, we may either update our findings to them via LS or internally through company delegates. 
3 Conclusions
This paper highlighted one Security issue which may impact UP architecture selection. The following proposal is made accordingly:
Proposal: RAN2 should either deprioritize option 1A and 2A or alternatively, agree in RAN2 that based on SA3 feedback we may reconsider to have two S1-MME connections if finally selecting option 1A or 2A.
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