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1 Introduction

During RAN2#81bis meeting, the control plane architecture for small cell enhancements was discussed. Some initial agreements were made:  

1. From a standards point of view, each eNB should be able to handle UEs autonomously, i.e., provide the PCell to some UEs while acting as assisting eNB for other.

2. We assume that there will be only one S1-MME Connection per UE (requires confirmation by RAN3) 

In this contribution, we would like to discuss some considerable disagreements in the email discussion report[2][3] and give our proposals.
2 Discussion 
In the current specification, RRC and PDCP layer has security functions, including integrity protection and encryption. 
The table below from TS36.300 describes the security termination points.

Table 1 Security Termination Points

	
	Ciphering
	Integrity Protection

	NAS Signalling
	Required and terminated in MME
	Required and terminated in MME

	U-Plane Data
	Required and terminated in eNB 
	Not Required 
(NOTE 1)

	RRC Signalling (AS)
	Required and terminated in eNB

	Required and terminated in eNB


	MAC Signalling (AS)
	Not required
	Not required

	NOTE 1: Integrity protection for U-Plane is not required and thus it is not supported between UE and Serving Gateway or for the transport of user plane data between eNB and Serving Gateway on S1 interface.




In this mechanism, KeNB is very important. From the KeNB, the eNB and UE can derive the UP and RRC keys. Keys stored inside eNBs shall never leave a secure environment within the eNB (except when done in accordance with this or other 3GPP specifications). We may need to consider different KeNB delivery ways for Inter-Node Radio Resource Aggregation.

If split in RRC layer, the integrity protection terminated in eNB may need separate keys in UE and it may cause big security problem. From a security point of view, independent RRC layer is more reasonable.
Proposal 1: For security reason, independent RRC layer is more reasonable.
2.1 Consideration for user plane and control plane interaction
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Fig 1: AltR2: Distributed RRM                         Fig 2: Alt3d: Master-Slave RLCs
We assumed that the split of RRM is more effective for more adaptive and efficient RRM strategy/radio resource allocation can be applied for assisting eNB. For inter-node radio resource aggregation, if the time delay between the different NB is basic fixed, distributed scheduler in lower layer is more effective.
Proposal 2: We kindly suggest RAN2 to discuss above alternatives for overall structure in small cell enhancements.

3 Conclusion
We suggest that following proposals to be discussed and agreed:
Proposal 1: For security reason, independent RRC layer is more reasonable.
Proposal 2: We kindly suggest RAN2 to discuss above alternatives for overall structure in small cell enhancements.
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