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1
Introduction
“Study on RAN aspects of Machine-Type and other mobile data applications communications enhancements” study item has been approved for Rel-12 [8] to investigate and evaluate MTCe solutions [12] that have an impact on the radio access network. The purpose of the study item is to address the objectives outlined in the “Small Data and Device Triggering Enhancements (SDDTE)” [10] and “UE Power Consumptions Optimizations (UEPCOP)” [11] building block work items.
RAN2 have started discussing the MTCe-SDDTE solutions at RAN2#81bis and realised that there are aspects that cover RAN network architecture for which feedback from RAN3 would be appreciated. RAN2 has agreed to capture the discussions in TR 37.869 [3]. This document shortly introduces the SDDTE solutions and identifies respective issues to be looked at from a radio network point of view. 
This document is also submitted to RAN3#80 in [7].
2
Discussion
2.0
General
Stage 1

There actually exist stage 1 requirements for SDDTE in 22.368 [4] section 7.2.5 and 22.101 [5] section 4.3.1, requiring in case of MTC “minimal network impact” and noting the order of exchanged data being of a size of ~1Kbytes (22.368), and in 22.101 requiring efficient use of network resources along various kinds of traffic patterns, specifically to “take account of the discontinuous and asymmetric nature” of services and to “consider the overheads and signalling surge caused by frequent transmissions of small amount of data”.
General SA2 approach

SA2, as can be seen in most solutions in 23.887, aims at reducing the number of messages exchanged by the involved system entities, allowing themselves freedom to a large extent with regards to established architecture and protocol principles.

2.1  
Ch. 5.1.1.3.1, “Small Data Transfer starting from RRC IDLE (E-UTRAN): Use of pre-established NAS security context to transfer the IP packet as NAS signalling without establishing RRC security”;
This solution proposes to provide the small data packet within a (probably new) NAS message, transported in the NAS containers of the initiating RRC/S1-MME messages. Any response packet might be included in the respective RRC/S1-MME responses, i.e. the control plane is “used” to transport user plane data. Interworking between the two planes is performed in the UE and the MME.

This solution seems to be optimised for single request/single response kind of small data exchange; however, exchange of multiple request/respond small data packets via several NAS PDUs could be also envisaged.

Relevant NAS data (EPS bearer ID, security context) is exchanged at Attach/TAU and is passed at small data operation along the initiating RRC/S1-MME messages to enable the MME to identify the UE and to decrypt the IP packet and the EPS Bearer ID.

At Attach or TAU to a new pool area the UE might be redirected to an MME optimised for small data handling.

Specific E-UTRAN aspects:

There might be some changes/additions to S1AP procedures.

The decryption of user plane data is performed in the MME instead of the eNB. This is a major architectural change and requires shifting of processing effort towards nodes more centralised than within the legacy architecture.
Most importantly, although UP data is transported and EPS Bearer Contexts are established end-to-end, no UP related control signalling nor any S1 bearer is established. As long as the scheme can be made look like e.g. a TAU, this scheme could follow already existing functionality.

This scheme does not support mobility, i.e. the UE would need to re-initiate the small data transmission. Dependent on the achievable bitrate on signalling bearers, the actual small data transmission might take some while and increase the possibility for constant failures.

Relevant for any NAS-level transport of small user data:

RRC uses ASN.1 to encode messages. This allows for a great level of flexibility and is efficient in terms of overhead. However, encoding and decoding of ASN.1 is relatively complex and therefore requires a lot of processing power in the eNB and the UE. Therefore, embedding user data into RRC PDUs either directly or as NAS PDU significantly increases the processing load. In the past, network vendors already raised concerns about this processing load in particular in a system that has to handle many UEs. In our view a solution to limit the signaling overhead should therefore not require ASN.1 processing of user data.
2.2
Ch. 5.1.1.3.2, “Optimised handling of C-plane connection for Small Data and Device Trigger Transmission without U-plane bearer establishment in E-UTRAN”
This represents more or less the same approach than in §2.1 of this paper. Only difference is that the possibility to use SMS as small data provision mechanism is examined. The principle of using NAS mechanisms instead of establishing user plane transport explicitly remains the same.
Specific E-UTRAN aspects:

See §2.1.
2.3
Ch. 5.1.1.3.4, “Stateless Gateway for cost efficient transmission of infrequent or frequent small data”.

The presented solution is described to be built upon the following principles:
-
Avoiding signalling between the MME and S/P-GWs after an idle period where no data was sent by providing the relevant info from the eNB in-band with the first data packet.

-
Avoiding bearer specific states to be maintained in the GWs by providing relevant information inband from the eNB.

Further, the following constraints are made which try to match a reduced set of service requirements for MTC and devices and devices only needing an internet connection:
-
UE is not reachable in idle mode
-
only best effort support

-
combined GWs, i.e. the APN to be used in reachable from the VPLMN

-
only one APN and bearer at a time

-
fallback to existing procedures, if those restrictions cannot be applied (more than one APN or bearer etc.)

In figure 5.1.1.3.4.1.2-1 and 5.1.1.3.4.1.3-1 of TR 23.887 [2], one can see the exchange of NAS level information at Attach, the reduction of MME/GW/PCRF signalling and the inband-signalling approach for C-plane level information attached to the first data packets in UL/DL direction.

Specific E-UTRAN aspects:

Apart from possible minor modification in S1AP due to exchange of new information and possible optimisations, the major architecture/protocol principles are kept from RAN point of view, most importantly, during small data transmission a UE-associated S1-MME connection is established.

The optimisation is completely on the GW side, which does not retain (permanent) UE states, but maintains bearer contexts time-based instead of them being explicitly setup/released by the MME.

The necessary information is provided by the necessary addition of control plane level information within a GTP-U header extension.
As of the efficiency to signal CP level information in-band compared to explicit CP signalling, it might be mentioned, that the necessary effort to process that CP level information in the relevant nodes will remain fairly the same.

2.4
Ch. 5.1.1.3.5, “T5 based downlink small data transfer using RRC message”

Note:
in TR 23.887v090 the title of this chapter is “Downlink small data transfer using RRC message”.

This solution provides a DL small data within the S1-MME PAGING message and causes the eNB to trigger a reduced RRC Connection Setup, whereas the small data packet is delivered in the RRC Connection Setup message and the RRC connection is immediately released thereafter. The delivery of the small data packet is acknowledged by the eNB with a S1-MME message.
The drawback is obviously that this scheme requires more than a single eNB to process paging and store the small data packet in case the UE actually responds in a cell served by that eNB. This would be only beneficial if the size of TAs the UE is registered is optimised for this scheme.

Specific E-UTRAN aspects:

Nothing specific on top of issues already mentioned in 23.887.
2.5
Ch. 5.1.1.3.6 Small Data Fast Path / Connectionless

There are actually two solutions addressed in this section which differ only in a couple of details. They are built upon providing UEs with information about endpoint addresses of the PDN or the SGW bearer(s) during MM actions (Attach, TAU) and/or SM actions.
Once the UE is provided with the endpoint addresses, these are attached by the UE to the small data packet and sent to the eNB. The eNB uses this information to create a GTP-U PDU over S1-U and address the proper SGW.
In order to allow subsequent DL small data to be able to be sent back to the eNB, DL information is provided within an extended GTP-U header which is then stored in the SGW.

2.5.1

Ch. 5.1.1.3.6.2, “Small Data Fast Path”

This solution operates per bearer, i.e. the information provided to the UE for addressing a SGW bearer is provided via NAS – Session Management signalling means.

At minimum integrity protection will be provided. Data encryption is under discussion, see SA3 discussions captured in TR 33.868 [6]. The respective security context is provided at Attach/TAU to the SGW and provided to the UE and the SGW.
No UE-associated S1-MME signalling connection is established for small data operation.
For UL transmission, the small packet is sent in the course of RRC Connection Establishment, encrypted as of security context information provided to the UE. The small data packet is provided by the eNB into the GTP-U tunnel on S1-U as indicated by the UE. The SGW decrypts/checks integrity of the small data packet, saves the DL addressing info optionally provided by the eNB, starts a timer (at which expiry the fast path is released locally at the SGW) and passes on the packet.
For subsequent DL transmission, the SGW (encrypting/protecting the packet) and the eNB utilise the established fast path (until an inactivity timer has expired) and the small data finally can be passed to the respective application in the UE.

For DL paging, first a small data notification is passed from the SGW to the MME which initiates S1 Paging with a specific paging cause which is passed on to the UE. The UE triggers the set up the fast path as described above for UL transmission by sending a dummy small data packet.

Mobility is supported by (idle mode) EMM procedures and fast path contexts in eNB/SGW. Those fast path contexts would be released once a timer elapses. The eNB/SGW would respond with an error in case small data transport is not any longer possible due to a released fast path context causing a re-establishment of the fast path. Issues with loss of data during mobility might cause further studies.
Specific E-UTRAN aspects:

-
As user plane security is established between the UE and the S-GW, the eNB would be requested to store temporarily UE context information without any UE-associated S1-MME signalling connection being established. This represents a fundamental change in current protocol principles.

-
User plane security is handled between the UE and the S-GW, this changes current allocation of functions. Furthermore, integrity protection for user plane is foreseen, which is a change of security principles.

-
For the actual small data operation, the eNB would need to store the bearer context, i.e. establish a GTP-U tunnel endpoint in order to enable small data transmission to and from the S-GW. Small data transmission would take place without any UE-associated S1-MME signalling connection being established.
-
Although UE and bearer contexts are established in the eNB, the MME would be neither able to directly address the UE context nor the bearer context in the eNB during small data operation as the UE would appear ECM-IDLE to the MME, i.e. the MME control is limited during fast path operation.

-
In sum, small data fast path represents a set of new functions based on new architectural and protocol principles. Either fast path or legacy user data transmission would be able to take place. We would assume that fast path transmission can be terminated at any time in order to start legacy data transmission, if needed, allowing certain data loss. 
2.5.2

Ch. 5.1.1.3.6.3, “Connectionless Data Transmission”;
This solution operates per PDN connection. In case of connectionless data transmission, no dedicated bearers are activated.
According to 23.887, this solution is applicable to UTRAN and E-UTRAN.

Like in the Fast Path solution, the UE receives bearer context data specific for the S-GW. I.e. at S-GW change, a new bearer context needs to be established.

On top of that a TOKEN unique per cell is passed to the UE. This happens at the first visit of a cell in an eNB or if the TOKEN provided by the UE is not known or valid (anymore, i.e. timed out). The provision of the TOKEN is protected by RRC security means, i.e. during a full(y protected) Service Request procedure.
Once a valid TOKEN is available at the UE and recognised by the eNB, no S1-MME signalling is performed during small data operation.

It order to make this approach efficient, the eNB would need to memorise UE’s security context for a certain time. Whenever the UE sets up an RRC Connection, the UE specific security context allows identifying the UE locally at the eNB. Once the context timer at the eNB has elapsed, a full Service Request procedure would need to take place with the MME as for the first visit of the cell. 
Addressing of the GTP-U tunnels in UL/DL works similar as with the fast path solution. In a variant, the TEIDs could be stored together with the UE’s security context and be addressed by the (UE specific) EPS Bearer id.
Specific E-UTRAN aspects:

The same comments can be applied as for the “small data fast path” solution; the only difference is that user plane security is established between the UE and the eNB.

-
UE and bearer contexts exist in the eNB without any UE-associated S1-MME signalling connection being established.
-
UE appear ECM-IDLE to the MME, i.e. the MME control is limited during fast path operation.
-
Interworking towards the legacy data transmission would require that either of the transmission modes is active at a time, legacy data transmission taking precedence if needed.
2.7
Ch. 5.1.1.3.7, “Service Request signalling reduction by RRC message combining”

This solution aims at executing the Security Mode Command as early as possible. This results in a reduction of the number of RRC (and obviously S1AP) messages.
Specific E-UTRAN aspects:

Although S1AP procedures will need to be changed, no substantial changes to existing architecture/protocol principles are expected. 
Major topics to be looked at are related to the possibility and the efficiency of piggy-packing additional information to existing RRC messages.
2.8
Ch. 5.1.2.3.1, “Keep the UE in connected mode”

Note:
In 23.887v090 the title of this chapter is “Core Network assisted eNB parameter tuning for small data transfer”.
This solution aims at exchanging relevant information between MME and eNB to optimise the DRX cycle or the RRC inactivity release timer.
Specific E-UTRAN aspects:

Apart from exchanging additional information via existing S1AP means, no substantial changes are expected. 

The main topic to be looked at would be to prove that this solution is able to provide increased efficiency while reducing overall C-plane load. 

3
Conclusion
All solutions proposed by SA2 try to eliminate those parts of the connection establishment procedure deemed to be of less importance during small data transport, obviously sacrificing certain features regarded important during Rel-8 design of E-UTRAN/EPS.

-
One group of solutions perform small data transport via the C-Plane (NAS) utilising an end to end established security relation between the UE and the MME.

-
Applying Utilising this scheme for a rather “large” small data packet could require longer transmission time and cause problems in certain mobility scenarios.

-
ASN.1 Encoding could cause performance problems.

-
Another group of solutions try to avoid the setup of an S1-MME connection, thus keeping the UEs in ECM-IDLE from an MME point of view. 

-
This would nevertheless require the establishment and maintenance of a UE context and related bearer contexts in the eNB. Processing and signalling for handling those contexts can be expected to be of similar amount than for the legacy approach.

-
Those contexts would exist without direct control from the MME.

-
This group of solutions would require substantial changes to protocol and architecture principles, creating a completely new approach of user data transmission and context handling, that would need to exist in parallel with the legacy approach. (We assume that in case of interworking legacy user data transmission would need to take precedence immediately.)  
It can be concluded, that from a radio network architecture point of view, the expected gains within E-UTRAN in terms of signaling and processing would not justify the introduction of the new signaling and transmission schemes for small data. In general, it should be avoided to standardize two solutions of comparable performance. SA2 should be requested to re-evaluate the merits of the proposed schemes.
Proposal 1 RAN2 is kindly asked to take note of the analysis and conclusions provided in this document.
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