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1 Introduction
In the email discussion [81bis#19], different U-Plane alternatives were discussed. The discussion included different protocol architecture alternatives for PDCP/RLC/MAC, with listed benefits and drawbacks of each alternative. One drawback mentioned for independent PDCP termination in each eNB, was the need for a dual security solution. In this contribution we discuss security design principles and present a possible solution.
2 Background

Figure 1 shows the protocol architecture alternative with separate PDCP termination in anchor and assisting eNB respectively for a UE in dual connectivity. This alternative has many favourable properties, such as no need to forward all data via the anchor eNB, thus making it suitable for non-ideal backhaul and it also has almost no L2 impact. However, as a drawback it was mentioned that it requires a solution for dual security termination. With this contribution we want discuss the security implications and show that there are possible solutions to the issue. Naturally, further detailing of a possible security solution for dual connectivity falls under the responsibility of SA3. 
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Figure : Separate PDCP termination for Dual Connectivity, ref [1].
3 Security design
The security design of LTE provides compartmentalization. The compartmentalization mainly consists of ensuring that if an attacker breaks the security of one function, only that function is compromised. For example, there is one key used for encryption of the RRC protocol and another key used for integrity protection of the RRC protocol. If an attacker breaks the encryption key, he can decrypt and read all RRC messages. However, since the integrity key is different from the encryption key, the attacker cannot modify or inject RRC messages.

Another part of the compartmentalization design is that each eNB uses a separate set of keys. The rationale is that it ensures that an attacker breaking in to one eNB does not gain any information about data transmitted between a UE and another physically different eNB. To maintain the property that breaking into one eNB does not help in attacking another eNB, the assisting eNB should use its own key set separate from the key set used in the anchor eNB.
4 Key generation

Figure 2 shows an example of how the keys for the assisting eNB could be generated and delivered in a secure way. In this example, the security key of the assisting eNB (Kassisting eNB) is derived from the security key of the assisting eNB (KeNB). The figure shows a possible key hierarchy for the assisting eNB that matches the key hierarchy in a normal eNB. In this example, the assisting eNB and the UE share the Kassisting eNB, Kassisting eNB-enc and Kassisting eNB-int. 
The solid arrows in Figure 2 indicate how the different keys are derived from each other. The derivations can be done in the same way as for a normal eNB. The main difference is that the assisting eNB receives the Kassisting_eNB from the source eNB and uses that as its KeNB. The anchor eNB can send the keying material to the assisting eNB over a secure link. 
The anchor eNB node will have access to all keys used by the assisting eNB. This breaks the compartmentalization principle if it is interpreted in its strictest sense. However, the security level would be very similar to the one obtained at an X2-handover (which is without MME involvement). At an X2-handover, the source eNB calculates a new key based on the currently used KeNB and provides the new key to the target eNB. Therefore, using KeNB as the basis keying material for the Kassisting eNB could arguably be acceptable from a security point of view.
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Figure 2: Example key hierarchies for anchor and assisting eNBs, where the Kassisting eNB is derived from the KeNB in the anchor eNB and there is one encryption key and one integrity key. 
5 Conclusion

In this contribution, we have discussed the security issue with separate PDCP termination in dual connectivity. We have showed that there are feasible solutions to the issue, and thus we would like to propose the following:
Proposal 1
Include figure 2 and accompanying text to the TR, showing a possible solution to the dual security key management for separate PDCP termination in dual connectivity. 
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