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****START OF CHANGES****

5.3.1.2
Security

AS security comprises of the integrity protection of RRC signalling (SRBs) as well as the ciphering of RRC signalling (SRBs) and user data (DRBs).

RRC handles the configuration of the security parameters which are part of the AS configuration: the integrity protection algorithm, the ciphering algorithm and two parameters, namely the keyChangeIndicator and the nextHopChainingCount, which are used by the UE to determine the AS security keys upon handover and/ or connection re-establishment.

The integrity protection algorithm is common for signalling radio bearers SRB1 and SRB2. The ciphering algorithm is common for all radio bearers (i.e. SRB1, SRB2 and DRBs). Neither integrity protection nor ciphering applies for SRB0.

RRC integrity and ciphering are always activated together, i.e. in one message/ procedure. RRC integrity and ciphering are never de-activated. However, it is possible to switch to a 'NULL' ciphering algorithm (eea0).

The 'NULL' integrity protection algorithm (eia0) is used only for the UE in limited service mode [32, TS33.401]. In case the 'NULL' integrity protection algorithm is used, 'NULL' ciphering algorithm is also used.

NOTE 1:
Lower layers discard RRC messages for which the integrity check has failed and indicate the integrity verification check failure to RRC.

The AS applies three different security keys: one for the integrity protection of RRC signalling (KRRCint), one for the ciphering of RRC signalling (KRRCenc) and one for the ciphering of user data (KUPenc). All three AS keys are derived from the KeNB key. The KeNB is based on the KASME key, which is handled by upper layers.
Upon connection establishment new AS keys are derived. No AS-parameters are exchanged to serve as inputs for the derivation of the new AS keys at connection establishment.

The integrity and ciphering of the RRC message used to perform handover is based on the security configuration used prior to the handover and is performed by the source eNB.

The integrity and ciphering algorithms can only be changed upon handover. The four AS keys (KeNB, KRRCint, KRRCenc and KUPenc) change upon every handover and connection re-establishment. The keyChangeIndicator is used upon handover and indicates whether the UE should use the keys associated with the KASME key taken into use with the latest successful NAS SMC procedure. The nextHopChainingCount parameter is used upon handover and connection re-establishment by the UE when deriving the new KeNB that is used to generate KRRCint, KRRCenc and KUPenc (see TS 33.401 [32]). An intra cell handover procedure may be used to change the keys in RRC_CONNECTED.

For each radio bearer an independent counter (COUNT, as specified in TS 36.323 [8]) is maintained for each direction. For each DRB, the COUNT is used as input for ciphering. For each SRB, the COUNT is used as input for both ciphering and integrity protection. It is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (PDCP SN, as specified in TS 36.323 [8]). In addition, an overflow counter mechanism is used: the hyper frame number (TX_HFN and RX_HFN, as specified in TS 36.323 [8]). The HFN needs to be synchronized between the UE and the eNB. The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same KeNB, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the eNB may e.g. use different RB identities for successive RB establishments, trigger an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition.

For each SRB, the value provided by RRC to lower layers to derive the 5-bit BEARER parameter used as input for ciphering and for integrity protection is the value of the corresponding srb-Identity with the MSBs padded with zeroes.
****NEXT CHANGE****

5.3.5.4
Reception of an RRCConnectionReconfiguration including the mobilityControlInfo by the UE (handover)

If the RRCConnectionReconfiguration message includes the mobilityControlInfo and the UE is able to comply with the configuration included in this message, the UE shall:

1>
stop timer T310, if running;

1>
start timer T304 with the timer value set to t304, as included in the mobilityControlInfo;

1>
if the carrierFreq is included:

2>
consider the target PCell to be one on the frequency indicated by the carrierFreq with a physical cell identity indicated by the targetPhysCellId;

1>
else:

2>
consider the target PCell to be one on the frequency of the source PCell with a physical cell identity indicated by the targetPhysCellId;

1>
start synchronising to the DL of the target PCell;

NOTE 1:
The UE should perform the handover as soon as possible following the reception of the RRC message triggering the handover, which could be before confirming successful reception (HARQ and ARQ) of this message.

1>
reset MAC;

1>
re-establish PDCP for all RBs that are established;

NOTE 2:
The handling of the radio bearers after the successful completion of the PDCP re-establishment, e.g. the re-transmission of unacknowledged PDCP SDUs (as well as the associated status reporting), the handling of the SN and the HFN, is specified in TS 36.323 [8].

1>
re-establish RLC for all RBs that are established;

1>
configure lower layers to consider the SCell(s), if configured, to be in deactivated state;

1>
apply the value of the newUE-Identity as the C-RNTI;

1>
if the RRCConnectionReconfiguration message includes the fullConfig:

2>
perform the radio configuration procedure as specified in section 5.3.5.8;

1>
configure lower layers in accordance with the received radioResourceConfigCommon;

1>
configure lower layers in accordance with any additional fields, not covered in the previous, if included in the received mobilityControlInfo;

1>
if the RRCConnectionReconfiguration message includes the radioResourceConfigDedicated:

2>
perform the radio resource configuration procedure as specified in 5.3.10;

1>
if the keyChangeIndicator received in the securityConfigHO is set to TRUE:

2>
update the KeNB key based on the KASME key taken into use with the latest successful NAS SMC procedure, as specified in TS 33.401 [32];

1>
else:

2>
update the KeNB key based on the current KeNB or the NH, using the nextHopChainingCount value indicated in the securityConfigHO, as specified in TS 33.401 [32];

1>
store the nextHopChainingCount value;

1>
if the securityAlgorithmConfig is included in the securityConfigHO:

2>
derive the KRRCint key associated with the integrityProtAlgorithm, as specified in TS 33.401 [32];

2>
if connected as an RN:

3>
derive the KUPint key associated with the integrityProtAlgorithm, as specified in TS 33.401 [32];

2>
derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm, as specified in TS 33.401 [32];
1>
else:

2>
derive the KRRCint key associated with the current integrity algorithm, as specified in TS 33.401 [32];

2>
if connected as an RN:

3>
derive the KUPint key associated with the current integrity algorithm, as specified in TS 33.401 [32];

2>
derive the KRRCenc key and the KUPenc key associated with the current ciphering algorithm, as specified in TS 33.401 [32];

1>
configure lower layers to apply the integrity protection algorithm and the KRRCint key, i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
configure lower layers to apply the ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
if connected as an RN:

2>
configure lower layers to apply the integrity protection algorithm and the KUPint key, for current or subsequently established DRBs that are configured to apply integrity protection, if any;

1>
if the received RRCConnectionReconfiguration includes the sCellToReleaseList:

2>
perform SCell release as specified in 5.3.10.3a;

1>
if the received RRCConnectionReconfiguration includes the sCellToAddModList:

2>
perform SCell addition or modification as specified in 5.3.10.3b;

1>
if the received RRCConnectionReconfiguration includes the systemInformationBlockType1Dedicated:

2>
perfom the actions upon reception of the SystemInformationBlockType1 message as specified in 5.2.2.7;

1>
perform the measurement related actions as specified in 5.5.6.1;

1>
if the RRCConnectionReconfiguration message includes the measConfig:

2>
perform the measurement configuration procedure as specified in 5.5.2;

1>
perform the measurement identity autonomous removal as specified in 5.5.2.2a;

1>
release reportProximityConfig and clear any associated proximity status reporting timer;

1>
if the RRCConnectionReconfiguration message includes the otherConfig:

2>
perform the other configuration procedure as specified in 5.3.10.9;

1>
set the content of RRCConnectionReconfigurationComplete message as follows:

2>
if the UE has radio link failure or handover failure information available in VarRLF-Report and if the RPLMN is included in plmn-IdentityList stored in VarRLF-Report:

3>
include rlf-InfoAvailable;

2>
if the UE has logged measurements available for E-UTRA and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:

3>
include the logMeasAvailable;

2>
if the UE has connection establishment failure information available in VarConnEstFailReport and if the RPLMN is equal to plmn-Identity stored in VarConnEstFailReport:

3>
include connEstFailInfoAvailable;

1>
submit the RRCConnectionReconfigurationComplete message to lower layers for transmission;

1>
if MAC successfully completes the random access procedure:

2>
stop timer T304;

2>
apply the parts of the CQI reporting configuration, the scheduling request configuration and the sounding RS configuration that do not require the UE to know the SFN of the target PCell, if any;
2>
apply the parts of the measurement and the radio resource configuration that require the UE to know the SFN of the target PCell (e.g. measurement gaps, periodic CQI reporting, scheduling request configuration, sounding RS configuration), if any, upon acquiring the SFN of the target PCell;

NOTE 3:
Whenever the UE shall setup or reconfigure a configuration in accordance with a field that is received it applies the new configuration, except for the cases addressed by the above statements.

2>
if the UE is configured to provide IDC indications:

3>
if the UE has transmitted an InDeviceCoexIndication message during the last 1 second preceding reception of the RRCConnectionReconfiguration message including mobilityControlInfo:

4>
initiate transmission of the InDeviceCoexIndication message in accordance with 5.6.9.3;

2>
if the UE is configured to provide power preference indications:

3>
if the UE has transmitted a UEAssistanceInformation message during the last 1 second preceding reception of the RRCConnectionReconfiguration message including mobilityControlInfo:

4>
initiate transmission of the UEAssistanceInformation message in accordance with 5.6.10.3;

2>
the procedure ends;
NOTE 4:
The UE is not required to determine the SFN of the target PCell by acquiring system information from that cell before performing RACH access in the target PCell.
****NEXT CHANGE****

6.2.2
Message definitions

-- Unmodified parts are omitted --

–
RRCConnectionReconfiguration
The RRCConnectionReconfiguration message is the command to modify an RRC connection. It may convey information for measurement configuration, mobility control, radio resource configuration (including RBs, MAC main configuration and physical channel configuration) including any associated dedicated NAS information and security configuration.

Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: E‑UTRAN to UE

RRCConnectionReconfiguration message
-- ASN1START

RRCConnectionReconfiguration ::=
SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



c1








CHOICE{




rrcConnectionReconfiguration-r8

RRCConnectionReconfiguration-r8-IEs,




spare7 NULL,




spare6 NULL, spare5 NULL, spare4 NULL,




spare3 NULL, spare2 NULL, spare1 NULL



},



criticalExtensionsFuture


SEQUENCE {}


}

}

RRCConnectionReconfiguration-r8-IEs ::= SEQUENCE {


measConfig






MeasConfig





OPTIONAL,
-- Need ON


mobilityControlInfo




MobilityControlInfo



OPTIONAL,
-- Cond HO


dedicatedInfoNASList



SEQUENCE (SIZE(1..maxDRB)) OF












DedicatedInfoNAS


OPTIONAL,
-- Cond nonHO


radioResourceConfigDedicated

RadioResourceConfigDedicated
OPTIONAL, -- Cond HO-toEUTRA


securityConfigHO




SecurityConfigHO



OPTIONAL,
-- Cond HO


nonCriticalExtension



RRCConnectionReconfiguration-v890-IEs
OPTIONAL
-- Need OP

}

RRCConnectionReconfiguration-v890-IEs ::= SEQUENCE {


lateNonCriticalExtension


OCTET STRING




OPTIONAL,
-- Need OP


nonCriticalExtension



RRCConnectionReconfiguration-v920-IEs
OPTIONAL
-- Need OP

}

RRCConnectionReconfiguration-v920-IEs ::= SEQUENCE {


otherConfig-r9





OtherConfig-r9




OPTIONAL,
-- Need ON


fullConfig-r9





ENUMERATED {true}



OPTIONAL,
-- Cond HO-Reestab


nonCriticalExtension



RRCConnectionReconfiguration-v1020-IEs
OPTIONAL
-- Need OP

}

RRCConnectionReconfiguration-v1020-IEs ::= SEQUENCE {


sCellToReleaseList-r10



SCellToReleaseList-r10


OPTIONAL,
-- Need ON


sCellToAddModList-r10



SCellToAddModList-r10


OPTIONAL,
-- Need ON


nonCriticalExtension



RRCConnectionReconfiguration-v1130-IEs
OPTIONAL
-- Need OP

}

RRCConnectionReconfiguration-v1130-IEs ::= SEQUENCE {


systemInfomationBlockType1Dedicated-r11
OCTET STRING (CONTAINING SystemInformationBlockType1)


















OPTIONAL,
-- Need ON


nonCriticalExtension



SEQUENCE {}





OPTIONAL
-- Need OP

}

SCellToAddModList-r10 ::=

SEQUENCE (SIZE (1..maxSCell-r10)) OF SCellToAddMod-r10
SCellToAddMod-r10 ::=


SEQUENCE {


sCellIndex-r10





SCellIndex-r10,


cellIdentification-r10



SEQUENCE {



physCellId-r10





PhysCellId,



dl-CarrierFreq-r10




ARFCN-ValueEUTRA


}















OPTIONAL,
-- Cond SCellAdd


radioResourceConfigCommonSCell-r10

RadioResourceConfigCommonSCell-r10
OPTIONAL,
-- Cond SCellAdd


radioResourceConfigDedicatedSCell-r10
RadioResourceConfigDedicatedSCell-r10
OPTIONAL,
-- Cond SCellAdd2


...,


[[
dl-CarrierFreq-v1090



ARFCN-ValueEUTRA-v9e0
OPTIONAL
-- Cond EARFCN-max


]]

}

SCellToReleaseList-r10 ::=


SEQUENCE (SIZE (1..maxSCell-r10)) OF SCellIndex-r10

SecurityConfigHO ::=



SEQUENCE {


handoverType





CHOICE {



intraLTE






SEQUENCE {




securityAlgorithmConfig



SecurityAlgorithmConfig

OPTIONAL,
-- Cond fullConfig




keyChangeIndicator




BOOLEAN,




nextHopChainingCount



NextHopChainingCount



},



interRAT






SEQUENCE {




securityAlgorithmConfig



SecurityAlgorithmConfig,




nas-SecurityParamToEUTRA


OCTET STRING (SIZE(6))



}


},


...

}

-- ASN1STOP

	RRCConnectionReconfiguration field descriptions

	dedicatedInfoNASList

This field is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for each PDU in the list.

	fullConfig

Indicates the full configuration option is applicable for the RRC Connection Reconfiguration message.

	keyChangeIndicator

true is used only in an intra-cell handover when a KeNB key is derived from a KASME key taken into use through the latest successful NAS SMC procedure, as described in TS 33.401 [32] for KeNB re-keying. false is used in an intra-LTE handover when the new KeNB key is obtained from the current KeNB key or from the NH as described in TS 33.401 [32].

	nas-securityParamToEUTRA

This field is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for this field, although it affects activation of AS- security after inter-RAT handover to E-UTRA. The content is defined in TS 24.301.

	nextHopChainingCount

Parameter NCC: See TS 33.401 [32]


	Conditional presence
	Explanation

	EARFCN-max
	The field is mandatory present if dl-CarrierFreq-r10 is included and set to maxEARFCN. Otherwise the field is not present.

	fullConfig
	This field is mandatory present for handover within E-UTRA when the fullConfig is included; otherwise it is optionally present, Need OP. 

	HO
	The field is mandatory present in case of handover within E-UTRA or to E-UTRA; otherwise the field is not present.

	HO-Reestab
	This field is optionally present, need ON, in case of handover within E-UTRA or upon the first reconfiguration after RRC connection re-establishment; otherwise the field is not present.

	HO-toEUTRA
	The field is mandatory present in case of handover to E-UTRA or for reconfigurations when fullConfig is included; otherwise the field is optionally present, need ON.

	nonHO
	The field is not present in case of handover within E-UTRA or to E-UTRA; otherwise it is optional present, need ON.

	SCellAdd
	The field is mandatory present upon SCell addition; otherwise it is not present.

	SCellAdd2
	The field is mandatory present upon SCell addition; otherwise it is optionally present, need ON.


-- Unmodified parts are omitted --

****END OF CHANGES****
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