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1. Introduction

It’s not well specified in 25.331 [1] how security configurations should be applied after Multi-RAB ISHO.
This contribution raises the issues with the current specification [1] and proposes corrections for the issues.

2. Discussion

CT1 specification 24.008 [2] subclause 4.1.1.1.1 specifies;

4.1.1.1.1
Integrity Checking of Signalling Messages in the Mobile Station (Iu mode only)

In Iu mode only, integrity protected signalling is mandatory with one exception regarding emergency calls (see subclause 4.1.1.1.1a). In Iu mode only, all layer 3 protocols shall use integrity protected signalling once the security mode procedure has been successfully activated in the network and the MS. Integrity protection of all layer 3 signalling messages is the responsibility of lower layers. It is the network which activates integrity protection. This is done using the security mode control procedure (3GPP TS 25.331 [23c] and 3GPP TS 44.118 [111]).

The supervision that integrity protection is activated shall be the responsibility of the MM and GMM layer in the MS (see 3GPP TS 33.102 [5a]). In order to do this, the lower layers shall provide the MM and GMM layer with an indication on when the integrity protection is activated in the MS (i.e. one indication to the MM layer when a security mode control procedure for the CS domain is processed successfully and one indication to the GMM layer when a security mode control procedure for the PS domain is processed successfully). 

The CS and PS domains in the network and the MM and GMM layers in the MS, are not aware of whether integrity protection has been started in the lower layers by the other domain. It is mandatory for the network to initiate one security mode control procedure for the CS domain and one for the PS domain.
-- omit irrelevant descriptions
So integrity protection needs to be activated for each CN domain. Therefore if UE performs an inter-RAT Handover from E-UTRAN or GERAN to UTRAN with PS RAB and CS RAB (i.e. DTM Handover and SR-VCC handover with a simultaneous PS Handover), NW needs to activate the integrity protection for both the CS domain and the PS domain after the inter-RAT Handover.

25.331 [1] subclause 8.3.6.3 has the following note;
NOTE 3:
If ciphering is indicated in the HANDOVER TO UTRAN COMMAND, UTRAN should not include the IE "Ciphering mode info" in the SECURITY MODE COMMAND message that starts Integrity protection.

However this note is valid only when NW activates integrity protection for the CN domain, where NW has already activated ciphering on SRBs (i.e. PS domain for a PS Handover case or CS domain for another cases). 

When NW activates integrity protection for the PS domain after the Multi-RAB inter-RAT Handover the IE "Ciphering mode info" should be present in the SECURITY MODE COMMAND. Otherwise UE will use the IK from the PS domain and the CK from the CS domain for SRB’s security configuration.
Proposal1: NW should include the IE "Ciphering mode info" in the SECURITY MODE COMMAND message that starts Integrity protection for PS domain after simultaneous CS and PS inter-RAT Handover.

It’s currently totally up to NW which CN domain’s integrity protection is activated first.

However there is one technical concern with the PS then CS integrity protection activation scenario.
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Figure 1: Security configurations after MultiRAB ISHO

Figure 1 summarises how security configurations are applied after MultiRAB ISHO.

Here are more detailed descriptions for each step.

At step 1 (i.e. inter-RAT Handover), when UE performs a simultaneous CS and PS inter-RAT Handover the SRBs are ciphered with CS domain ciphering key in use upon the inter-RAT Handover and the COUNT-C values for SRBs are initialised by STARTcs value, which was signalled by InterRATHOInfo prior to the ISHO.
At step 2 (i.e. the 1st SMC after the HO), when NW starts integrity protection for PS domain the SRBs are ciphered with PS domain keys.

At step 3 (i.e. the 2nd SMC after the HO), when NW starts integrity protection for CS domain the SRBs are ciphered with the same ciphering key as the one used at step 1. Please note that the SRBs’ COUNT-Cs are initialised with the same STARTcs value as the one used at step 1 and so we may have a key-replay problem on SRBs.
To avoid the key-replay problem, we propose that NW should always start integrity protection for the CS domain first then start integrity protection for the PS domain.
Proposal2: NW should start integrity protection for the CS domain first then should start integrity protection for the PS domain after a simultaneous CS and PS Handover.

3. Conclusions

Proposal1: NW should include the IE "Ciphering mode info" in the SECURITY MODE COMMAND message that starts Integrity protection for PS domain after simultaneous CS and PS inter-RAT Handover.

Proposal2: NW should start integrity protection for the CS domain first then should start integrity protection for the PS domain after a simultaneous CS and PS Handover.

Proponent has prepared corresponding CRs [3], [4].
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