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1
Introduction
In RAN2 #81 meeting, the SI on small cell enhancements was discussed for the first time and some agreements were reached on assumptions and challenges of the SI. One of the most important assumptions agreed was that having an ideal backhaul link between macro and small cell eNB was not to be assumed, so legacy carrier aggregation and CoMP based on ideal backhaul could not be used.
Havinh a non-ideal backhaul link between macro and small cell eNB basically means the NW needs to support independent HARQ operation on each link. Hence, each node would utilize its own scheduler, which may require some changes for the protocol architecture and signalling. 
In this paper, we provide some analysis on the different alternatives for the protocol architectures for both control plane and user plane. We first focus on the potential alternatives from the NW side in section 2 and 3, and then we give some analysis from the UE perspective in section 4.
2
Possible protocol architectures for user plane

There are several different alternatives regarding the user plane for dual connectivity. We will analyse these in this chapter. 

2.1
Alt-1: Splitting U-plane above PDCP 

The first and most straight forward option would be split above the PDCP layer, which means both macro eNB and small cell eNB will have a complete user plane protocol stack, as illustrated in Figure 1 . 
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Figure 1: User plane protocol stack architecture, Alt-1

When splitting the user plane protocol stack above PDCP, each node would have its own DRB, i.e. NW will have a hard split of the traffic so data packets of each service would only be delivered via one of the links. However, if the size of the cell is quite small and the operating frequency is high, it would be more likely that UE drops the connection from the small cell so the service allocated to the small cell should be able to cope with longer delays. 

If the NW side would still like to support one service on both links under this alternative, duplicate the DRB establishment would need to be considered. However, assuming there is no tight co-ordination (e.g. due to the non-ideal backhaul) between two PDCP entities from macro and small cell eNB, the in-order delivery of packets can be a problem because the data delivered by two independent PDCP entities may not be in a right order. Handling of the UL data rate control could be also complex according to the current logical channel prioritization procedure because UE would multiplex the data from one DRB for two independent links. Therefore, for Alt-1 of user plane protocol, we should make the assumption that each DRB will only be transmitted via one link. 

We summarize the pros and cons for the protocol architecture below:
· Pros: 

· Good scalability for the network planning: Traffic can be routed via the small cell with minimal requirement on the macro-to-small cell backhaul.
· Full duplication of protocol stacks tends to be somewhat simpler for both eNB and UE implementation point of view

· Possible to support local breakout for the small cell, and this will lead to loose requirement for the capacity of the backhaul link between macro and small cell eNB

· Cons: 

· NW will need a hard split of DRBs between small cell and macro eNB. This means the DRB(s) for the small cell could short interruption when the active small cell in dual connectivity is changed. The load balancing opportunities for the traffic between macro and small cells are also reduced.
· Change of the small cell would require signalling (i.e. path switch and data forwarding) procedure at least between the small cells, which may potentially cause additional signalling to core network

· Security procedures will need to be considered further (see Chapter 4 for more discussion). 

2.2
Alt-2: Splitting U-plane below PDCP

Another possibility is to split the traffic at the RLC layer, i.e. to have a single PDCP layer. Because for dual connectivity, it is quite nature to let the macro eNB act as the main control node so we assume PDCP will be located at macro eNB. Figure 2 shows an illustration of the protocol stack at eNB side for this option. 
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Figure 2: User plane protocol stack architecture, Alt-2

For this alternative there is PDCP only at macro eNB, so all the traffic will have to be routed through macro eNB because small cell eNB doesn’t have a complete user plane protocol stack. For such case, small cell eNB should always link to macro eNB and have a relative good backhaul link with macro eNB to forward the data. We also give the pros and cons analysis below

· Pros:

· The small cell can be made invisible to the core network, which may reduce the core network signalling

· No need for DRB split , so NW could transmit the packets for same DRB on either macro link or small cell link.
· No additional security issue compared to legacy LTE system (i.e. same security keys used in both nodes)
· Cons 

· Higher requirement for the capacity of the macro cell backhaul and for the backhaul link between macro cell and the small cell (since all user plane data for the small cell needs to be routed via the macro cell backhaul and the backhaul between small cell and macro cell)
· Not scalable under addition of small cell modes: Each addition of a small cell may require an upgrade of the processing capacity of the macro eNB HW and SW (due to the PDCP processing requirements)
For this protocol architecture, there could be still two additional options: 1) Same DRB is allowed at both links at the same time and 2) Same DRB is not allowed on both links at same time. Allowing the option 2) might bring some flexibility and throughput gain but would also make the BSR and scheduling more complex; With option 1), there would be a small loss on the data rate but the BSR and scheduling would be simpler.

2.3
Alt-3: Splitting U-plane below RLC 

In addition to Alt-1 and Alt-2, it would in principle to split the user plane above MAC and have a common RLC entity for both macro and small cell. Figure 3 shows an illustration example of this alternative. 
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Figure 3: User plane protocol stack architecture, Alt-3

This alternative is very similar to Alt-1 (e.g. with the same requirement on the capacity of the backhaul links). However, in LTE system the RLC layer performs the segmentation according to the scheduling decision, so putting RLC and MAC at two different places means thatthe delay requirements of the backhaul link between macro and small cell would be rather tight (i.e. the delay should be very short to avoid additional delay due to segmentation requests). Since it has been agreed that ideal backhaul link should not be assumed in this study item, separate RLC and MAC entity for the small cell would be difficult. Therefore, we conclude that Alt-3 does is not preferable option.
2.4
Conclusion on Splitting U-plane 

According to the above analysis, we could conclude that Alt-1 and Alt-2 should be the main focus to study item and Alt-3 should only be considered if the backhaul link between macro and small cell is seen to be close to ideal backhaul. We also note that the main differences between Alt-1 and Alt-2 are the capacity of the backhaul link, core network signalling and the scalability of the system. 

Observation #1: For user plane, there are two feasible protocol architectures: PDCP only in macro eNB, or PDCP in both macro and small cell eNB. With both of these alternatives, the effect of the backhaul link, required core network signalling and scalability of the system should be further considered 
3
Possible protocol architecture for control plane
Regarding the control plane for dual connectivity, there could be also several different options. We give analysis on each option respectively, taking the following aspects into consideration:
· Option 1: Whether there are two RRC connections or one RRC connection;
· Option 2: Whether the RRC signalling is mapped to single link or two links;
· Option 3: Whether the small cell eNB has any local RRC functionality.
3.1
Option 1: One or Two RRC Connections?
The first option is that both small cell eNB and macro eNB would have full RRC functionality to control the mobility, RRC connection, radio resource configuration etc. And in this case, UE probably will have two RRC connections Figure 4 shows an illustration of this option.
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Figure 4 control plane architecture Alt-1
While it is possible to duplicate the existing RRC connection procedure, the end result might become very complicated since may LTE design aspects from Rel-8 would have to be re-considered: For example how to define the RRC state, how to handle the RRC state transition, how to handle the simultaneous handover between the legs and how to handle the interaction of two RRC connections etc. Moreover, for dual connectivity, the main motivation is to offload the traffic to small cell while use the macro cell to help on the mobility, but two independent RRC connections may not be able to provide such benefit. 
We also give analysis on the pros and cons for the protocol architecture

· Pros: 

· Duplication of all RRC procedures is simple in high-level view
· Cons: 

· Need to consider (potentially complicated) rules for how to handle the RRC states and the interactions of the two RRC connections.
· Complext specification effort
Observation #2: Having two RRC connections might be complicated from specification point of view. 
Based on simplicity, we think that dual connectivity should retain the single RRC connection.
Proposal 1: Single RRC connectivity should be retained for dual connectivity.

3.2
Option 2: RRC only in Macro cell or also in small cell?
Based on proposal 1, i.e. one RRC connection option, we consider the implications of Option 2. It is natural that macro cell should be the RRC anchor for dual connectivity UE, however, whether the RRC signalling is mapped to single link or to two links still need some discussion. 
3.2.1
Sub-Option 1: RRC only in Macro cell

Figure 5 shows an illustration of the first option, in which RRC signalling is mapped to single link.
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Figure 5 control plane architecture RRC only in macro cell
Under such option, only macro eNB has RRC entity and it will control both the macro cell and the small cell. RRC signalling is only mapped to macro link so RRC signalling for both macro cell and small cell will only be transmitted via macro cell. By such option, there will be no RRC connection between UE and small cell so handover between the small cells might be somehow similar to SCell removal and addition in carrier aggregation, i.e. somewhat simpler than normal handover.The macro eNB will also fully control the radio bearer establishment/release and radio resource configuration in small cell so some co-ordination between macro eNB and small cell eNB will be needed.
Having RRC functionality only at macro eNB and allowing RRC signalling only be transmitted via macro cell can be seen as a simple solution, but it also has some disadvantages: Because the RRC signalling cannot be mapped  to the small cell, NW will lose some flexibility for scheduling RRC commands. Also, for UL RRC signalling transmission (e.g. measurement reports), more power cconsumption is expected. 
We also give analysis on the pros and cons for the protocol architecture

· Pros: 

· Potentially simple from both specification and implementation point of view
· Less delay for the RRC signalling compared to Option-2, sub-option 2
· Cons: 

· RRC signalling could not enjoy the better channel quality from small cell
· Inflexible from the NW point of view: RRC signalling is always routed via macro cell, even when the RRC signalling might be about the small cell configuration change (e.g. change of DRX cycle).
· Higher power consumption for UE than Option-2,  sub- option 2
3.2.2
Sub-Option 2: RRC In both Macro cell and Small cell

For the second sub-option, RRC signalling can be mapped to both small cell link and macro link. Figure 6 shows an illustration for this option.
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Figure 6 control plane architecture, local (potentially simplified) RRC in small cell  
For this option, RRC signalling for macro eNB or small cell eNB can be mapped to both macro eNB and small cell eNB to increase the robustness and the flexibility. RRC signalling can be also transmitted in small cell in case the link quality of macro cell is bad or when the macro cell is inactive otherwise. The power consumption of UE can also be reduced when UE is near the cell edge of macro cell. And similar to sub-option 1, macro eNB will fully control the mobility, radio bearers, radio resource of both macro cell and small cell.
Such option will require RRC signalling exchange over backhaul links, which may cause some additional delay on the RRC signalling transmission and signalling load on the backhaul link. However, normally the RRC signalling load is much less than data transmission, so if alternative 2 and alternative 3 in U-plane section can be supported, RRC signalling load on backhaul link is not expected to be a big problem. And when RRC signalling mapped to small cell link, there could be several options e.g. the RRC signalling is mapped to PDCP layer, RLC layer or MAC layer in small cell. The pros and cons will be similar as analysed in U-plane section.
We also give analysis on the pros and cons for the protocol architecture

· Pros: 

· More diversity for RRC signalling
· Flexibility from the NW point of view.

· Lower power consumption for UE than Option-2, sub-option 1
· Cons: 

· There could be additional RRC signalling load and delay over backhaul link
A possible optimization for this sub-option is to have local simplified RRC functionality in small cell eNB. Such simplified RRC can handle the local RRC function in small cell e.g. radio bearer establishment/release, radio resource configuration etc. There could be several benefits of this option, i.e. reduce the co-ordination and RRC signalling exchange in the backhaul link, reduce the RRC signalling transmission delay, and offload the RRC processing complexity at the macro eNB side. 

3.2.3
Conclusion on the sub-options

Based on the above analysis, we see that the sub-option 2 could be a better choice: Since the RRC signalling is time-critical and vital to the connection, it would be best to allow it as much flexibility as possible. 
Observation #3: Mapping RRC signalling to two links could provide some gain on the performance and power consumption, while cause some additional delay for the RRC procedure in the network side. 
Therefore, we give the following proposal:

Proposal 2: RRC should be anchored at macro cell but the RRC messages could be routed via both the macro cell and the small cell in dual connectivity.

Proposal 3: RAN2 to discuss whether a simplified RRC would be necessary for the small cell in dual connectivity.
4
Impact from the UE side

Besides the protocol architectures in the NW side, we should also take the potential change from the UE side into account, to ensure both the eNB and UE could enjoy the benefit from dual connectivity. 

From control plane point of view, as analysed a bove, having two RRC connections for one UE might be complicated and also lose part of the gain for dual connectivity, therefore, it is not a desired option from both NW and UE side. On the other hand, if UE has only one RRC connection, it could process the RRC signalling no matter where it is received. So there should be no big impact from the UE side whether the RRC signalling could be only transmitted via macro cell or could be transmitted via both macro and small cell. 
From user plane point of view, the most significant change would be that there will be two schedulers from the NW side. Because these two schedulers could not have tight co-ordination due to non-ideal backhaul link, UE’s operation on the MAC layer would be running independently for most of the time. One straight forward change compared with carrier aggregation is that UE will need to have independent DRX for macro and small cell due to the separated MAC, and because it is likely that most of the data will be routed via small cell due to better channel quality, having independent DRX and letting UE sleep more on macro link could be good for UE power consumption. 
Observation #4: For UE with dual connectivity, independent DRX operation on two links should be assumed. 
5
Security Impacts of Dual Connectivity 

Within the above different protocol architectures, if only macro eNB has the PDCP layer, there will be no additional security issue compared to the legacy LTE system, because the security operation could be performed at macro eNB and the data transmitted via the small cell could be started in the encrypted mode directly. However, if both macro and small cell eNB have their own PDCP layers, the security operation will need some further consideration.

For C-plane, the security related keys include KRRC int used for integrity protection and KRRC enc used for ciphering. For U-plane, the security related key means KUP enc used for ciphering. Those keys are called as AS derived-keys. They are derived from one AS base-key, KeNB. Hence, the architecture impact on security will be mainly about the AS base-key derivation. And because this base-key is eNB specific, for dual connectivity case, macro eNB and small cell eNB will need to use two separate keys. Below we give analysis about the security issues for the separate PDCP case from three aspects. 
· Initial security activation for small cell

The initial security activation needs to be done when UE established the RRC connection in the legacy LTE system. For small cell connection, it is straight forward that security activation should be done during the dual connectivity establishment. Therefore, for the above control plane architecture, if we go with Alt-1, i.e. both macro and small cell have full RRC functionality, the initial security activation in small cell could be done similarly as macro cell. However, if we go with Alt-2, i.e. only macro eNB has full RRC functionality, macro eNB could activate the security by RRC signalling or let UE derive the keys of two eNBs and corresponding NH values by itself. 
· Key derivation during handover between small cells
For a dual connectivity UE, it may need to do handover between two macro cells, or do handover between two small cells. During the handover between small cells, there will be still some signalling exchange in the backhaul link, but from security point of view, there might be no big difference compared to legacy handover. What’s more, during the handover, source small cell eNB and UE need to calculate the intermediate key, KeNB* and target eNB needs to confirm the target key. However, these operations will not be much different from the existing procedure.
· Security information exchange between small cell eNB and MME 
In the current LTE system, whenever a fresh KeNB is calculated from the common secret key KASME, the MME shall transfer the KeNB to the serving eNB in a message modifying the security context in the eNB. In dual connectivity case, if there is no direct connection between small cell eNB with MME and small cell will need its own security, the key needs to be forwarded via the macro eNB. 
Additionally, when AS security context is established in the eNB, the MME need to send the UE EPS security capabilities to the eNB. The eNB shall choose the ciphering and integrity algorithm which has the highest priority from its configured list, and indicate to the UE in the AS SMC. So if there is no direct connection between small cell eNB and MME, such information will need to be also forwarded via the macro eNB.
Observation #5: There could be some changes to the security procedures if there is PDCP layer at both macro and small cell eNB. UE will need to support the related protocols, but the security procedure changes will be mainly on the NW side and more or less invisible to the UE.
6
Conclusion
In this paper, we give some analysis on the protocol architecture and make the following observations. 
Observation #1: For user plane, there could be two feasible protocol architectures with PDCP only in macro eNB, or macro and small cell eNB have complete user plane protocol stack, backhaul link and scalability would be the main consideration. 

Observation #2: Having two RRC connections might be complicated from specification point of view. 
Observation #3: Mapping RRC signalling to two links could provide some gain on the performance and power consumption, while cause some additional delay for the RRC procedure in the network side. 
Observation #4: For UE with dual connectivity, independent DRX operation on two links should be assumed. 
Observation #5: There could be some changes to the security procedures if there is PDCP layer at both macro and small cell eNB. UE will need to support the related protocols, but the security procedure changes will be mainly on the NW side and more or less invisible to the UE.
We also made some proposals based on these observations:

Proposal 1: Single RRC connectivity should be retained for dual connectivity.

Proposal 2: RRC should be anchored at macro cell but the RRC messages could be routed via both the macro cell and the small cell in dual connectivity.

Proposal 3: RAN2 should discuss whether a simplified RRC would be necessary for the small cell in dual connectivity.
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