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1. Introduction
In the RAN2#81 meeting, many companies provided potential architecture solutions for the small cell enhancement Study Item. During the online meeting, RAN2 agreed to firstly discover the challenges in several different scenarios before selecting the potential architecture solutions [1]. However the challenges are based on current network architecture and protocol stacks. The new architecture or protocol stack which is proposed to solve the discovered challenges could bring new issues/challenges. These new challenges may need to be further studied and evaluated not just by RAN2 and RAN3, but also by other work groups. In this contribution, we analyze the issues/challenges from the perspective of security. And we also note other work groups which could be affected due to the introduction of new architectures.
2. Discussion
2.1. Security

According to the current security architecture [2], the security keys between the UE and the network is derived through the AKA (Authentication and key agreement) procedure, and the LTE system has two layers of security including the first layer of the E-UTRAN network security (AS security: RRC security and user plane protection) and the second layer of the EPC network security (NAS security: NAS signaling security) [3]. The details of how the UE obtains each unique key for the security between the UE and the network entity can be found in [3] and the Appendix A. According to the TS 36.331 specification [4], “The integrity protection algorithm is common for signalling radio bearers SRB1 and SRB2. The ciphering algorithm is common for all radio bearers (i.e. SRB1, SRB2 and DRBs)”, and “the AS applies three different security keys: one for the integrity protection of RRC signalling (KRRCint), one for the ciphering of RRC signalling (KRRCenc) and one for the ciphering of user data (KUPenc). All three AS keys are derived from the KeNB key. The KeNB is based on the KASME key, which is handled by upper layers”. According to the TS 36.323 specification in [5], the integrity protection and ciphering is only managed in the PDCP entity for the AS security.
Then one of the main concerns of the AS security handling is whether the UE is going to have separate PDCPs for the simultaneous connections in the MeNB (Macro cell eNB) or the SeNB (Small cell eNB). According to the U-plane protocol stacks/terminations proposed in [6], we could have three potential solutions for the U-plane protocol stack:
· Alt1: Each eNB has independent PDCP

· Alt2: Distributed PDCP function in each eNB; Master-PDCP in anchor eNB and Slave-PDCP in other eNB

· Alt3: Only anchor eNB has the centralized PDCP

For Alt1, if the UE has two simultaneous connections to both MeNB and SeNB, the UE will definitely need independent security mechanism for each eNB as the security key needs to be isolated between eNBs. This means that the UE needs to have multiple independent security keys (such as multiple KeNB and thus multiple KUPenc) between the UE and each eNB. Multiple independent security keys would lead to several independent integrity protection algorithms and several independent ciphering algorithms in the UE, which is not as what has been specified in [4] (common integrity protection algorithm and common ciphering algorithm). Additionally, how the C-plane and the U-plane terminates also impacts the security mechanism. The security keys need to be refreshed by using RRC signaling (such as intra-cell handover signaling procedure) from the C-plane while the PDCP COUNTs is about to be reused [2] [4]. If there is no C-plane in the SeNB connection for the UE, it is going to be very difficult to refresh the SeNB security keys of the UE. As such, new security mechanisms might be required for Alt1, and need to be accessed by SA3. For Alt2, the Master-PDCP in anchor eNB only manages the PDCP SN re-ordering function, and the Slave-PDCP in other eNB has independent security function. Then Alt2 will have the same security issues as analyzed for Alt1. For Alt3, both the MeNB and the SeNB have only one common PDCP which could be located in the MeNB. Then the SeNB has no need to manage the security function, and only receives/transmits the user-plane data protected by the security between the MeNB and the UE. According to the analysis given above, we can have the following observations for the security challenges:
Observation 1: It is difficult for the UE to maintain two set of independent security keys in two independent PDCP.
Observation 2: It is difficult for the UE to refresh its security key while the UE has no C-plane to the connected cell.
As security challenges are quite critical for the potential solutions in the SCE SI, we think that the security challenges should be considered while evaluating potential solutions.
Proposal 1: RAN2 is kindly asked to capture the observed security challenges in the SCE TR.
3. Conclusion
In this contribution, we analyze the security challenges for the potential architecture solutions. According to our analysis given above, we have the following observations and proposals:
Observation 1: It is difficult for the UE to maintain two set of independent security keys in two independent PDCP.

Observation 2: It is difficult for the UE to refresh its security key while the UE has no C-plane to the connected cell.

Proposal 1: RAN2 is kindly asked to capture the observed security challenges in the SCE TR.
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Appendix A
The following diagram illustrating the key derivation is extracted from 36.300 [7].
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Figure 14.1-1: Key Derivation
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