3GPP TSG RAN WG2 Meeting #81


R2-130635
St. Julian's, Malta, 28 January - 1 February 2013
3GPP TSG SA WG3 (Security) Meeting #70

S3-130235
21 – 25 January, 2013, Sophia Antipolis, France
Title:
Follow-up LS on KeNB re-keying
Response to:

none
Release:
Rel-8 through Rel-12
Work Item:
EPS Security
Source:
SA3
To:
RAN2, CT1
Cc:


Contact Person:
Name:
Günther Horn
Tel. Number:


E-mail Address:
guenther.horn@nsn.com
Attachments:
none
Abstract:

SA3#69 sent an LS to CT1 and RAN2 in S3-1211770 (=C1-124626/ R2-125837) about a new variant of KeNB re-keying (proposed for Rel-12, cf. section 4). SA3 asked in particular whether the addressed WGs saw any impact on the UE. SA3 thanks CT1 for their reply LS in S3-130055 (C1-124636) where CT1 states that they do not see “any impact on the UE due to this proposal”. 
Nevertheless, further discussion has arisen in SA3 on potential UE impact, partly triggered by additional information on perceived ambiguities in SA3 and RAN2 specifications since Rel-8 regarding the topic of KeNB re-keying. SA3 would like to share this additional information in this LS. 
Therefore, RAN2 is kindly asked to provide further feedback on the questions in this LS; a separate reply to the previous LS from SA3 in R2-125837 is then no longer required. Input is solicited, in particular, from UE chipset vendors. 
Further input from CT1, if any, in addition to their reply LS C1-124636, would, of course, also be very welcome. 
1. Overview:

Section 2 of this LS explains how the derivation of a KeNB key works.
Section 3 of this LS lists ambiguous text in specifications from Rel-8 onwards that might have confused UE chipset implementors to implement the derivation of a KeNB key in certain scenarios in a way different from SA3’s understanding in section 2. Section 3 of this LS asks questions on whether there is a common understanding on how to interpret the text SA3 feels is ambiguous.
Section 4 explains the relation to the proposed new variant of KeNB re-keying.

2. Derivation of a KeNB key in the key-change-on-the-fly procedure:

According to TS 33.401, Annex A.3, the function used to derive a KeNB takes two variable inputs: KASME and uplink NAS COUNT. 

When the UE receives an indication (i.e. a KeyChangeIndicator with the value ‘true’ in the terms of 36.331) that the procedure is a key change on-the-fly procedure, the UE computes the new AS security context that includes the new KeNB and its subordinate access security keys. 

For this computation the UE takes KASME from the currentEPS NAS security context and the uplink NAS COUNT from the most recent NAS Security Mode Complete message (clause 7.2.9.2 of 33.401) as inputs. 
Please note that the current value of the uplink NAS COUNT may be different from the uplink NAS COUNT that was included in the most recent NAS Security Mode Complete message.
3. Text in existing specifications seen as ambiguous by SA3:

3.1 eKSI change

TS 33.401, 7.2.9.2, has the following text: “If the UE has determined that the eKSI has changed, the UE shall derive a temporary KeNB by applying the key derivation function as specified in Annex A.3…” 
Some companies in SA3 felt that it was not clear 
1) whether this condition on the eKSI change was just a repetition of the fact that the described procedure “is initiated by the MME after a successful AKA run”, or

2)  whether the UE would have to perform a further check on the eKSI after receiving the KeyChangeIndicator with the value ‘true’ from the eNB.
 If the latter, the further problem would arise how the UE would determine that the eKSI has changed (changed compared to what: the eKSI before the most recent NAS SMC run, or before the latest KeNB derivation, or…). Note that it is possible already in Rel-8 to run a NAS SMC that does not change the KASME and hence does not change the eKSI, namely a NAS SMC that only changes the cryptographic algorithms (cf. TS 24.301, clause 5.4.3.1).  
Questions:
Question Q1): Is it sufficient for a UE to receive the KeyChangeIndicator with the value ‘true’ in order to start KeNB derivation as described in section 2 of this LS, or does the UE need to perform further checks on whether the eKSI has changed? 

Question Q2): If the latter, how would such a check be performed? 
(Please cf. also clause 5.3.5.4 of TS 36.331 cited in section 3.2 below; this clause does not mention any additional checks in the UE when the UE receives the RRCConnectionReconfiguration with the KeyChangeIndicator; the UE rather proceeds with updating the KeNB.)
In SA3’s understanding no such additional check is performed by the UE.

Question Q3): Is it sufficiently clear that the value of the uplink NAS COUNT in the most recent NAS Security Mode Complete message needs to be cached in anticipation of the KeNB derivation that may be triggered at a later time by the RRCConnectionReconfiguration with the KeyChangeIndicator set to ‘true’?

3.2 Fresh KASME
In TS 36.331, clause 5.3.5.4 on “Reception of an RRCConnectionReconfiguration including the mobilityControlInfo by the UE (handover)”, there is the text: 
“2>
update the KeNB key based on the fresh KASME key taken into use with the previous successful NAS SMC procedure, as specified in TS 33.401 [32];”.
But, as explained already in section 3.1 of this LS, the previous successful NAS SMC procedure does not necessarily take into use a fresh KASME.

Question Q4: Which KASME and the COUNT value from which NAS Security Mode Complete message will the UE use when the previous successful NAS SMC procedure did not take into use a fresh KASME?

In SA3’s understanding, the UE does not perform an additional check whether the KASME is indeed fresh, but uses the KASME from the current NAS security context. 
3.3 Latest available KASME
In TS 36.331, clause 5.3.1.2 on “Security”, it is stated: “The keyChangeIndicator is used upon handover and indicates whether the UE should use the keys associated with the latest available KASME key.” 
This may not be fully accurate from Rel-8 onwards as, in a situation after handover from UTRAN or GERAN, the latest available KASME key is the mapped key generated during handover, but the purpose of the KeNB re-keying after the handover is to re-activate a non-current full native EPS security context that was created before the handover, hence is not the ‘latest’.
Question Q5: Does the UE use the latest available KASME key when the UE receives the KeyChangeIndicator with the value ‘true’? Does the UE interpret ‘latest’ and, if so, how? 
In SA3’s understanding, the UE does not perform an additional check whether the KASME is indeed latest, but uses the KASME from the current NAS security context. 

4. Relation with proposed new variant of KeNB re-keying
A new variant of KeNB re-keying was proposed to SA3#70 for Rel-12 (cf. latest version in S3-130146); an almost identical variant was mentioned in the previous LS in S3-1211770. For this new variant to perform correctly, the derivation of a KeNB key in the key-change-on-the-fly procedure is assumed to work exactly as described in section 2 of this LS.

SA3 would like to point out, however, that, if a UE behaved differently, in certain scenarios, from the description in section 2, then also problems from Rel-8 onwards might arise, as explained in section 3 of this LS, and not only problems with the new variant of KeNB re-keying.  The problems may result in a KeNB mismatch in the UE and the MME, due to differing input parameters for the derivation, and resulting connection failure. 
SA3 would like to emphasize that SA3 has not taken any decision on the new variant of KeNB re-keying. A timely reply to this LS, would, however, be much appreciated as SA3 expects it to be helpful in such a decision. 
5. Actions:

To RAN2 group:
ACTION: 
RAN2 is kindly asked to provide feedback on.questions Q1 through Q5 in section 3. Input is solicited, in particular, on how UE chipset vendors implemented this feature. Offline feedback through company channels would also be appreciated.
To CT1 group:

ACTION: 
Further input from CT1, if any, in addition to their reply LS C1-124636, would, of course, be very welcome.
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