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1. Overall Description:

· The current solution for handling user consent has been designed with the initial use case of MDT in mind, which is the replacement of drive tests with measurements performed by user terminals. In this use case the MDT data is typically received and processed by the operator’s staff that would otherwise be responsible for performing the regular drive testing. The MDT measurements would typically be collected with location information included, in order to be a true alternative for replacement of regular drive tests. These aspects altogether made the original drive test replacement use case particularly privacy sensitive and triggered the specification of correspondingly strict privacy handling mechanisms in the network.

· During the Rel-11 MDT work, there have been new use cases identified which differ from the typical drive test replacement use case in a number of aspects, e.g., that (1) the information may be consumed by an automated SON function in the OAM system (e.g., by the Coverage Capacity Optimization function) and not by the operator’s staff directly, (2) information related to all UEs in a cell need to be collected in order for the use case to be meaningful (e.g., network capacity extension use case), (3) an increasing part of the information is measured in the RAN with no UE involvement at all and (4) the association of measurements with location information may not be needed .

In these new use cases, particularly in the NM centralized CCO SON function use case, the SON function is instrumental for the operation of the network and it needs sufficient amount of input data for its operation. However, the current user consent mechanism prevents these functions from collecting the necessary input data. Therefore, there is a need to enhance the existing privacy handling and/or anonymization solutions such that the intended use cases can be realized while user privacy is still maintained. 
· The current solution of privacy handling is based on a yes/no indicator of user consent, which either allows or restricts all MDT measurements. This solution does not allow the operator to implement different privacy handling and data collection policies taking into account, for example, the type of data that is collected (e.g., with or without positioning information), the purposes and use cases for which the data is collected or whether the operator’s staff or a SON function receives and processes the data or any operator specific policy or country specific regulations of user data handling.
· In light of the new use cases, SA5 sees the need to review the current privacy concept and identify possible extensions of the corresponding supporting mechanisms for privacy protection and anonymization in the network in order to make the solution flexible enough that can suit a variety of use cases, different operator policies and regulations as well. 
2. Actions:

To SA3 group:
SA5 kindly asks SA3 to confirm SA5’s understanding and provide its guidance on the following questions.   

· What would be SA3’s guidance on supporting a more flexible and configurable privacy handling mechanism in the network that allows the operator to implement different privacy and data collection policies depending on the above mentioned scenario specific aspects (e.g., use case, data type, policy, etc.,)? For example, by allowing the operator to configure for which measurements user consent should apply in a particular data collection. 
· What is SA3’s opinion on the possibility that operators may have different policies for privacy handling of MDT data collection (within the constraints set by the law)? For example, an operator may have the policy that the user automatically acknowledges the collection of certain type of measurements by entering in a contract with the operator (and/or in exchange of some subscription benefits) and the user consent is needed only when some further measurements are requested (e.g., activation of GPS receiver).
· What is SA3’s opinion whether privacy data handling regulations should be in the scope of 3GPP technical specifications (e.g., by fixing in the standard for which measurements the operator needs consent from the user) or these questions should be rather in the scope of legal regulations and it should be sufficient if the standard provides appropriate technical solutions (e.g., anonymization, user consent indication, measurement configuration) to implement different regulations and policies?
· What is SA3’s view on the feasibility of a potential data anonymization method (as an addition to the anonymization already supported by MDT data collection) that could further increase the level of anonymization of collected MDT data such that user consent would become unnecessary in cases when the given anonymization method is applied? If such a mechanism exists, SA5 would like to receive more details about the solution or guidelines for designing such a solution.
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