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1. Introduction
As per discussions in the last RAN2 meeting, adding the IMS Information to the Iu and in particular to the RRC signalling is not a simple task requiring several scenario dependent changes. 
In addition, as per last meeting’s CRs [2] the transfer of the IMS information is tied to the security handling during the rSRVCC. 
In this paper an analysis of the current rSRVCC architecture is provided, and a proposal is given for provisioning of the IMS Information and security keys in order to avoid complex changes to the Iu and radio interface signalling in UTRAN and allow for better rSRVCC performance at handover. 
2. Provisioning of the IMS information and Security Key for rSRVCC 
The current proposal in [2] is to send the IMS Information (IPV4/IPv6 address, IP ports and selected codec) and the security key derived from the MSC (NONCEMSC) in a single IE as part of the Iu  signaling and radio interface signaling. 
Provisioning of the IMS Information

The IMS information is important for the voice continuity, however it is not needed for successful completion of the handover. The increased size of the handover signalling over the air interface is coupled to a decreased handover performance, and in this case the handover message increases by 2 RLC PDUs which is causes at least 40ms additional delay (in the case of no error/retransmission) and potentially more delay in case of bad radio conditions which may be the case if handover is performed at cell edge, increasing the likelihood of call drop also. 
As such it must be carefully considered whether this information is to be conveyed to the mobile with the radio interface signalling at handover execution. Even though the rSRVCC handover is not expected to be time critical in most cases, the delay / failure due to the large size of handover signalling over the air interface is likely to happen and this will lead to service interruption and it is inefficient in terms of radio resource utilization seen that the resources are reserved at the source and the target for the same session. 

Provisioning of the NONCEMSC
As per TS33.102, TS33.401 the security key generated by the MSC (NONCEMSC) is only needed by the mobile to be able to perform the security key mapping upon rSRVCC/SRVCC.

In SA3 no differentiation has been made between the intra and inter-RAT scenarios and as such it is not taken into account that in intra-UTRAN the handling is different from the inter-UTRAN case. These differences exist however in case of SRVCC. Following the SRVCC case:

· In intra-UTRAN SRVCC following the handling as per TS25.413 the SRVCC CS Keys Request/Response procedure is introduced  that the Integrity Key, Encryption Key and SRVCC Information is added to the Source RNC to Target RNC container already at handover initiation. If this is not done there seem to be a risk of no integrity protection or encryption to be performed by the target RNC. This is due to the fact that in intra-UTRAN case the target RNC ignores the keys received from the TargetSGSN in the Relocation Command and if no keys are included in the SourceRNC to TargetRNC container no ciphering will be done.   

“In case of intra-system relocation, if no Integrity Protection Key IE (Ciphering Key IE respectively) is provided within the Source RNC to Target RNC Transparent Container IE, the target RNC shall not start integrity protection (ciphering respectively).”
Following the SRVCC  in intra-UTRAN case for rSRVCC the proper keys as derived by the MSC will have to be sent as part of the Source RNC to target RNC transparent container to avoid the risk that the target RNC, as per legacy procedures, does not perform any integrity protection. 

· In inter-RAT case of PS to CS from E-UTRAN to UTRAN the NONCE would be send as part of Relocation Command and thereafter as part of the Handover from UTRAN Command. 

In SA3 the inter-RAT mechanism as per SRVCC has been adopted for rSRVCC with no differentiation between the intra and inter-RAT case. The main reason behind this functionality in SA3 was to avoid changes to the target node, namely to avoid that the MME utilizes NONCEMSC  by mistake instead of NONCEMME. However it is expected that the UE, in case of inter-RAT from UTRAN to E-UTRAN rSRVCC,  receives both values: the NONCEMSC and NONCEMME, “silently discards” NONCEMME and utilizes the NONCEMSC only upon rSRVCC. The question is whether UE can differentiate between the two values thus the NONCEMSC and NONCEMME upon receipt of the HANDOVER COMMAND? Is the same risk as discovered for MME applicable to the UE also: namely that the UE uses NONCEMME by mistake if received at the same time? Note that in case of inter-RAT SRVCC from UTRAN to GERAN this problem did not exist. It is only in case of rSRVCC from UTRAN to E-UTRAN that the NAS Security parameters including NONCEMME are send to the UE transparently from the target MME. 
3. Options for the provision of the NONCEMSC
Regarding the provisioning of the NONCEMSC to the mobile there are several options possible in addition to the current one. These options are listed below for the intra and inter-RAT case.

3.1 UTRAN to UTRAN/HSPA Scenario

Option 1: 

For rSRVCC the same procedure as for SRVCC should be followed to allow intergrity and chiphering at the target RNC as per legacy procedures. So:

Step 1: SRVCC CS Key Request/Response (see TS25.413) is used also between the RNC and MSC prior to rSRVCC.

Step 2: the retrieved keys and NONCEMSC are added to the Source RNC to Target RNC transparent Container. 

The SRVCC INFO IE can be used also for rSRVCC seen that SRVCC and RSRVCC are not to be initiated at the same time.

Option 2:

For rSRVCC the same procedure as for SRVCC should be followed to allow intergrity and chiphering at the target RNC as per legacy procedures. So:

Step 1: SRVCC CS Key Request/Response (see TS25.413) is used also between the RNC and MSC prior to rSRVCC.

Step 2: the retrieved keys and NONCEMSC are added to the Source RNC to Target RNC transparent Container. 
Step 3: utilizing the IDENTITY procedure the NONCEMSC is send to the mobile directly through IDENTITY REQUEST together with the IMS Info

3.2 UTRAN to E-UTRAN Scenario

There are several possible options:

Option 1: 

Current Option : Utilizing the same handling as for the SRVCC from UTRAN to GERAN such that NONCEMSC is added to the Relocation Command by the Source MSC and thereafter to the HANDOVER from UTRAN COMMAND utilizing the same IE.

This option has the disadvantage that the mobile will receive 2 NONCE values at the same time and has to discard the NONCEMME. 

Option 2: 

Sending the NONCEMSC as a transparent IE in the Source eNB to Target eNB container and from there target eNB will send this IE to the mobile in the RRCConnectionReconfiguration message send from the target eNB. This would introduce impacts to eNB.

Option 3: 

Sending the NONCEMSC  to the MME and allowing the MME to  add the NONCEMSC to the NAS security parameters if possible instead of NONCEMME. This would introduce impacts to MME.

Option 4: 

Alternative Option: Utilizing the IDENTITY procedure to send the NONCEMSC to the mobile directly through IDENTITY REQUEST together with the IMS Info. The mobile shall utilize this IE upon receiving Handover Command as specified in 33.102 and 33.401. Also it is advantageous that the mobile does not receive the 2 NONCE values at the same time avoiding the possible mistake that UE uses NONCEMME instead of NONCEMSC.

Based on the current state of the specifications on the security handling the following has been observed on the Provision of the NONCEMSC :

· Intra-UTRAN case(UTRAN to HSPA): the only option possible seems to be to follow the handling as per SRVCC (see § 3.1 above)

· Inter-RAT case(UTRAN to E-UTRAN): it needs to be decided which of the Options depicted in § 4.3 is most suitable. The one with least (NAS and AS) impacts is to utilize the NAS signaling (Identity Request) provided this proposal would be agreed as a solution to send the IMS Info to the mobile.

4. Proposal
The proposal is to allow that the NAS IDENTIFICATION procedure utilized for the Retrieval of PS registration information is used for provisioning of the IMS Information and the Security key (NONCEMSC) both in intra and inter-RAT case.. The IMS Information including the IP address (IPv4 / IPv6), IP ports and selected codec received upon successful session transfer notification is to be added to the IDENTITY REQUEST message that is send to request the Serving PS Node. Also the NONCEMSC is added to the IDENTITY REQUEST. Stage3 IDENTIFICATION procedure is depicted in Figure 3:


Figure 3. Stage3: Notification of IMS Information through the Identification procedure – (the new addition highlighted in green)

No impacts are foreseen to the RAN2 stage3 specifications due to this procedure. 
In intra-RAT case the proposal for provisioning of the Integrity Key and Encryption Key  is to follow the same procedure as for SRVCC as depicted in §3.1 (See Step1 and Step 2 in Option 1 and Option 2).
6. Conclusions 
· AS solution may have the problem of no keys included in intra RAT case in the container – seen that it does not differentiate between intra and inter-RAT. RAN3 need to discuss this issue.
· AS solution has this potential problem that upon receipt of the HANDOVER FROM UTRAN COMMAND the same risk as discovered for MME is applicable to the UE also: namely that the UE uses NONCEMME by mistake if received at the same time? Note that in case of inter-RAT SRVCC from UTRAN to GERAN this problem did not exist. It is only in case of rSRVCC from UTRAN to E-UTRAN that the NAS Security parameters including NONCEMME are send to the UE transparently from the target MME. UE has to discard the NONCEMME.  If the IEs are received in different messages as per NAS solution it seems that it is easier to differentiate between the two keys. An issue that should be discussed in SA2+SA3
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Considering the relative size of the handover message ( AS solution needs at least 40ms additional delay to transmit the message ) then the handover performance is clearly better if IMS information is transferred via NAS. Additionally if NONCE is not needed in the RRC message, this is further improved.
 Following the proposal to utilize the NAS proposal to provision the IMS Information and the Security Key (NONCEMSC) the necessary changes to the TS25.331 are depicted in [3]. 

An updated draft LS regarding the issues is provided in [4]
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