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1 Background
The CRs to 25.331 [1] and 36.331 [2], to invalidate ETWS with security from Rel-8 to Rel-11, were not agreed in RAN2#79, due to a possible mismatch between the RAN2 and CT1 specifications. An LS [3] was sent to CT1 to point out this possible mismatch and CT1 to consider an update to their specifications. RAN2 intends to specify that the network should not broadcast the Rel-8 security IEs carrying the ETWS security information, and clarify that there is no requirement for the UE to ignore those IEs. While CT1 has specified that the network can send the Rel-8 IEs and the UE shall ignore the IEs when received (TS 23.041 section 9.1.3.3).
In this contribution the specification of the (old) Rel-8 IE “Warning Security Information” on network interfaces is investigated, and the way to handle the (new) Rel-12 security information in the network is discussed. 
2 Discussion
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Figure 1: Network interfaces impact by PWS with security.

NOTE: The interfaces BTS-BSC and NodeB-RNC carry the ETWS security information transparently. 

The means of transmission for PWS warning messages on the air-interface is described in Table 1:
	
	GSM
	WCDMA
	LTE

	ETWS
	Primary Notification:

· Paging Request Type 1 (*)
· Application Information (*)
· Packet Application Information (*)
Secondary Notification:
· CBS
	Primary Notification:

· Paging

· SICI message

· EPNWS message (*)
Secondary Notification:

· CBS
	Primary Notification:

· SIB10 (*)
Secondary Notification:

· SIB11

	CMAS (**)
	CBS
	CBS
	SIB12


Table 1: PWS warning messages on air-interface.
*: 
Messages including “ETWS warning security information”
**: 
Also includes EU-Alert and KPAS warning messages, but transparent to AS
The Rel-8 ETWS security information is transmitted in “Warning Security Information” IEs with (fixed) length of 50 octets on the network interfaces, see Appendix A for further details. Given that the Rel-12 PWS security information is longer than what the Rel-8 security IEs (50 octets) can carry on the network interfaces, it is proposed to introduce new Rel-12 IEs to carry the longer Rel-12 security information on the relevant network interfaces:
	Interface specifications
	Working Group

	48.049
	GERAN2

	25.419, 36.413
	RAN3

	29.168
	CT4


Table 2: Interface specification ownership.
Assumption 1: It is assumed that new IEs, to carry the longer PWS security information, are introduced on the relevant network interfaces in Rel-12.
Rel-8 ETWS with security has not been deployed in the field, and given the insufficient security level provided by the Rel-8 ETWS with security, it is proposed to capture that the CBC does not send the Rel-8 security IEs.
Preference 1: It is preferred that the CBC does not send the Rel-8 IE “Warning Security Information”.
This could be captured in a NOTE for the “Warning Security Information” IEs in the WRITE-REPLACE requests specified in 29.168, 25.419 and 48.049.
The BTS/NodeB/eNodeB could possibly also not send the Rel-8 IE, but the impact not to send the Rel-8 IE in the (single) CBC core network node, is much smaller than similar impact on the many more RAN nodes. There could also be a backwards compatibility problem in already deployed RAN nodes, especially in the case of eNodeB where it is specified in section 8.12.1.2 in 36.413: 
If the Warning Security Information IE is included in the WRITE-REPLACE WARNING REQUEST message, the eNB shall send this IE together with the Warning Type IE in the Primary Notification.

If the CBC does not send the old IE, there is no impact on the RAN nodes. 
If these assumptions are agreeable in RAN2, it is proposed to send an LS to the relevant working groups, that own the specific network interfaces, to confirm these assumptions. 

3 Summary

RAN2 is kindly requested to discuss PWS with security in Rel-12:
Assumption 1: It is assumed that new IEs, to carry the longer PWS security information, are introduced on the relevant network interfaces in Rel-12.

Preference 1: It is preferred that the CBC does not send the Rel-8 IE “Warning Security Information”.
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5 Appendix A
Network Architecture (Chapter 3 in 23.041)

3.0
General

The chosen network architectures differ for GSM, UMTS and EPS. In subclause 3.1 the GSM network architecture is descripted, in subclause 3.2 the UMTS network architecture and in subclause 3.3 the EPS network architecture.

3.1
GSM Network Architecture

The basic network structure of CBS is depicted by figure 1.
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Figure 1

-
message transfer on link 1 is outside the scope of 3GPP specifications;

-
message transfer on link 2 is described in subclause 9.1

-
message transfer on link 3 is described in 3GPP TS 48.058 [11];

-
message transfer on link 4 is described in 3GPP TS 44.012 [7] and the timing of messages transferred on link 4 is described in 3GPP TS 45.002 [8].

Section 9.1:
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3.2
UMTS Network Architecture

The basic network structure of CBS is depicted by figure 2.
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Figure 2

The basic network structure replaces the GSM BSS with the UTRAN containing the RNC and the Node B. The cell broadcast centre (CBC) is part of the core network and connected to a routing node e.g. a 3G SGSN via the Bc reference point. Thus the CBC can reach every RNC via the user plane of the Iu interface. On the logical interface  between the CBC and the RNC protocol is described in 3GPP TS 25.419 [29]. The other UTRAN related interfaces are described in the according UTRAN specifications based on the 3GPP TR 25.925 [21]. Based on this architecture and the current requirements for cell broadcast the core network elements like MSC, VLR, HLR etc are not involved for the service delivery.

The CBE and the interface between CBE and CBC are out of scope of 3GPP specifications.

3.3
EPS Network Architecture

The basic network structure of PWS architecture in E-UTRAN is depicted by figure 3.3-1.
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Figure 3.3-1: PWS architecture

The cell broadcast centre (CBC) is part of the core network and connected to the MME via the SBc reference point. The interface between the CBC and the MME is described in 3GPP TS 29.168 [35] and the interface between the MME and the eNodeB is described in 3GPP TS 36.413 [34].

The CBE and the interface between CBE and CBC are out of scope of 3GPP specifications.

9.2.2
WRITE-REPLACE Request/Indication

	PARAMETER
	REFERENCE
	PRESENCE (UMTS/GSM)

	Message-Identifier
	9.3.1
	M/M

	Old-Serial-Number
	9.3.2
	O/O

	New-Serial-Number
	9.3.3
	M/M

	Cell-List
	9.3.5.1
	M/M

	GSM only [Channel Indicator
	9.3.6
	O] (note 1)

	Category
	9.3.7
	O/C (note 2)

	Repetition-Period
	9.3.8
	M/C (note 2)

	No-of-Broadcasts-Requested
	9.3.9
	M/C (note 2)

	Number-of-Pages
	9.3.4
	M/C (note 2)

	Data Coding Scheme
	9.3.18
	M/C (note 2)

	CBS-Message-Information-Page 1
	9.3.19
	M/C (note 2)

	CBS-Message-Information-Length 1
	9.3.20
	M/C (note 2)

	CBS-Message-Information-Page 2
	9.3.19
	O/O

	CBS-Message-Information-Length 2
	9.3.20
	O/O

	:
	
	:

	CBS-Message-Information-Page n
	9.3.19
	O/O

	CBS-Message-Information-Length n
	9.3.20
	O/O

	Paging-ETWS-Indicator
	9.3.23
	O/O (note 1)

	Warning-Type
	9.3.24
	O/C (note 3)

	Warning-Security-Information
	9.3.25
	O/C (note 3)

	GSM only [Warning Period
	9.3.26
	C] (note 3)

	NOTE 1: Only one of these two optional parameters may be simultaneously present in the primitive. The Channel Indicator parameter is included if the primitive contains a CBS message. The Paging-ETWS-Indicator parameter is included if the primitive contains an ETWS emergency message.

	NOTE 2: In GSM this parameter is included if the Channel Indicator parameter is present in the primitive.

	NOTE 3: In GSM this parameter is included if the Paging-ETWS-Indicator parameter is present in the primitive.


9.3.25
Warning-Security-Information

This parameter is only set when ETWS primary notification is sent with security. This parameter is 50 bytes in length and contains 7 byte timestamp and 43 byte digital signature.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Year
	octet 1

	Month
	octet 2

	Day
	octet 3

	Hour
	octet 4

	Minute
	octet 5

	Second
	octet 6

	Time zone
	octet 7

	Digital Signature
	octet 8 -

octet 50


Year (octet 1, bits 1-8): This field uses the same format as the Year field used in the TP-Service-Centre-Time-Stamp, which is defined in 3GPP TS 23.040 [4].

Month (octet 2, bits 1-8): This field uses the same format as the Month field used in the TP-Service-Centre-Time-Stamp, which is defined in 3GPP TS 23.040 [4].

Day (octet 3, bits 1-8): This field uses the same format as the Day field used in the TP-Service-Centre-Time-Stamp, which is defined in 3GPP TS 23.040 [4].

Hour (octet 4, bits 1-8): This field uses the same format as the Hour field used in the TP-Service-Centre-Time-Stamp, which is defined in 3GPP TS 23.040 [4].

Minute (octet 5, bits 1-8): This field uses the same format as the Minute field used in the TP-Service-Centre-Time-Stamp, which is defined in 3GPP TS 23.040 [4].

Second (octet 6, bits 1-8): This field uses the same format as the Second field used in the TP-Service-Centre-Time-Stamp, which is defined in 3GPP TS 23.040 [4].

Time Zone (octet 7, bits 1-8): This field uses the same format as the Time Zone field used in the TP-Service-Centre-Time-Stamp, which is defined in 3GPP TS 23.040 [4].

Digital Signature (octet 8 - 50, bits 1-8): This field contains the 43 byte digital signature.
36.413: E-UTRAN S1 Application Protocol
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9.1.13.1
WRITE-REPLACE WARNING REQUEST
This message is sent by the MME to request the start or overwrite of the broadcast of a warning message. 

Direction: MME ( eNB 
	IE/Group Name 
	Presence 
	Range 
	IE type and reference 
	Semantics description 
	Criticality 
	Assigned Criticality 

	Message Type 
	M 
	
	.1
	
	YES 
	reject 

	Message Identifier 
	M 
	
	9.2.1.44 
	
	YES 
	reject 

	Serial Number 
	M 
	
	9.2.1.45 
	
	YES 
	reject 

	Warning Area List 
	O 
	
	9.2.1.46 
	
	YES 
	ignore 

	Repetition Period 
	M 
	
	9.2.1.48 
	
	YES 
	reject 

	Extended Repetition Period 
	O 
	
	9.2.1.75 
	
	YES 
	reject 

	Number of Broadcasts Requested 
	M 
	
	9.2.1.49 
	
	YES 
	reject 

	Warning Type 
	O 
	
	9.2.1.50 
	
	YES 
	ignore 

	Warning Security Information 
	O 
	
	9.2.1.51 
	
	YES 
	ignore 

	Data Coding Scheme 
	O 
	
	9.2.1.52 
	
	YES 
	ignore 

	Warning Message Contents 
	O 
	
	9.2.1.53 
	
	YES 
	ignore 

	Concurrent Warning Message Indicator 
	O 
	
	9.2.1.72 
	
	YES 
	reject 


9.2.1.51
Warning Security Information
The Warning Security Information IE provides the security information needed for securing the Primary Notification. 

	IE/Group Name 
	Presence 
	Range 
	IE Type and Reference 
	Semantics Description 

	Warning Security Information 
	M 
	
	OCTET STRING(50) 
	


25.419: UTRAN Iu-BC interface: SABP
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9.1.3
WRITE-REPLACE
This message is sent by the CN to the RNC. 

Direction: CN ( RNC 

	PARAMETER 
	PRESENCE 
	RANGE 
	IE Type and Reference 
	Semantics Description
	Criticality
	Assigned Criticality

	Message Type
	M 
	
	9.2.1 
	
	yes
	reject

	Message Identifier
	M 
	
	9.2.19 
	
	yes
	reject

	New Serial Number 
	M 
	
	9.2.5 
	
	yes
	reject

	Old Serial Number 
	O 
	
	9.2.4 
	
	yes
	ignore

	Service Areas List 
	M 
	
	9.2.6 
	
	yes 
	reject 

	Category 
	O 
	
	9.2.7 
	
	yes
	ignore

	Repetition Period 
	M 
	
	9.2.8 
	
	yes
	reject

	Number of Broadcasts Requested 
	M 
	
	9.2.9 
	
	yes
	reject

	Data Coding Scheme 
	M
	
	9.2.15
	
	yes
	reject

	Broadcast Message Content
	M
	
	9.2.2
	
	yes
	reject

	Warning Security Information 
	O
	
	9.2.23
	
	yes 
	ignore 

	Paging ETWS Indicator
	O
	
	9.2.21
	
	yes
	ignore

	Warning Type
	O
	
	9.2.22
	
	yes
	ignore

	Broadcast Message Content Validity Indicator
	O
	
	9.2.24
	
	yes
	ignore


9.2.23
Warning Security Information
Warning Security Information IE is set by the CN, transferred to the UE by the RNC.

	IE/GROUP NAME 
	PRESENCE 
	RANGE 
	IE Type and Reference 
	Semantics Description 

	Warning Security Information 
	M 
	
	OCTET STRING(50) 
	


48.049: BSC-CBC interface specification
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8.1.3.1
WRITE-REPLACE
The WRITE-REPLACE message is sent from the CBC to the BSC in order to broadcast a new CBS message or to replace an ongoing CBS message broadcast. This message may also be sent in order to broadcast a new emergency message or to replace an ongoing emergency message broadcast. 

Direction: CBC ( BSC

	INFORMATION ELEMENT 
	REFERENCE 
	TYPE 
	LENGTH 

	Message Type 
	8.2.2 
	M 
	1 

	Length Indicator 
	8.2.26 
	M 
	3 

	Message Identifier 
	8.2.16 
	M 
	3 

	New Serial Number 
	8.2.5 
	M 
	3 

	Old Serial Number 
	8.2.4 
	O 
	3 

	Cell List 
	8.2.6 
	M 
	4+m 

to 

4+mn 

	Channel Indicator 
	8.2.20 
	O (note 1) 
	2 

	Category 
	8.2.7 
	C (note 2) 
	2 

	Repetition Period 
	8.2.8 
	C (note 2) 
	3 

	Number of Broadcasts Requested 
	8.2.9 
	C (note 2) 
	3 

	Number of Pages 
	8.2.21 
	C (note 2) 
	2 

	Data Coding Scheme 
	8.2.14 
	C (note 2) 
	2 

	Message Content (Page 1)
	8.2.3 
	C (note 2) 
	84 

	Message Content (Page 2)
	8.2.3 
	O 
	84 

	Message Content (Page 3)
	8.2.3 
	O 
	84 

	Message Content (Page 4)
	8.2.3 
	O 
	84 

	Message Content (Page 5)
	8.2.3 
	O 
	84 

	Message Content (Page 6)
	8.2.3 
	O 
	84 

	Message Content (Page 7)
	8.2.3 
	O 
	84 

	Message Content (Page 8)
	8.2.3 
	O 
	84 

	Message Content (Page 9)
	8.2.3 
	O 
	84 

	Message Content (Page 10)
	8.2.3 
	O 
	84 

	Message Content (Page 11)
	8.2.3 
	O 
	84 

	Message Content (Page 12)
	8.2.3 
	O 
	84 

	Message Content (Page 13)
	8.2.3 
	O 
	84 

	Message Content (Page 14)
	8.2.3 
	O 
	84 

	Message Content (Page 15)
	8.2.3 
	O 
	84 

	Emergency Indicator
	8.2.17 
	O (note 1) 
	2 

	Warning Type
	8.2.18 
	C (note 3) 
	3 

	Warning Security Information 
	8.2.19 
	C (note 3, 4) 
	51 

	Warning Period 
	8.2.25 
	C (note 3) 
	2 

	NOTE 1: 
Only one of these two optional IEs shall be present in the message. Channel Indicator IE is included if and only if the message contains a CBS message. Emergency Indicator IE is included if and only if the message contains an emergency message. 

NOTE 2: 
This IE is included if and only if the Channel Indicator IE is present in the message. 

NOTE 3: 
This IE is included if and only if the Emergency Indicator IE is present in the message and the Emergency Indicator IE indicates ETWS information. 

NOTE 4: 
This IE does not serve any purpose. It is only included due to requirements in earlier versions of 3GPP TS 23.041 [1]. 


8.2.19
Warning Security Information

NOTE:
The Warning Security Information IE does not serve any purpose. It is only included due to requirements in earlier versions of 3GPP TS 23.041 [1].

Warning Security Information IE is sent transparently from the CBC to the mobile station. It is only included when the ETWS related warning information is sent with security.

The Warning Security Information IE is a fixed length element coded as follows:

	8 
	7 
	6 
	5 
	4 
	3 
	2 
	1 
	

	Element identifier 
	octet 1 

	Warning Security Information 
	octet 2 to 51 


29.168: Cell Broadcast Centre interfaces with the Evolved Packet Core 
4.3.4.2
Warning Message Transmission Messages

4.3.4.2.1
WRITE-REPLACE WARNING REQUEST

This message is sent by the CBC to request start or overwrite of a warning message broadcast. 
Direction: CBC ( MME 
Table 4.3.4.2.1-1: WRITE-REPLACE WARNING REQUEST message contents

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	4.3.4.3.1
	
	YES
	reject

	Message Identifier
	M
	
	[7]
	
	YES
	reject

	Serial Number
	M
	
	[7]
	
	YES
	reject

	List of TAIs
	O
	
	
	
	YES
	reject

	 >TAI List Item
	
	1 to <maxnoofTAI>
	
	
	
	

	   >>TAI
	M
	
	
	
	
	

	Warning Area List
	O
	
	[7]
	
	YES
	ignore

	Repetition Period
	M
	
	[7]
	
	YES
	reject

	Extended Repetition Period
	O
	
	[7]
	
	YES
	reject

	Number of Broadcast Requested
	M
	
	[7]
	
	YES
	reject

	Warning Type
	O
	
	[7]
	
	YES
	ignore

	Warning Security Information
	O
	
	[7]
	
	YES
	ignore

	Data Coding Scheme
	O
	
	[7]
	
	YES
	ignore

	Warning Message Contents
	O
	
	[7]
	
	YES
	ignore

	OMC ID
	O
	
	4.3.4.3.4
	
	YES
	ignore

	Concurrent Warning Message Indicator
	O
	
	[7]
	
	YES
	reject


[7]
3GPP TS 36.413: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); S1 Application Protocol (S1AP)"
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