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1
Introduction
UM RLC ciphering error detection and recovery for CSoHSPA [1] was introduced in Rel-8 as the use of UM RLC for user bearer has a potential security mismatch problem. However there is no such protection mechanism defined for IMS voice service although it also uses UM RLC entity. 
2
Discussion
There were two UE based solutionss; RLC SDU based solution [2] and RLC PDU based solution [3], [4] and one NW based solution [5] proposed in RAN2#77 and 78.
A contribution [5] claimed that NW should be able to predict when UM RLC ciphering error would occur. If it’s true, then NW based solution would work effectively for the ciphering error detection and the missing part is a recovering mechanism.

At the momen, even if NW can detect the UM RLC ciphering error, there is no means to recover from the error. Normally if the perr RLC entities become out of sync, RLC re-establishment procedure is used to re-sync the RLC entities. 

For AM RLC unrecoverable error case, currently a cell update procedure is used to trigger an RLC re-establishment. However if we just enhance the cell update procedure to re-establish the UM RLC upon detection of the ciphering error, it takes long time to complete the recovery. This is because NW needs to force UE to initiate a cell update procedure so NW has only one choice for the cell update initiation, which is stopping DPCH transmission at downlink so that UE detects radio link failure and eventually initiates a cell update procedure and so for RLF detection, it requires at least T313 duration, which is set to 3 or 5 sec in the field then UE performs a cell selection to move into CELL_FACH state and so it requires another 1 sec for cell selection then it takes ~600 msec to receive a cell update confirm message from NW so the cell update based recovery would require 5~7 sec to complete but the IMS voice service is timing critical and the service disruption will end up in a very bad user experience.

Therefore, we propose to use the RLC re-establishment via reconfiguration message solution [6] for the UM RLC ciphering error recovery as we can expect a rapid recovery (e.g. at most 2.56 sec due to activation time delay if NW signals AT in the reconfiguration message or even shorter if NW omits AT in the reconfiguration message).. 

Proposal 1: NW based solution is used for the UM RLC ciphering error detection and RLC re-establishment via reconfiguration is used for the error recovery.
The RLC re-establishment via reconfiguration is a new UE requirement and so somehow UE needs to introduce a UE capability. According to the RAN2 joint-session discussions, the IMS voice capability signalling will be introduced in Rel-9. Therefore we propose to mandate the IMS voice capable UEs to support the RLC re-establishment via reconfiguration.
Proposal 2: Mandate the IMS voice capable UE to support the RLC re-establishment via reconfiguration.
Even if we can agree on the NW based error detection, the proponent is not sure if the NW based error detection will be sufficient to cover all possible cases. Therefore we propose RAN2 to further discuss whether or not any UE based error detection needs to be introduced for the IMS voice. 
Proposal 3: Discuss whether or not any UE based solution should be introduced for IMS voice.
4
Conclusion
For UM RLC ciphering error and recovery, we have the following proposals.

Proposal 1: NW based solution is used for the UM RLC ciphering error detection and RLC re-establishment via reconfiguration is used for the error recovery.

Proposal 2: Mandate the IMS voice capable UE to support the RLC re-establishment via reconfiguration.
Proposal 3: Discuss whether or not any UE based solution should be introduced for IMS voice.
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