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Discussion and Decision
1. Introduction
RAN2 has been discussing ETWS security information from quite some time now and there has been an email discussion after last RAN2_78#40. In general, companies in RAN2 are proposing that (E) UTRAN does not send security information to the UE. To remind ourselves the whole discussion started because SA3 has identified that the length of security certificates is not adequate.

In addition, there has been discussion on re-introducing this feature in Rel-12 and one of the proposals is to introduce a new IE in RRC.

However, we noticed there is a mismatch between the handling of security information across different WGs. In this paper we look at the status in other WGs and propose a need for alignment. 
2. Discussion
2.1 Status in CT1
CT has agreed CRs in [1] to 23.041 with following reason for change:
CT1 liaison in C1-112199 asked SA1 and SA3 how the Rel-8/9/10 devices should behave with regards to security information that may be received. SA3 and SA1 have indicated (in their LSs C1-113053/S3-110852 and C1-113398/S1-112144 respectively), that for the Rel-8/9/10:

- No scenario related to "digital signature" or "timestamp" should lead to a warning message not being displayed.

- The “authentication status” that indicates to the user whether or not the warning message has been authenticated is not necessary.

Following is Summary of change:
The partially specified digital signature mechanism is removed and warning messages are always displayed by the UE regardless on any digital signature and timestamp that may be received. This behaviour is aligned with the feedback received from SA1 and SA3.

Further, it has been agreed that UE shall ignore received security information and network could transmit this information.

This is clearly against the assumptions and agreement done by RAN2

Observation 1: CT1 agreed that the network is allowed to send the security information but RAN2 assumes that EUTRAN does not send it. In addition, CT1 has had LS exchange with SA1 and SA3 before taking a decision.
2.2 Status in RAN3: 

36.413 sections 8.12.1.2 have following statement:
“If the Warning Security Information IE is included in the WRITE-REPLACE WARNING REQUEST message, the eNB shall send this IE together with the Warning Type IE in the Primary Notification.”

This is also against the current assumption in RAN2. 

Observation 2: If eNB receives warning security information then it shall send it and it is against RAN2 agreement.
2.3 Security in Rel-12
RAN2 is assuming that new IE could be introduced. The other option being discussed during email discussion is to introduce new SIB and probably with new IE. CT1 has not discussed Rel-12 yet and it would be a good step to align WGs. 

Observation 3: There could be potential conflict for Rel-12 between different WGs.
2.4 Proposed way forward
One of the straightforward options for RAN2 will be to align with CT1 specifications and agree that UE should ignore warning security information. 
Alternative 1: UE should ignore warningSecurityInfo if received in SIB 10. This would require no change to RAN3 and CT1 specifications.
However, it is our view that old warning security information IE must not be sent by CBC and CT1 should capture it in their specifications. This will allow no change to RAN3 specifications and at the same time, RAN2 could agree to the behavior that EUTRAN does not send it.
Alternative 2: CBC does not send Warning Security Information. This would require no change to RAN3 specifications and at the same time allow RAN2 to agree on proposed CRs. But, CT1 should capture CBC behavior.
Rel-12 warning security information should be a new IE defined at CBC-MME and S1 interface. This is a clean solution.

Proposal 1: RAN2 to discuss alternative 1 and 2 and decide on which alternative to choose. Proposing company has slight preference for alternative 2.
If RAN2 agrees to alternative 2 then 
Proposal 2: LS should be sent to CT1 and RAN3.
3. Conclusion

We propose RAN2 to discuss following observations:

Observation 1: CT1 agreed that the network is allowed to send the security information but RAN2 assumes that EUTRAN does not send it. In addition, CT1 has had LS exchange with SA1 and SA3 before taking a decision.
Observation 2: If eNB receives warning security information then it shall send it and it is against RAN2 agreement.

Observation 3: There could be potential conflict for Rel-12 between different WGs.

Further, we propose RAN2 to discuss and agree on following proposals:
Proposal 1: RAN2 to discuss alternatives 1 and 2 and decide on which alternative to choose. Proposing company has slight preference for alternative 2.

Proposal 2: LS should be sent to CT1 and RAN3. Draft LS is provided in R2-123650.
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