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1 Introduction

At the RAN2#78 meeting the proposal [1] was discussed to increase the length of the PDCP sequence number (SN). The proposal was in principle agreed:
“In principle, the UP session agree to increase PDCP SN and FMS in Rel-11. Details will be discussed next meeting. Companies are requested to bring up the discussion paper and complete CRs”.
This paper briefly discusses the need for this extension and how it will impact the PDCP standard.

2 PDCP limitations 

In this section we discuss limitations of the PDCP protocol and evaluate the implications of the limitations.
Current PDCP supports PDCP SDUs of size up to 8188 octets, which for DRBs corresponds to a maximum PDCP Data PDU size of 8190 octets.  However, typically the packets provided by higher layers are smaller, e.g. 1500 bytes. This size depends on the currently used transport layer protocol such as TCP. Some TCP stacks support larger packet sizes than 1500 bytes but it is expected that most of the packets in near future are still up to 1500 bytes.
The PDCP Sequence Number comprises 12 bits, meaning that 4096 / 2 = 2048 PDUs can be brought in flight. The term in flight is used in this document to denote the maximum number of PDUs that the PDCP protocol can handle at the same time without the risk of getting out of HFN synchronization.

With an IP packet size of 1500 byte this corresponds to ~3MByte of data that can be handled in-flight. With an assumed PDCP RTT of 25 ms this limits the theoretical throughput to (3 MByte x 8 bit/byte / 0.025 s) = 980 MBit/s. In principle, the PDCP transmitter could bring more data in flight but this bears the risk of sequence number ambiguity. In normal operation this is not a problem as the RLC receiver ensures in-sequence delivery towards PDCP. However, during handovers, the PDCP status report does not allow identifying a particular PDU unambiguously. This may cause loss of HFN synchronization and data loss resulting in poor performance.
2.1 PDCP SN limitation at Handover or at Re-establishment
Normally the RLC layer will ensure that PDCP PDU(s) are delivered in sequence and therefore there will be no risk of loosing HFN synchronization even at high traffic load.

However, in the following cases the normal in-sequence delivery of RLC is not maintained and it is then the responsibility of the PDCP layer to ensure the in-sequence delivery of packets, and then the PDCP layer will not be able to handle more than 2048 packets in-flight at the same time:
· Handover procedure
· RRC Re-establishment procedure

Whenever any of the above procedures happens the normal in-sequence delivery of packets by RLC is not maintained and instead the PDCP layer must ensure the in-sequence delivery.

See the following example for a scenario of handover in downlink where the PDCP SN limitation can cause a problem.
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Figure 1 An example of a handover scenario in DL where the limitation of the PDCP Sequence Number may cause the HFN value to be out of synchronization, which will imply that the RAB will have to be re-established.

Even if the HFN will not get out of sync, it can be shown that at handover (PDCP re-establishment) there will either be many lost packets or many unnecessary retransmissions, as shown in the following picture.
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Figure 2 An example of a handover scenario showing that many PDCP SDU(s) will either have to be retransmitted at handover even if already received, and that PDCP SDU(s) older than 4095 SN compared with the latest assigned COUNT are lost (even if correctly received by the UE) and cannot be retransmitted.

Similar problems exist in UL although it is less likely to occur due to the lower data rate.
2.2 PDCP SN limitation when dropping packets in sequence

When having a very high rate of PDCP PDU(s) there is a risk that many packets are dropped in sequence. In particular, when running UDP traffic and using RLC UM mode, it may happen that many packets will be discarded by the discardTimer because of sudden bad radio conditions or because of congestion in the network.
If we have the following traffic case:

· Average packet size = 1000 bytes

· Throughput = 1000 Mbit/s:

· Number of PDCP PDU(s) per ms = (1000.000 / 8) / 1000 = 125

· A data interruption in the air of 40 ms:

· 5000 lost PDCP PDU(s)

The example shows a traffic scenario case where 5000 packets are dropped in sequence. If this happens it will cause the HFN to be out of sync because the UE will not know that it needs to wrap around the HFN. It can be argued that these cases should be rare and that we should not need to consider them. If, however, it is easy to extend the size of the sequence number also for UM bearers, we believe we should do this as well and not only extend the size of the AM bearers, because this will make the system more future proof and more robust. Hence, we conclude:
Observation 1: If an extended PDCP SN is needed for RLC AM bearers, then it is useful to also extend it for RLC UM bearers since it will not introduce any additional complexity.
3 Discussion
3.1 Solutions to solve PDCP limitations
The PDCP SN needs to be increased in length. First Missing SDU (FMS)-field is mirroring the PDCP SN-field and thus should also be updated.
The supported bitrates for different PDCP PDU sizes and PDCP SN-field sizes are given in Table 1. The calculations are based on the parameters given in the previous subsection. In the table, the smallest PDCP PDU size represents a typical IP packet size for the case of LTE backhaul for wireless router (see [2] for an evaluation of this value). We can see that with this packet size, the LTE link is limited at 340Mbps, shared between all users of the wireless router. The second packet size (1502 bytes) represents a typical TCP packet size, the third is limited by the RLC SDU size and finally, the fourth is limited by the PDCP PDU size. We can conclude that 14 bits are needed in the PDCP SN-field to support the high bit rates provided by the radio interface. We can also see that 14 bits would allow 1.3 Gbps on the LTE backhaul of a wireless router, assuming a typical packet size of 512 bytes.
Table 1. Bitrate limit (Gbps) for different PDCP PDU sizes and PDCP SN-field sizes. 
	 
	PDCP SN length (bits)
	 
	 

	PDCP PDU (bytes)
	12
	13
	14
	15

	512
	0.34
	0.67
	1.34
	2.68

	1502
	0.98
	1.97
	3.94
	7.87

	2049
	1.34
	2.69
	5.37
	10.74

	8190
	5.37
	10.73
	21.47
	42.94


Proposal 1: PDCP SN-field and FMS-field should be extended by two bits.

3.2 Format configuration/selection
For PDCP data PDU, there are reserved bits which could be used for indicating the PDCP SN format. Possibly one of the reserved bits could be used for the SN length indicator. However, in the PDCP control PDU, there are no reserved bits and thus one new octet is needed to enable the extended FMS-field. Due to changing size of the header, dynamic selection of the FMS-field is not so desirable. Thus it is proposed to handle PDCP SN-field as well as FMS-field format selection with RRC configuration. With this approach, a PDCP SN length indicator is not needed. When two reserved bits of three bits are used for SN-field extension, one R-bit remains for future extensions.
Proposal 2: PDCP SN-field and FMS-field extensions are configured by RRC.
The PDCP layer is specified per radio bearer, and therefore it is logical to configure the PDCP SN extension per RB.

It could be argued that the highest throughput rates are only for DL direction and thus extended headers would be needed only for DL. However, to support the wireless router case, uplink could also be limiting, so we propose to use the extended format for both UL and DL. Also this maintains the symmetry of the PDCP protocol.
Proposal 3: The Extension is configured per Radio Bearer and applies for both DL and UL direction.

3.3 Change of SN length at Handover
Normally there should be no reason for changing the SN length because the initial SN length should in most cases be sufficient. However, there may be a need for changing the SN length at handover, because one of the two eNBs involved in the handover may support extended format while the other does not.
If, for example, a radio bearer is configured with extended format by an eNB because it carries a high data rate service, and the UE moves to an eNB not supporting the extended format, then it is necessary to shorten the SN length at handover to avoid interruption of the data service. Also, we will have the opposite case, when a UE is configured with non extended SN format and moves to a target eNB that supports the extended format, then the target eNB may need to extend the SN length due to the higher data rates supported by this eNB. 
Hence, we have the following cases for handling an extended PDCP SN format at handover:
1. The UE is configured with an extended SN both in the source and in the target eNB: no change in SN length.
2. The UE is configured with a short SN in the source eNB and is configured with an extended SN in the target eNB: the SN length needs to be extended.
3. The UE is configured with an extended SN in the source eNB and is configured with a short SN in the target eNB: the SN length needs to be shortened.
Backwards compatibility issues of PDCP SN length change needs to be studied. These cases are explained in more detail in the following sections.

We consider that it is sufficient to change PDCP SN length only during handover when MAC layers are reset and PDCP and RLC re-established. Changing the PDCP SN length at any time would be more complex to specify and may require updates of the PDCP SN field of PDCP PDU(s) that are buffered in the RLC and the MAC layers.

Proposal 4: PDCP SN length is changed only during handover when PDCP is re-established.
3.3.1 The extended SN size is not changed at handover

In this case there is no need for any change of PDCP SN format because the extended format can always be used. However, it is required that it is possible to use the extended SN format in the SN Status Transfer message when sent over X2 (see section 9.1.1.4 in [6]), and in the eNB Status Transfer message when sent over S1 (see section 9.2.1.31 in [5]).
The COUNT values for UL and DL already includes all information and need not be updated to handle the extended format, but the description of the COUNT value in 9.2.15 of [6] needs to be updated to take into account the extended SN size.
The bitmask used in these messages to indicate any UL PDCP packets that have not yet been received should be able to handle an SN size of 14 bits instead of 12 bits. To support a 14 bits bitmask in a backwards compatible way it is however necessary to introduce a new IE for the extended SN format that must be used in parallel with the existing bit mask to indicate any missed UL PDCP SDU(s) in a 14 bit format and which do not fit in the 12 bit bitmask. This extension causes an additional complexity in the S1/X2 interfaces and it means that the combined size of the bitmasks will go from a maximum 512 bytes to a maximum of 2048 bytes, which will require more processing and more bandwidth usage when sent in the PDCP Status Report over the air. The bitmask is used to optimize the transmission of packets over the air, but is not crucial for normal handover because there will not be a significant change in the number of packets that needs to be retransmitted over the air. From this analysis we do not see any big motivation for extending the bitmask and we therefore think that the bitmask can be limited to 12 bits also when using the extended SN size.
 If a new extended bit mask IE is not added, it means that there will be no way to indicate the UL reception status of PDCP SDU(s) that are newer than 4095 sequence number compared with the COUNT value of the first missing UL PDCP SDU.

Proposal 5: The interfaces X2, S1 should not be updated with a new extended UL status bit mask in order to handle the extended format of the PDCP SN.
It is necessary to allow sending of longer sequence numbers in the GTP-U header when forwarding packets from the source to the target eNB. This will impact the range of the allowed PDCP SN in the GTP-U spec, as specified in section 5.2.2.2 of [4]. It is expected that this change can be done in a backwards compatible way by using two of the four reserved bits for the extended SN format.

Proposal 6: The GTP-U interface is updated in a backwards compatible way to handle the extended format of the PDCP SN.
3.3.2 The SN size is extended at handover

In this case it must be the target eNB that handles any modifications of the SN length because the source eNB may be a legacy eNB.

When the PDCP layer is re-established in the target eNB it is therefore required that the target eNB and the UE are changing the size of the SN from short to long.
Observation 2: The target eNB will handle the conversion of the SN format from short to long.
In general the conversation of the PDCP SN length is done as follows:

· The 2 least significant bits of the HFN is moved to SN as two new bits and forms the 2 most significant bits of the SN.

· The 2 least significant bits of the HFN is dropped to form the new format of the HFN.

See the following picture for how this conversion is done.


[image: image3]
The target eNB can do this handover as follows:

· When receiving UL PDCP SDU(s) from the source eNB, the eNB should update the included SN to its longer format. 
· When receiving any DL packets from the source eNB that may need to be retransmitted, the eNB should update the included SN to its longer format.
The UE can do this PDCP re-establishment as follows:

· The PDCP status variables and constants are updated to correspond with the extended PDCP SN format.

· The PDCP Status Report, if used, is sent with the extended SN format.

3.3.3 The SN size is shortened at handover

In this case the source eNB does not necessarily know that the target eNB is using the non extended SN format. In that case the source eNB will forward PDCP SDU(s) with the extended format to the target eNB.
In general the conversation of the number is done as follows:

· The 2 most significant bits of the SN is moved to the HFN as two new bits and forms the 2 least significant bits of the new HFN.

· The 2 most significant bits of the SN is dropped to form the new format of the SN.

See the following picture for how this conversion is done.


[image: image4]
If a PDCP SDU with the extended format is sent from the source eNB and the target eNB is based on Rel-10 or older releases, then the target eNB will only read the 12 least significant bits of the extended SN (see section 5.2.2.2 of [4]). This is exactly the value that would be the result of the SN when converted from extended format to non extended format (the 2 most significant bits are removed), and hence this is the wanted SN number on the target side. Since a legacy eNB cannot handle the extended format of the SN it will only see the non extended SN of the received packets sent by the source eNB, and hence the target eNB can only handle up to 4095 PDCP SDU(s) at the same time during handover. This is no difference from legacy which has the same limitation.
Observation 3: A legacy target eNB will be able to access the extended SN format associated with a PDCP SDU, but will only read the non extended part (12 bits) of the SN.
The source eNB will do this handover as follows:

· When sending the SN Status Transfer message over X2 or the eNB Status Transfer message over S1, the eNB will include the extended “Receive Status of UL PDCP SDU(s)” bit mask, in addition to the legacy bit mask, if there are UL PDCP SDU(s) missing in UL that are older than 4095 sequence numbers compared with the most recent assigned UL COUNT value. This extended bit mask will however not be read by the target eNB if it is based on Rel-10 or earlier release.
· When sending UL PDCP PDU(s) and DL PDCP PDU(s) to the target eNB, the SN field of the GTP-U packets will be the extended format.
The UE can do this PDCP re-establishment as follows:
· If there are any UL PDCP SDU(s) stored in PDCP for possible uplink retransmission and which have an associated SN that is older than the most recent SN in UL than 4095, then these PDCP SDU(s) must be discarded, because the target eNB cannot handle these old PDCP SDU(s) without risk of getting out of HFN sync.
· When transferring DL PDCP PDU(s) from the RLC layer to the PDCP layer any PDCP PDU(s) with SN that is older than the most recent SN in DL than 4095 should be sent to higher layers even if there are holes in SN space, because these old PDCP PDU(s) will not be retransmitted by the target eNB.

· The PDCP status variables and constants are updated to correspond with the non extended PDCP SN format.

· The PDCP Status Report, if used, is sent with the non extended SN format.
Proposal 7: When performing handover and a change is done of the PDCP SN format from long to short, the UE shall in UL discard any PDCP SDU(s) that are older than 4095 SN compared with the most recent assigned SN.
Proposal 8: When performing handover and a change is done of the PDCP SN format from long to short, the UE shall in DL forward to higher layers any PDCP SDU(s) that are older than 4095 SN compared with the most recent assigned SN.

3.4 Security Impacts

If the PDCP SN-field is extended this means that the HFN part of the COUNT value will decrease in size with the same amount (see 6.3.5 in [3]). The question is whether this decrease of the HFN size will have any security concern.

To answer this question we will go through the security requirements on the COUNT value (the combination of HFN and SN):
1. COUNT must be unique for each PDU ciphered by the same key. From this it follows that it is not allowed to wrap around COUNT without changing the key.

2. COUNT must be strictly monotonically increasing.

Note that the security aspect of COUNT is not based on the following:

· The secrecy of COUNT. It can be assumed that an attacker knows the COUNT value and therefore the security relies only on the secrecy of the ciphering key (Kerckhoff's principle).

When PDCP SN is extended only the relative sizes of the SN and the HFN is changed, and the following requirements on the COUNT value are kept:
· COUNT is unique for each PDU.

· COUNT is strictly monotonically increasing.

· COUNT is 32 bits in size. Hence, the total number of PDCP packets handled before the need to change the ciphering key (before wrap around) is the same as in legacy.

Hence, the conclusion from this analysis is that the security of PDCP is not impacted with these proposals.

Observation 4: Changing the relative sizes of HFN and SN and still keep the size of the COUNT value (32 bits) will not impact the security of PDCP.

4 Conclusions and Proposals

In this contribution, we propose to extend the PDCP SN length in order to support high bit rates in LTE Rel-11.

We have made the following observations:
Observation 1: If an extended PDCP SN is needed for RLC AM bearers, then it is useful to also extend it for RLC UM bearers since it will not introduce any additional complexity.
Observation 2: The target eNB will handle the conversion of the SN format from short to long.
Observation 3: A legacy target eNB will be able to access the extended SN format associated with a PDCP SDU, but will only read the non extended part (12 bits) of the SN.
Observation 4: Changing the relative sizes of HFN and SN and still keep the size of the COUNT value (32 bits) will not impact the security of PDCP.

We have made the following proposals:
Proposal 1: PDCP SN-field and FMS-field should be extended by two bits.

Proposal 2: PDCP SN-field and FMS-field extensions are configured by RRC.
Proposal 3: The Extension is configured per Radio Bearer and applies for both DL and UL direction.
Proposal 4: PDCP SN length is changed only during handover when PDCP is re-established.
Proposal 5: The interfaces X2, S1 need to be updated with a new extended UL status bit mask in order to handle the extended format of the PDCP SN.
Proposal 6: The GTP-U interface is updated in a backwards compatible way to handle the extended format of the PDCP SN.
Proposal 7: When performing handover and a change is done of the PDCP SN format from long to short, the UE shall in UL discard any PDCP SDU(s) that are older than 4095 SN compared with the most recent assigned SN.

Proposal 8: When performing handover and a change is done of the PDCP SN format from long to short, the UE shall in DL forward to higher layers any PDCP SDU(s) that are older than 4095 SN compared with the most recent assigned SN.
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