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1 Background and objectives of email discussion
The CRs to 25.331 and 36.331, to invalidate the ETWS with security feature from Rel-8 to Rel-11, were not agreed in last RAN2#78 meeting [1], [2], [3], [4], [5], [6], [7]. 
There was a discussion on the UMTS draft reflector on possible backwards compatibility issues when the feature is re-introduced in Rel-12. Among others the “dummyfication” text was discussed. This email discussion ended with a preliminary conclusion that the following text should be used (please note that this wording is not used in the UMTS CRs R2-122456 to R2-122467 yet):

ETWSPrimaryNotificationWithSecurity ::= SEQUENCE {


-- Other IEs



etws-Information



ETWS-Information,

-- dummy is not used in the specification, it should



-- not be sent.



dummy

ETWS-WarningSecurityInfo


OPTIONAL,


-- Non critical extensions



nonCriticalExtensions


SEQUENCE {}

OPTIONAL

This text is similar to the text used in the LTE CRs (R2-122045 to R2-122047): 

dummy is not used in the specification. E-UTRAN does not send this parameter

It was also discussed whether (just) new IEs could be introduced in Rel-12, or if even new RRC messages would be needed. It was decided to have an email discussion to conclude on these issues, and prepare the agreement of the CRs for the RAN2#79.
In the following two chapters, the “dummyfication” text and the re-introduction of ETWS with security in Rel-12 are discussed. 

2 Dummyfication in Rel-8 to Rel-11
It has been a working assumption that the Rel-8 IEs, that carry the "old" security info, will not be re-used in Rel-12 to carry the "new" and longer security info, but that new IEs will be introduced (this is independent from the question whether also new RRC messages are needed). Therefore the text "not used in the specification " is used (instead of the commonly used " not used in this version of the specification "), i.e. the IEs are made obsolete. Furthermore the UE and NW requirements were discussed, and it was preliminary concluded that the network should not send the IEs, and that the UE is not required to ignore the IEs (to avoid impact on existing UE implementations). 
Proposal 1: Specify that the IEs, carrying the ETWS security info, are not used in the specifications, and that the network does not send them (see chapter 1 for example text).
	Company
	Position/comments

	Ericsson/STE
	Agree with proposed text.

ETWS with security is currently not deployed, and there is no reason for the network to send these IEs as the security level is not sufficient.  Given that these IEs are not send, there is no need for the UE to ignore them. 

It is proposed to specify for UMTS that the network does not send the IE (similar to LTE).  

	Broadcom Corporation
	We agree with the proposed text. 

We are not quite sure what is the proposal for the "dummyfication" of ETWSPrimaryNotificationWithSecurity message on CCCH, In our proposal, this was also 'dummied'.

	Renesas Mobile Europe Ltd
	Agree with Broadcom.

	NSN
	This is an acceptable way forward. In this case the procedural text in 8.1.XXX should be removed.


3 ETWS with security in Rel-12

A short recap of the means of transmissions in UMTS and LTE for the security information for warning systems:

· UMTS:

· Paging Type 1 message (PCCH) and SYSTEM INFORMATION CHANGE INDICATION message (BCCH) for ETWS Primary Notification (excluding security info)
· ETWS PRIMARY NOTIFICATION WITH SECURITY message (DCCH and CCCH) for ETWS Primary Notification (including security info)
· CBS: all other warning messages (excluding security info)
· LTE:

· System information:

· SIB10 ETWS Primary Notification (including security info)
· SIB11 ETWS Secondary Notifications (excluding security info)
· SIB12 CMAS (excluding security info)
The main question with a possible backwards compatibility issue is when ETWS with security is re-introduced in Rel-12, how this affects pre-Rel-12 UEs that do not support ETWS with security (but only ETWS without security). When the new and longer security info is conveyed in new Rel-12 IEs (in existing RRC messages (UTMS) or existing SIBs (LTE)), pre-Rel-12 UEs will not receive these Rel-12 IEs, i.e. these IEs are silently discarded, pre-Rel-12 UEs do not process or act on them. From a pre-Rel-12 UE perspective, this appears as an "unsecure" warning message, which is handled as normal. Furthermore pre-Rel-12 UEs may receive the ETWS PRIMARY NOTIFICATION WITH SECURITY message on CCCH, but the UE is assumed to discard the message as ETWS with security is not supported. The network may send the ETWS PRIMARY NOTIFICATION WITH SECURITY message to a pre-Rel-12 UE in CELL_DCH on DCCH, with the aim to send the ETWS Primary Notification to a UE in CELL_DCH, but the network is not assumed to include the Rel-12 security IE in this message.
When ETWS with security would be conveyed in new Rel-12 RRC messages and SIBs, then pre-Rel-12 UEs would of course not receives those RRC messages and SIBs. However the network would be required to transmit/broadcast the warning information twice, i.e. both secured and unsecured. 
It should be noted that when the ETWS security check fails, the warning message is still displayed, but an indication may be provided that security failed for this warning message. 
Proposal 2: Introduce longer security certificate for ETWS by means of new IEs in Rel-12 (and re-use the existing RRC messages and SIBs)
	Company
	Position/comments

	Ericsson/STE
	Agree to only introduce new IEs to have longer ETWS security info in Rel-12

	Broadcom Corporation
	We don't think that we need to agree now on the way to reintroduce the feature in rel-12. 

However, we think  there should be no problem to reuse the same messages as long as a legacy UEs are not required any specific handling, i.e. a rel-8 UEs will interpret these messages as 'ETWS without security" 

	Renesas Mobile Europe Ltd
	We think it’s not good idea to re-use the existing RRC messages and SIBs for the ETWS with security message transmission. Because it means that some UEs (i.e. the legacy UEs) receive the ETWS message without any security check and the other UEs (i.e. Rel-12 ETWS with security capable UEs) receive the ETWS message with the security check. It seems the above proposal spoils the benefits of the ETWS with security. If we introduce new RRC messages/SIBs in Rel-12, then it’s guaranteed that the ETWS with security message is handled by the ETWS with security capable UEs only and so the ETWS message will be properly checked with the configured security.

	NSN
	The re-introduction of the feature in Rel-12 has to be done carefully.
Our issue was raised in R2-122561: the current specification mandates HSPA networks to have PCH and FACH on the same S-CCPCH . We think that the current text (8.1.17.3.2) should be removed and a solution for Rel-12 has to be discussed.


4 Summary of email discussion and conclusions

Five companies replied to the email discussion. 
The companies that replied agreed with proposal 1. 
Different opinions for proposal 2 were expressed. One company suggested that no agreement is needed now on the re-introduction of the feature in Rel-12, but identified no IOT issue when new IEs would be introduced. One company suggested that new SIBs/RRC messages are needed in Rel-12 to benefit fully from the Rel-12 security. One company suggested that re-introduction should be done with care, and noted that the mapping of PCH and FACH on the same HS-CCPCH should be re-considered in Rel-12.
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