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	Reason for change:
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	1. In subclause 8.6.3.5.1 (Initialisation of Integrity Protection) it is specified that UE shall start applying  the new integrity protection configuration from and including the received message triggering SR-VCC (for SRB2 in DL) and the transmitted response message for the message triggering SR-VCC (for SRB2 in UL) resp.:
2>
start applying the new integrity protection configuration in the downlink for signalling radio bearer RB2 from and including the received SECURITY MODE COMMAND message or the message triggering SR-VCC;

2>
start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from and including the transmitted SECURITY MODE COMPLETE message or the transmitted response message for the message triggering SR-VCC;

But the corresponding condition is missing to receive the IE “Integrity protection mode command” with value “start” in the message triggering intra-RAT SR-VCC handover (UTRAN HSPA to UTRAN CS). Due to this missing condition the integrity check for the the Radio Bearer Setup message triggering intra-RAT SR-VCC handover might fail. 
2. In subclause 8.6.3.15 (SR-VCC Info) the condition is missing to set the variable “LATEST_CONFIGURED_CN_DOMAIN” (13.4.11a) to “CS domain” when a message with IE “NONCE” in the IE “SR-VCC Info” is received triggering intra-RAT SR-VCC handover (UTRAN HSPA to UTRAN CS). As per current version of the specification, this variable is updated only when SECURITY MODE COMMAND message (subclause 8.1.12.3) is received and when Inter-RAT handover to UTRAN is performed (subclause 8.3.6). Due to this missing condition integrity protection for SRBs will continue based on PS domain.
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	1. In subclause 8.6.3.5.1 condition is added that the IE “Integrity protection mode command” with value “start” can also to be received in a message triggering SR-VCC.
2. In subclause 8.6.3.15 condition is added to set the variable “LATEST_CONFIGURED_CN_DOMAIN” (13.4.11a) to “CS domain” when a message with IE “NONCE” in the IE “SR-VCC Info” is received triggering intra-RAT SR-VCC.
Impact Analysis

Impacted functionality:

The changes impact the integrity protection for intra-RAT SR-VCC handover.
Inter-operability:

1. If the network is implemented according to the CR and the UE is not then the UE might fail integrity check of the Radio Bearer Setup message triggering intra-RAT SR-VCC handover.
2. If the UE is implemented according to the CR and the network is not then the network might fail integrity check of the Radio Bearer Setup Complete message.
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8.6.3.5.1
Initialisation of Integrity Protection

The UE shall:

1>
if the IE "Integrity protection mode command" has the value "start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not started", and this IE was included in the message SECURITY MODE COMMAND or this IE was included in the message triggering SR-VCC:

2>
initialise the information for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO according to the following:

3>
set the IE "Uplink RRC Message sequence number" in the variable INTEGRITY_PROTECTION_INFO to zero;

3>
do not set the IE "Downlink RRC Message sequence number" in the variable INTEGRITY_PROTECTION_INFO;

3>
set the variable INTEGRITY_PROTECTION_ACTIVATION_INFO to zero for each signalling radio bearer in the IE "ESTABLISHED_RABS".

NOTE:
The IEs "Integrity protection activation info" and "RRC Message sequence number"included in the IE "Integrity Check Info" in the transmitted message do not have identical values, but integrity protection is applied from the first transmitted message.

2>
set the IE "Status" in the variable INTEGRITY_PROTECTION_INFO to the value "Started";

2>
perform integrity protection on the received message, applying the new integrity protection configuration, as described in subclause 8.5.10.1 by:

3>
using the algorithm (UIA [40]) indicated by the IE "Integrity protection algorithm" contained in the IE "Integrity protection mode info";

3>
using the IE "Integrity protection initialisation number", contained in the IE "Integrity protection mode info" as the value of FRESH [40].

2>
start applying the new integrity protection configuration in the downlink for each signalling radio bearer in the IE "ESTABLISHED_RABS" except RB2 at the next received RRC message;

2>
start applying the new integrity protection configuration in the downlink for signalling radio bearer RB2 from and including the received SECURITY MODE COMMAND message or the message triggering SR-VCC;

2>
start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from and including the transmitted SECURITY MODE COMPLETE message or the transmitted response message for the message triggering SR-VCC;

2>
start applying the new integrity protection configuration in the uplink for signalling radio bearers other than RB2 at the uplink activation time included in the IE "Uplink integrity protection activation info".

NOTE:
After Inter-RAT handover to UTRAN, and ciphering was activated in the other RAT, then during the first security mode control procedure following the handover, UE activates integrity protection using the integrity key of the same key set as used in the other RAT (see.subclause 8.3.6.3).
Next change
8.6.3.15
SR-VCC Info

The presence of the IE "NONCE" in the IE "SR-VCC Info" triggers the relevant actions for mapping keys from the PS domain to the CS domain.  The IE "NONCE" is not included if ciphering is not active for PS domain prior to the reception of the the IE "SR-VCC Info".

If the IE "SR-VCC Info" is included and the IE "NONCE" is present in the IE "SR-VCC Info", the UE shall:

1>
set the "Status" in the variable CIPHERING_STATUS of the CS domain to "Started";

1>
calculate the CK and IK for the CS domain as specified in [40];

1>
if the IE "SR-VCC Info" is included in a message other than HANDOVER FROM UTRAN COMMAND:

2>
set the variable LATEST_CONFIGURED_CN_DOMAIN equal to "CS domain";
2>
use the ciphering algorithm in use for the PS domain as part of the new ciphering configuration for the CS domain unless otherwise specified by the message triggering SR-VCC.
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