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1 Introduction

In the last RAN2 meetings (from RAN2#75 to RAN2#77bis), the issue of the ciphering error detection (due to downlink HFN de-synchronization) for UM RLC has been discussed ([1], [4]). Three main UE detection mechanisms have been proposed: 

1. RLC based [2],[3], [7]
2. PDCP based  [4], [5]
3. Hybrid RLC/PDCP [8]
The purpose of this document is to analyze possible network based downlink de-sync detection mechanisms, in case of UM RLC carried over HS-DSCH transport channels, without the need of any UE intervention. 
2 Discussion
As outlined in [1], in order for the HFN de-sync to occur, in case of UM RLC, the receiving UM RLC entity has to miss more than 127 consecutive PDUs, so that an entire SN cycle is completed and the SN wraps around. If subsequent UM RLC PDUs are correctly received, transmitting and receiving entity will apply the ciphering algorithm using the same SN but different HFN, since the HFN has been incremented in the transmitting entity but not in the receiving one.

Since the UM RLC PDUs are not acknowledged, the RLC entity in the RNC is not aware of whether these PDUs have been correctly received by the UE or not. However the MAC HARQ entity in the NodeB has got knowledge of failure in the transmission of the MAC PDUs. This information may be used in order to detect the loss of UM RLC PDUs.

When MAC HARQ is configured in the NodeB, the loss of consecutive RLC PDUs will be preceded by several HARQ failures. Even though there is no one-to-one correspondence between RLC PDUs and MAC PDUs, and even though a MAC-ehs PDU may contain RLC PDUs from different logical channels, including AM RLC PDUs, still a sufficient number of consecutive MAC HARQ failures may give an indication that an HFN de-synchronization for UM RLC is going to happen. For this purpose a counter in the MAC HARQ entity may be configured.
MAC HARQ failure indications may be signaled by the NodeB to the RNC. The RNC may in turn decide to re-establish the RAB (similarly to what proposed in [5] and [6]), just release it or, under certain circumstances, increment the HFN. 
Proposal 1 No UE based detection mechanism is needed

3 Conclusion

Based on the discussion in section 2 we propose the following:

Proposal 1
No UE based detection mechanism is needed
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