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1
Introduction
UM RLC ciphering error detection and recovery [1] was introduced in Rel-8. In last few RAN2 meetings, some companies propose to apply PDCP ciphering error detection and recovery feature for VoIP RAB. Two solution proposals have been discussed so far. This contribution proposes a new solution.
2
Discussion
In last RAN2 meeting, there are two solution proposals; PDCP based solution [2] and RLC based solution [3], [4].

The pros and cons for each solution proposal are discussed in [5]. The PDCP based solution has some advantages and some companies supported the solution however the other companies were not happy with the solution because it requires configuring PDCP entity for the VoIP RB.
The PDCP based solution ([1] and [2]) works in the following ways.
1. PDCP entity checks the PDCP header field and indicates PDCP unrecoverable error to RRC when it detects    invalid PDU header information N times consecutively (N is 2, 3 or 4, up to UE impelementation).  
2. RRC initiates a cell update procedure with cell update cause set to “Radio link failure” when RRC receives the    indication from the PDCP entity.
3. UE and UTRAN perform UM RLC re-establishment on the RAB configured with the UM RLC ciphering error detection and recovery whenever a cell update procedure is initiated regardless of a cell update cause.

PDCP header (1 octet) is present at the first part of PDCP PDU i.e. RLC SDU.




At step 1, the PDCP entity verifies the PDCP header.

To satisfy all the companies, we propose the following solution;

New proposal

A transmitter RLC puts a parity field (1 octet) at the beginning of RLC SDU and the parity field has a same form as the PDCP header and it should indicate a predetermined value, which is equal to the PDCP header’s value.



The expected value of the parity field could be a hardcoded value (e.g. specified in 25.322) or could be given by network via RRC signalling so that network can mimic the PDCP PDU header according to the current configurations. 
The UM RLC ciphering error detection and recovery for VoIP works with the following steps.

1. The receiving RLC entity verifies the parity field and indicates RLC unrecoverable error to RRC entity if it detects an unexpected value on the parity field N times consecutively (N is set to e.g. 2, 3 or 4, it should be up to UE implementation).
2. RRC initiates a cell update procedure with cell update cause set to “Radio link failure” when RRC receives the indication from the UM RLC entity.

3. UE and UTRAN perform RLC re-establishment on the RB configured with the UM RLC ciphering error detection and recovery whenever a cell update procedure is initiated regardless of a cell update cause.
The above ciphering error detection procedures should be described in RLC specification (i.e. 3GPP TS25.322).

This solution has the same cons as the ones for the existing CSoHSPA PDCP based solution. 

Besides, from 3GPP standard point of view, the ciphering error detection performs in RLC entity and so PDCP layer is no longer necessary to be configured.
Further more, the ciphering error detection can be performed in PDCP layer since the parity field can be considered as a pseudo PDCP PDU header and so the existing PDCP based ciphering error detection and recovery can be applied (it’s totally up to UE vendor for downlink).
Proposal 1: Introduce a new UM RLC ciphering error detection and recovery mechanism and apply it for VoIP RB when PDCP header is not configured. If PDCP header is configured, then the existing UM RLC ciphering error detection at PDCP entity applies for the VoIP RB.
4
Conclusion
To introduce an RLC based ciphering error detection and recovery, which can be implemented either in RLC entity or in PDCP entity, we propose the following;.

Proposal 1: Introduce a new UM RLC ciphering error detection and recovery mechanism and apply it for VoIP RB when PDCP header is not configured. If PDCP header is configured, then the existing UM RLC ciphering error detection at PDCP entity applies for the VoIP RB.
The proponent will bring corresponding CRs according to the agreement if the above proposal is agreed.
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