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1 Background
SA3 concluded that all PWS warning messages, including ETWS primary notification and secondary notification, CMAS, EU-ALERT and KPAS, should contain a digital signature [1]. Based on the response from GERAN2, RAN2 and CT1 on the ability to support longer security certificate SA3 concluded that extending Public Warning System Security Information to 75 bytes provides a sufficient level of security and flexibility [1].

The information elements in LTE [2] and UMTS [3], carrying the (old) ETWS warning security information (50 bytes) include both the security certificate (43 bytes) and NITZ timestamp (7 bytes), as defined in [4]. 
In LTE all the warning messages are broadcasted in system information. There is no duplicate detection in RRC, but only re-assembly of segments into a complete warning message (if applicable). 

In UTMS the Primary Notification for ETWS is sent in Paging Type 1 message, SYSTEM INFORMATION CHANGE INDICATION. The security information is sent in a separate message, i.e. ETWS PRIMARY NOTIFICATION WITH SECURITY message. There is no duplicate detection for the Primary Notification. 

The Secondary Notification for ETWS and the other warning systems (CMAS, EU-ALERT and KPAS) are broadcasted (re-)using CBS. The normal CBS duplicate detection is applied for warning messages sent via CBS (BMC in UMTS, CB in GERAN).

In GERAN the ETWS Primary Notification can be sent using Paging Request Type 1 message (CCCH, Idle mode, Application Information message (DCCH, dedicated mode), or Packet Application Information message (PACCH, packet transfer and packet idle mode). CBS is used to send the ETWS Secondary Notification. There is no duplication detection in GERAN.

The PWS security certificate provides end-to-end security of the source (note: there is no link level security of the broadcast/CBS channels). The NITZ timestamp enables protection against reply attacks. 

In the past a potential security threat has been identified (R2-095016) where an attacker manages to send a fraudulent warning message with valid <Message Identifier, Serial Number> but invalid digital signature before the genuine warning message, that can prohibit reception of the genuine warning message. Therefore the UE is required to perform the security check before the duplicate detection [4].
The public keys may need to be updated occasionally and CT1 is considering the feasibility to append these key updates to NAS signaling [5].
2 Discussion
It is proposed that AS (LTE, UMTS, GERAN) receives the warning messages, and forwards them, including the security information, to the upper layer, that handles the security and display/presentation of the warning messages. Furthermore NAS may provide NITZ time information to the upper layer, to protect against reply attacks. To enable security for the CBS based warning systems in Rel-11, the security certificate can be carried transparently in CBS, i.e. in CB data. However to prevent a possible security threat, the security check should be performed before duplicate detection when security if configured:
Proposal 1: No duplicate detection shall be performed in BMC for Message Identifiers reserved for Rel-11 warning systems when security is configured.
No changes to BMC are required when security is not used. It is noted that a contribution to CT1#76 [6] discusses concern with wrap around of the Update Number in CBS, and proposes to remove duplicate detection from CBS and capture requirements to delete stored duplicate information. 
To support a better security level for PWS in Rel-11, it is proposed to introduce new information elements to carry the longer security certificate (including time stamp): 

Proposal 2: Introduce a new information element to carry the new and longer security certificate of 75 bytes in UMTS and LTE for all PWS warning systems in Rel-11 meaning:
Proposal 2a: Introduce a new information element Warning-Security-Information-Extended in TS 23.041 CBS, including 7 byte timestamp and 75 byte digital signature. 
Proposal 2b: Introduce new information element warningSecurityInfoExtended in SystemInformationBlockType10 (ETWS Primary Notification), SystemInformationBlockType11 (ETWS Secondary Notification), and SystemInformationBlockType12 (CMAS/KPAS/EU-alert) in 36.331 to convey security certificate of 75 bytes in LTE. 
Proposal 2c: Introduce new information element warningSecurityInfoExtended in ETWS PRIMARY NOTIFICATION WITH SECURITY message in 25.331 to convey security certificate of 75 bytes in UMTS. 
3 Summary

RAN2 is kindly requested to discuss security for PWS warning systems in Rel-11:
Proposal 2: Introduce a new information element to carry the new and longer security certificate of 75 bytes in UMTS and LTE for all PWS warning systems in Rel-11 meaning:

Proposal 2a: Introduce a new information element Warning-Security-Information-Extended in TS 23.041 CBS, including 7 byte timestamp and 75 byte digital signature. 
Proposal 2b: Introduce new information element warningSecurityInfoExtended in SystemInformationBlockType10 (ETWS Primary Notification), SystemInformationBlockType11 (ETWS Secondary Notification), and SystemInformationBlockType12 (CMAS/KPAS/EU-alert) in 36.331 to convey security certificate of 75 bytes in LTE. 

Proposal 2c: Introduce new information element warningSecurityInfoExtended in ETWS PRIMARY NOTIFICATION WITH SECURITY message in 25.331 to convey security certificate of 75 bytes in UMTS. 
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