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1
Introduction
UM RLC ciphering error detection and recovery [1] was introduced in Rel-8. In last few RAN2 meetings, some companies propose to apply PDCP ciphering error detection and recovery feature for VoIP RAB. Two solution proposals have been discussed so far. This contribution discusses the pros and cons of the two solutions.
2
Discussion
UM RLC ciphering error detection and recovery works in the following ways.
1. PDCP entity checks the PDCP header field and indicates PDCP unrecoverable error to RRC when it detects    invalid PDU header information.  
2. RRC initiates a cell update procedure with cell update cause set to “Radio link failure” when RRC receives the    indication from the PDCP entity.
3. UE and UTRAN perform UM RLC re-establishment on the RAB configured with the UM RLC ciphering error detection and recovery whenever a cell update procedure is initiated regardless of a cell update cause.

The UM RLC re-establishment at step 3 is performed so that UE and UTRAN can –resynchronise the COUNT-C values for the UM RLC radio bearer. If either UE or UTRAN doesn’t perform UM RLC re-establishment, it ends up security de-synchronisation and so user will hear the garbled audio after the cell update procedure.
Huawei proposed that UE configures UM RLC ciphering error detection and recovery by checking invalid LI in RLC PDU header Length Indicator as PDCP header may not be configured  for VoIP [3].
We think for the efficient operation of VoIP the PDCP header would be required. Following are the characteristic of VoIP.
· VoIP travels on RTP protocol over UDP. 

· VoIP packets are very small. As an example , VoIP payload is 244 bits (30.5 byte)  for 12.2kbps AMR service  with a RTP/UDP/IP header of 40 bytes (IP=20 bytes; UDP=12 bytes; RTP=8 bytes) for IPv4. The header size increases to 60 byte for IPv6. Then due to the high relation between header size and payload size the transmission of VoIP packets is not an efficient process without compression. In this case header compression is essential to reduce the overhead.
However some companies said they might configure VoIP without any IP header compression and even if RoHC is configured, PDCP header can be omitted as long as only one header compression is configured for the corresponding radio bearer. In such case, the PDCP based ciphering error detection and recovery method causes an overhead of 8 bits (PDCP data PDU has one byte header field: PDU type field 3 bits + PID field 5 bits) per PDCP PDU 

Huawei proposal has following three problems.

1.    NW may not send LIs with each and every UM RLC PDUs. The alternative E-bit interpretaion may lead to not having any LIs information in UM RLC header.  So network will be forced to send the LI which will result in an overhead of 8 bits per PDU, which is same overhead as the PDCP based one.
2.    Even if LI is always present per PDU, there is a problem that the receiver RLC can’t always detect a ciphering error even when COUNT-C values are desynchronised between UE and NW because an incorrectly ciphered LI could indicate a valid value. This is because LI can be considered “invalid” only when the LI indicates one of the reserved values or indicates a longer PDU size than the received RLC PDU (e.g. for the case that the received LI indicates 80 octet when the received RLC PDU size is 240 bits). Contrary to that, the PDCP header has only one valid value for PDU type field and PID field so the error detection performance of the PDCP based solution would be much better than the RLC based one.
3.   There is no UE capability so RNC isn’t sure whether UE supports the UM RLC ciphering error detection and recovery or not when RNC receives a cell update message so RNC isn’t sure whether RNC can re-establish the VoIP RB or not.
4.   There is no RRC configuration parameter to configure the UM RLC ciphering error detection and recovery so UE isn’t sure whether the serving RNC supports the feature or not and so the UE isn’t sure whether UE should re-establish the VoIP RB or not (e.g. VoIP capable UE in legacy NW coverage scenario)..

To solve the problems with UM RLC ciphering detection for VoIP, it is proposed that UE uses the PDCP based ciphering error detection and recovery as already agreed for CS over HSPA.

To solve the problem 3, RNC needs to know the UE capability so we propose to introduce a UE capability bit in RRCConnectionSetupComplete and UECapabilityInformation message for UM RLC ciphering error detection and recovery for VoIP feature.
To solve the problem 4, we propose to update RRC messages so that RNC can explicitly configure the UM RLC ciphering error detection and recovery for VoIP so that UE can know NW capability of the feature.
Proposal 1: Introduce a new UE capability for UM RLC ciphering error detection and recovery for VoIP.
Proposal 2: Update RRC messages to explicitly configure the UM RLC ciphering error detection and recovery for VoIP RB.

4
Conclusion
Considering the analysi provided in this contribution we propose to agree the following proposal.

Proposal 1: Introduce a new UE capability for UM RLC ciphering error detection and recovery for VoIP.

Proposal 2: Update RRC messages to explicitly configure the UM RLC ciphering error detection and recovery for VoIP RB.
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