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Discussion and decision
1. Introduction
In this document we discuss network and UE behaviors when RRC connection re-establishment happens during Security Mode Command procedure.  The current specification seems to leave a room for the network to perform multiple SMC attempts in such situation. At the same time, the specification does not provide sufficient description for the UE support for such network operation.

We observed in a field test a network transmitting SMC message twice in a single RRC connection; one before RRC connection re-establishment and one after. 
2. Discussion
There is the case where the UE has successfully received Security Mode Command message and put Security Mode Complete message for transmission, but the Security Mode Complete message is not delivered to the serving eNB due to a bad radio condition. At this moment in time, the security is activated in the UE side, but the serving eNB would not know if the security has been activated in the UE side.
The bad radio condition above can cause RLF and then the UE will initiate RRC connection re-establishment procedure. The RRC connection re-establishment procedure can be successful only when the target eNB is prepared with UE context with security activated since RRC Connection Re-establishment Request should be verified with the short-MAC-I and RRC Connection Re-establishment Complete message is protected by the security.

It should be noted here that the UE is not allowed to trigger RRC connection re-establishment procedure before security activation. This means that in term of target eNB preparation the source eNB should transfer UE context with security activated regardless of whether it has received Security Mode Complete message.
We do not see a reason why the target eNB has to transmit a subsequent Security Mode Command during or after RRC connection re-establishment procedure because security activation in the UE side is sufficiently clear from RRC connection re-establishment procedure itself. Indeed, the UE behavior is unspecified for the case where the UE receives Security Mode Command after security has been activated.
3. Conclusion
It has been shown that the network operation sending Security Mode Command twice when RRC connection re-establishment occurs during the Security Mode Command procedure can be avoided. The specification does not provide sufficient support for such network operation and the UE behavior is unspecified if the network tries to push multiple Security Mode Command messages in a single RRC connection.
It is proposed to add the following NOTE in section 5.3.4.3 of 36.331.
NOTE:
RRC connection re-establishment procedure may be triggered before the network successfully receives SecurityModeComplete message. In this case, the network should verify the security activation through the RRC connection re-establishment procedure using the shortMAC-I in the RRCConnectionReestablishmentRequest message and/or the security applied to RRCConnectionReestablishmentComplete. The network should not transmit multiple SecurityModeCommand messages in a single RRC connection.
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