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1. Overall Description:

In LTE Rel-10, a UE is required to store an RLF Report when it experiences a connection failure.  The UE is allowed to send the RLF Report to the E-UTRAN only within the same PLMN as the PLMN where the connection failure occurred, regardless of whether it is the HPLMN, an EHPLMN, or a VPLMN.  Until the RLF Report is sent to the E-UTRAN, it remains stored in the UE for at least 48 hours or until overwritten by a subsequent connection failure. The RLF Report includes the radio measurement results of the serving cell and neighbour cells (if available) at the time of connection failure, geo-location information (if available) at the time of connection failure, relevant cell identifiers, and the time since the last HO initialization.
After sending the RLF Report to the E-UTRAN, the RLF Report can be:

1) forwarded to the eNB controlling the cell where the connection failure occurred, for root cause analysis and possible corrective action such as self adjustment of handover parameters, as part of SON MRO (Self Organizing Networks – Mobility Robustness Optimization); and/or

2) collected by OAM via trace functionality, for centralized analysis (e.g. coverage hole detection).

When used as part of SON MRO, RAN2 has assumed that there is no user privacy issue related to RLF Reporting since the RLF Report remains within the E-UTRAN.  However, when collected via trace functionality, RAN2 is unsure whether any potential user privacy issues exist and would like to seek guidance from SA3.

SA3 has previously analyzed the security requirements of MDT and concluded (S2-101422) that “information stored in the MDT log both at the UE and at the network side can be considered private personal data information”.  SA3 later reconfirmed (S2-112666) that “even if UE or user identity is not present in the collected data, MDT trace information has to be considered as private information and therefore can only be collected with prior user consent”.  

Question: Does collection of RLF Reports require prior user consent, if:
a) the RLF Report remains within the E-UTRAN?

b) the RLF Report is collected by OAM via existing trace functionality?  Note that with existing trace functionality, anonymity of the data is not guaranteed.

c) the RLF Report is collected by OAM via a mechanism (e.g. modified trace functionality) where anonymity of the data is somehow guaranteed?
RAN2 has noted that previous SA3 statements regarding the privacy of MDT data have typically included mention of the logging or trace aspects of MDT.  It is understood that MDT data can include radio measurements and geo-location information sampled at frequent periodic intervals (1.28 to 61.44 seconds) over a long period of time (10 to 120 minutes) which can “track” the user.  However, the RLF Report contains a single data sample which is created only upon connection failure (an infrequent event).
2. Actions:

To SA3:  
RAN2 kindly asks SA3 to provide an answer to the above question.
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