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1. Overall Description:

Question A: “Confirm SA3s understanding on working assumptions, understandings and decisions”

SA3 would like to provide an update on PWS discussions within SA3 during SA3#65. 

SA3 has concluded that in ETWS the secondary notification in addition to the primary notification should contain a digital signature. 

It is SA3s understanding that PWS security as defined in 3GPP TS22.268 currently concerns Earthquake and Tsunami Warning System (ETWS), Commercial Mobile Alert System (CMAS), Korean Public Alert System (KPAS) and European Public Warning System (EU-ALERT). Furthermore it is SA3s understanding that warning messages in all of these systems should contain a digital signature in a backwards compatible manner SA3 understands the specification of digital signature in some of these systems is at a different stage as that in ETWS.

SA3 is looking for guidance on applying the ETWS signature solution to all systems in PWS. 

SA3 further requests guidance on any other aspects which may impact the use of PWS digital signature solution in PWS systems other than ETWS.

Also SA3s working assumption is to use the same signature algorithms for all notifications in all PWS systems in a region.

SA3 kindly asks SA1, GERAN WG2, RAN2 and CT1 to provide guidance if needed on these working assumptions, understandings and decisions.

Question B: “Guidance on bandwidth consumption”

SA3 is considering sending public keys in NAS messages, e.g., TAU/RAU/LAU Accept. The keys may be of several sizes and it is assumed some small amount of metadata may have to be transported with the keys. However, there are two areas of concern related to network load that SA3 would appreciate clarification on:

1. If keys are updated too frequently, the load on the network will be high due to the larger NAS message sizes.

2. If a large number of UEs in a small area need to be updated simultaneously there will be congestion in the network.

In particular SA3 would like to receive guidance on the limitations in bandwidth consumption that would be acceptable in these use cases. As an example, if ASN1 coding is assumed resulting in the example expansion of each message to 55 bytes, 90 bytes or 405 bytes, guidance on the following questions is requested. 

Question B1: 

Would it be acceptable if all TAU/RAU/LAU Accept messages were expanded as an example to 55/90/405 bytes during an example period of 30 minutes/10 hours/2 days? 

Question B2:

How often would it be acceptable to see such peaks? 

Question B3:

Would it be acceptable that all TAU/LAU/RAU/ Accepts in a certain area would always be expanded? 

Question B4:

If SA2 sees other constraints that SA3 needs to take into account, SA3 would appreciate to receive that as well.
Question C: “Backwards compatibility & extending PWS Security Information from 50 bytes to 75 bytes”
SA3 has discussed the LSs provided by GERAN WG2, RAN WG2 and CT1. SA3 thanks GERAN WG2, RAN WG2 and CT1 for their responses and has concluded that extending Public Warning System Security Information to 75 bytes will provide a sufficient level of security and flexibility. According to SA3s understanding, this corresponds to the 81 byte ETWS payload size consisting of a 75 byte digital signature size and 6 bytes of overhead (Serial Number, Message Identifier and Warning Type) that can be supported in GERAN.

SA3 discussed the issue of backwards compatibility for pre-Rel’11 MSs/UEs and concluded no security related issue exists as no pre-Rel’11 signature verification algorithm has been defined. 

While SA3 believes this extension can be achieved in a backwards compatible manner, since the Warning-Security-Information parameter in section 9.3.25 of TS23.041 is a fixed size of 50 bytes for pre-Rel’11 MSs/UEs and the parameter (GSM only) Warning Period follows this in section 9.2.2, parsing issues may need to be taken into account when considering extending PWS security information to 75 bytes. If parsing is of concern SA3 believes an additional parameter may be added in section 9.2.2 of TS23.041. If parsing is not of concern then the Warning-Security-Information parameter may be extended directly. However, SA3 considers that CT1 has the final responsibility for these non-security related backwards compatibility concerns in TS23.041.
SA3 would like to provide the following answers to the questions from RAN WG2 and CT1.
RAN WG2

Question: RAN2 kindly asks SA3 to confirm whether the backwards compatibility is not required in the signalling of the new security information. And RAN2 would like to know SA3’s understanding whether the current (pre-Rel 11) ETWS security information can be used even though the security level is low.

Answer: SA3 believes backwards compatibility may be required in the signalling of the new security information and that extending PWS Security Information to 75 bytes can be achieved in a backwards compatible manner. However, SA3 considers that CT1 has the final responsibility for backwards compatibility issues related to TS23.041.
SA3 has further concluded 128 bit level security should be selected, utilizing a signature size of 64 bytes for PWS. Therefore SA3 has concluded the current (pre-Rel’11) ETWS security information cannot be used as its size only allows for 80 bit level security. In any case no digital signature verification algorithm has been specified for pre-Rel’11 MS/UEs so even if a country required the implementation of a non-3GPP approved digital verification algorithm for native UEs, roaming non-native UEs would be unable to use the current (pre-Rel’11) PWS Security Information. 

CT1

Question: CT1 kindly asks SA3 to take CT1’s answers into account and provide guidance on which option CT1 should select to increase the digital signature length in 3GPP TS23.041 (Whether to extend or steal bits from the timestamp & padding), and answer CT1’s question regarding the Rel-8/9/10 security parameter definitions.

Answer: SA3 notes the positive answers from GERAN WG2 and RAN WG2 and confirms the option of extending support for PWS Security Information to 75 bytes in 3GPP TS23.041 and in the appropriate radio interface messages is preferred.
Regarding the Rel-8/9/10 security parameter definitions, from a security perspective, backward compatibility is not needed. From a security perspective adding a new security parameter, modifying or extending existing parameters are acceptable to SA3

Question D: “Digital Signature size for LTE”

SA3 has discussed the LSs provided by GERAN WG2, RAN WG2 and CT1 and has concluded that extending Public Warning System Security Information to 75 bytes will provide a sufficient level of security and flexibility in a manner supportable both in GSM and UMTS. SA3 would requests RAN WG2 confirm extending Public Warning System Security information to 75 bytes is also supportable in a backwards compatible manner in LTE.

2. Actions:

To CT1, RAN2, GERAN WG2 and SA2groups:

SA3 kindly asks CT1, RAN2, GERAN2 and SA2 to take this reply into account.
To CT1, RAN2, GERAN WG2 and SA2groups:

SA3 kindly asks SA1, CT1, RAN2, GERAN2 and SA2 to confirm SA3s understanding the working assumptions, understandings and decisions from question A can be implemented in Rel’11.
To SA2 and CT1 groups:

SA3 kindly asks SA2 on the bandwidth consumption limitations detailed in question B.
To CT1 group:

SA3 would like CT1 to confirm SA3s understanding no backwards compatibility issue exists and give guidance on whether a parsing issue exists in extending PWS Security Information from 50 bytes to 75 bytes as detailed in question C.
To RAN2 group:

SA3 kindly asks RAN2 to provide the guidance requested in question D.
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