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Introduction
In RAN2#75 after discussion it is agreed that background traffic analysis is of high importance.  This includes traffic from unattended phone with applications not in “active phase”. In [1] background traffic generated by an idle laptop connected to a live HSPA network is analysed for Facebook activity. It is also discussed in RAN2#75 that there can be difference in application characteristics when performed by smartphone. In this document we have analysed the Idle Facebook application in Android smartphone.
Discussion
For the work item of RAN enhancements for diverse data applications following consensus was achieved after RAN2#75Bis [1].

	Agreements:

1) Traffic scenarios to consider initially:

     A) Background traffic: i.e. traffic from unattended phone with applications not in "active phase" (i.e. no email retrieval, no IM sending,...)

     B)
IM (including IM background)

2) Non-top priority:

    C) Gaming 

    D) Interactive content pull
    E) Video download (HTTP streaming)

3) Focus should be on smartphone behaviour rather than PC behaviour.


In [1] traffic from Idle computer in HSPA network for Facebook is presented. The CDF presented in [1]

	CDF taken from [1] for reference
Figure 1 shows the packet inter-arrival times. It can be seen that 90% of all packets are followed by an idle phase of less than 5 seconds. No idle phase exceeded 40 seconds. 
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Figure 1: CDF of the packet inter-arrival times [s] between all recorded packets
(full view (left) and zoom (right))



To understand the exact behaviour of Facebook we performed an experiment with Android smartphone. Wireshark is used to capture the traffic. 
1. Facebook Application

To perform this experiment we closed all the applications in the phone and started only the Facebook application. After few minutes of the start of the application we started capturing the traffic by wireshark. Phone was kept Idle and no human interaction was performed. Traffic trace is collected for 90 Minutes. Traffic pattern of all the captured packets is shown in Figure 1. As the number of packets is less and CDF doesn’t give exact situation so we preferred to draw traffic pattern of number of packet exchanged Vs time instance.
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Figure 1: Traffic Pattern of all the captured packets
It can be seen that there are several idle phases of several minutes are visible in the trace. 

Observation 1: It is observed that there are idle phases of several minutes in between packets at multiple instances. This is very different than Facebook behaviour in Windows7 reported in [1] where no idle phase exceeded 40 sec.

We analysed each packet and found there are several packets of type NBNS and ICMP between the phone and some device within the network. These packets can be categorised as packet generated by OS for NW/Service discovery purposes. Using Wireshark filter we filtered out all such packets. Figure 2 shows the traffic pattern after filtering out NBNS and ICMP packets.
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Figure 2: Traffic pattern after filtering out NBNS and ICMP packets
Proposal 1: There are some packets of type NBNS/ICMP are present which can be categorised as generated by OS for NW/Service discovery and can be filtered out for analysis of traffic from application alone.

Traces for figure 2 were further analysed and it was found that mostly there are packet exchanged from only two ports. First one is HTTPS (TCP port number 443) and TCP Port Number 5228. We also checked all the IP addreses as displayed in traces and analysed that packets for Facebook IP addresses are only using HTTPS. To find out the domain to which a particular IP address belongs to we used trustedsource.org [2]. TCP port number 5228 is associated with IP addreses which belongs to Google Inc. Some search in internet revealed that TCP port number 5228 is used for Android Market. So it is possible that those packets belong to software upgrade of installed applications.
To get closer to packets from Facebook we further put filter on wireshark logs to display packets for HTTPS port only. Figure 3 shows the traffic pattern for such filter.
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Figure 3: Traffic pattern for HTTPS traffic only
From Figure 3 it can be seen that majority of the packets are for Facebook (IP addresses which belong to Facebook Inc). However still some packets as marked in red in the figure 3 are exchanged with Google server. Packet Information in wireshark reveals that these packets contain data related to authentication with Google server this could be because Gmail ID used in the phone. We analysed each displayed packet after this step and we filtered out all those packets which are exchanged with Google server to get exact traffic pattern for Facebook. Figure 4 shows the traffic pattern only for the Facebook in Idle for 90 minutes. 
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Figure 4: Traffic pattern for Facebook App in Android
Observation 2: From Figure 4 it seems that there are idle phases of close to 30 minutes and more for Facebook activity in android smartphone.
Observation 3: Also it seems that Facebook intelligently increases the gap between activities if user is not using the phone to save battery. 

Observation 4: Facebook application periodically opens-up the connection with the server and data exchange of few seconds (3-4 seconds) take place. Application then closes the connection with server. It means TCP connection is not persistent connection for this application.
Observation 5: Since the TCP connection is not persistence we have not seen any keep-alive message during entire logging duration.
Observation 6: Facebook background activity in android based smartphone is very much different compared to Windows 7 as reported in [1]. 
Figure 5 shows the CDF of the packet Size in bits for Facebook data (as selected to draw the Facebook traffic pattern in Figure 4).
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Figure 5: CDF of the Packet Size (Bits) for Facebook App data

From Figure 5 it can be seen that 80% of the packets are less than 2200 bits. Which is little bit different than what has been presented in [1] for Facebook behaviour in Windows 7. However it can roughly be considered same.
	CDF taken from [1] for reference
Figure 6 shows the CDF of the packet size in bit. 80% of the packets are smaller than 1300 bit but a couple of packets also reach the typical MTU size of 1500 byte (12000 bit). 
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Figure 6: CDF of the packet size [bit] of all recorded packets



Observation 7: From Figure 5 it can be seen that 80% of the packets are less than 2200 bits. This is roughly same observation as reported in [1] for windows 7.
2. Facebook Access Using Web Browser
We performed the same exercise of collecting traffic from facebook in Idle when web browser is used to logoin into Facebook account. Same android smartphone is used for this purpose. After logging into Facebook we started the trace collection after some time and kept the phone Idle for 90 mins. We didn’t find any activity for Facebook in the log. This could be because as soon as phone screen get automatically locked all the connections are closed. 

Observation 8: Facebook access using web browser and keeping it idle is not an issue in smartphone as most of the smartphone locks the screen within few minutes.
Proposal 2: From the analysis performed above Facebook traffic behaviour in smartphone when smartphone is left idle is not an issue for diverse data application work item and hence can be considered with less priority.
Proposal 3: We propose to capture the analysis performed in this document into TR.
Proposal

In this contribution we have analysed the Facebook behaviour in android based smartphone. We propose:
Proposal 1: There are some packets of type NBNS/ICMP are present which can be categorised as generated by OS for NW/Service discovery and can be filtered out for analysis of traffic from application alone.
Proposal 2: From the analysis performed above Facebook traffic behaviour in smartphone when smartphone is left idle is not an issue for diverse data application work item and hence can be considered with less priority.

Proposal 3: We propose to capture the analysis performed in this document into TR.
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