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1
Introduction
PS key handling for PS ISHO from E-UTRAN to UTRAN has some ambiguities and it might end up key mismatch between UE and NW.
This contribution highlights the issue and provides a way forward for the issue.
2
Problem
33.401 v8.8.0 [1] subclause 9.2.1 specifies;

UE and MME shall assign the value of eKSI to KSI. MME shall transfer CK' || IK' with KSI to SGSN.  The target SGSN shall replace all stored UTRAN PS key parameters CK, IK, KSI, if any, with CK' , IK', KSI received from the MME. The UE shall replace all stored UTRAN PS key parameters CK, IK, KSI, if any, with CK' , IK', KSI in both ME and USIM. STARTPS shall comply with the rules in 3GPP TS 25.331 [24]. For the definition of the Key Derivation Function see Annex A. The ME shall use CK’ and IK’ to derive the GPRS Kc using the c3 function specified in 3GPP TS 33.102 [4]. The ME shall assign the eKSI value (associated with CK’ and IK’) to the GPRS CKSN. The ME shall update the USIM and ME with the GPRS Kc and GPRS CKSN.
24.008 v8.14.0 [2] subclause 4.7.7.10 specifies;

4.7.7.10
Handling of keys at intersystem change from S1 mode to Iu mode or A/Gb mode
At an inter-system change from S1 mode to Iu mode, ciphering and integrity may be started (see 3GPP TS 25.331 [23c]) without any new authentication and ciphering procedure. At an inter-system change from S1 mode to A/Gb mode, ciphering may be started (see 3GPP TS 44.064 [78a]) without any new authentication and ciphering procedure. Deduction of the appropriate security keys for ciphering and integrity check in Iu mode or for ciphering in A/Gb mode, depends on the UMTS security context for the PS domain  stored in the MS and the network.
The ME shall handle the GPRS UMTS ciphering key, the GPRS UMTS integrity key and GPRS GSM ciphering key according to table 4.7.7.10.1, table 4.7.7.10.2 and table 4.7.7.10.3.
Table 4.7.7.10.1/3GPP TS 24.008: Inter-system change from S1 mode to Iu mode or A/Gb mode in connected mode

	Security context established in MS and network

	At inter-system change to Iu mode or A/Gb mode in connected mode

	EPS security context


	An ME shall derive the UMTS security keys GPRS UMTS integrity key (CK') and GPRS GSM ciphering key (IK') from KASME and the NAS downlink COUNT value as specified in 3GPP TS 33.401 [119]. The ME shall use the derived UMTS security keys to derive the GPRS GSM ciphering key using the "c3" conversion function as specified in 3GPP TS 33.401 [119]. The ME shall apply the newly derived security keys  and replace an already established UMTS security context for the PS domain, if any, in the USIM. Furthermore, the MS shall handle the STARTPS value as specified in 3GPP TS 25.331 [23c]).


However 25.331 v8.15.0 [3] subclause 8.3.6.3 specifies;
1>
when the HANDOVER TO UTRAN COMPLETE message has been submitted to lower layers for transmission:

2>
if the source RAT was E-UTRA:

3>
if ciphering is indicated in the HANDOVER TO UTRAN COMMAND by the presence of the IE "Ciphering Algorithm"

4>
store the CS "key set used" including the mapped KSI to the USIM CS security key if SR-VCC was performed;

4>
store the PS "key set used" including the mapped KSI to the USIM PS security key if PS handover was performed;

According to 24.008, the core network node expects UE to apply the derived security keys upon the PS HO regardless of ciphering activation status. However 25.331 specifies that UE shall store the derived security keys only when ciphering is activated via a HandoverToUTRANCommand message and so 25.331 is not consistent with the other specifications (33.401, 24.008).
Please note that for PS handover case, ciphering doesn’t need to be maintained even when PS ciphering was activated in the source RAT. 25.331 [3] subclause 8.3.6.3 has the following note for the clarification;

NOTE 2a:
The handover of the CS domain from GERAN to UTRAN is particular because CS ciphering must be maintained across the inter-RAT handover procedure. For other inter-RAT handover procedure (SR-VCC and PS handover), ciphering in UTRAN is not dependent on previous ciphering status in the source radio access technology.

Some NW vendors confirmed that for almost all the cases, NW will maintain the ciphering in the UMTS for PSHO from E-UTRA to UTRA case. Therefore the abovementioned problem may not be a real problem for those NW vendors. But one NW vendor confirmed that they might perform PS HO without ciphering activation at UMTS.
Therefore the expected UE behaviour should be clarified with consistent wording in all the relevant specs.
2
Solution
We propose to amend 25.331 to align with 33.401 and 24.008.
Proposal 1: Clarify that UE shall store the mapped keys when HandoverToUTRANComplete message is sent regardless of the presence of IE “Ciphering Alrogithm” in the HandoverToUTRANCommand message in 25.331.
3
Conclusion
We propose to discuss the issue and agree on the following proposal and the corresponding CR [4].
Proposal 1: Clarify that UE shall store the mapped keys when HandoverToUTRANComplete message is sent regardless of the presence of IE “Ciphering Alrogithm” in the HandoverToUTRANCommand message in 25.331.
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