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8.1.17
ETWS primary notification with security procedure
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Figure 8.1.17-1: ETWS primary notification with security

8.1.17.1
General

The ETWS primary notification with security procedure is used to transfer an ETWS primary notification to the UE, including the associated security information. The ETWS PRIMARY NOTIFICATION WITH SECURITY message is received via the common control channel (CCCH) or the dedicated control channel (DCCH).

NOTE: 
In this release of the specification, UEs are configured for ETWS without security and the ETWS primary notification with security procedure is not used.

In order to receive an ETWS PRIMARY NOTIFICATION WITH SECURITY message via CCCH, the UE may first receive a PAGING TYPE 1 message, including the IE "ETWS information", via the paging control channel (PCCH), as part of the Paging procedure specified in subclause 8.1.2, or, the UE may first receive a SYSTEM INFORMATION CHANGE INDICATION message, including the IE "ETWS information", via the broadcast control channel (BCCH) mapped on FACH or HS-DSCH, as part of the Broadcast of system information procedures specified in subclause 8.1.1.7. After the reception of the IE "ETWS information" in either the PAGING TYPE 1 or the SYSTEM INFORMATION CHANGE INDICATION message, if RRC is configured from upper layers to receive the ETWS primary notification with security, an ETWS capable UE shall receive messages via CCCH until the ETWS primary notification with security procedure is completed.

The UE may receive the ETWS PRIMARY NOTIFICATION WITH SECURITY message via DCCH, when the UE is in a state where it is configured to receive DCCH. The UE behaviour is specified in subclause 8.1.17.4.

8.1.17.2
Initiation

The UTRAN may initiate the ETWS primary notification with security procedure towards UEs in idle mode, towards UEs in connected mode URA_PCH and CELL_PCH states and (for FDD and 1.28 Mcps TDD only) towards UEs in connected mode CELL_FACH state with the HS-DSCH reception in CELL_FACH state configured by sending the PAGING TYPE 1 message on PCCH or the SYSTEM INFORMATION CHANGE INDICATION message on BCCH, including the IE "ETWS information", using TM RLC. The UTRAN should:

1>
send the PAGING TYPE 1 message in all paging occasions on PCCH;

1>
if the IE "HS-DSCH common system information" is included in SIB5 or SIB5bis (FDD and 1.28 Mcps TDD only):

2>
schedule the SYSTEM INFORMATION CHANGE INDICATION message on BCCH in such a way that it can be received by all UEs in CELL_FACH state with the HS-DSCH reception in CELL_FACH state configured.

1>
if the IE "HS-DSCH paging system information" is included in SIB5 or SIB5bis (FDD and 1.28 Mcps TDD only):

2>
schedule the SYSTEM INFORMATION CHANGE INDICATION message on BCCH in such a way that it can be received by all UEs in CELL_PCH state with the HS-DSCH reception in CELL_PCH state configured and dedicated H-RNTI assigned.

In order to complete the procedure for these UEs, the UTRAN should send the ETWS PRIMARY NOTIFICATION WITH SECURITY message on CCCH using UM RLC. The UTRAN should schedule the ETWS PRIMARY NOTIFICATION WITH SECURITY message on CCCH taking the UE requirements to receive CCCH specified in subclause 8.1.17.3 into account. Alternatively (for FDD and 1.28 Mcps TDD only), the UTRAN may complete the procedure, towards these UEs in connected mode and with an H-RNTI configured, by sending the ETWS PRIMARY NOTIFICATION WITH SECURITY message on DCCH using UM RLC.

The UTRAN may initiate the ETWS primary notification with security procedure towards UEs in connected mode CELL_FACH state without the HS-DSCH reception in CELL_FACH state configured by sending the ETWS PRIMARY NOTIFICATION WITH SECURITY message on CCCH using UM RLC. The UTRAN should schedule the ETWS PRIMARY NOTIFICATION WITH SECURITY message on CCCH taking the FACH measurement occasions specified in subclause 8.5.11 into account.

The UTRAN may initiate the ETWS primary notification with security procedure towards UEs in connected mode CELL_DCH state by sending the ETWS PRIMARY NOTIFICATION WITH SECURITY message on DCCH using UM or AM RLC.

8.1.17.3
Actions upon reception of the IE "ETWS information" in a PAGING TYPE 1 or a SYSTEM INFORMATION CHANGE INDICATION message

8.1.17.3.1
Common actions

If RRC is configured from upper layers to receive the ETWS primary notification with security, and if the IE "ETWS information" is received in a PAGING TYPE 1 or in a SYSTEM INFORMATION CHANGE INDICATION message, an ETWS capable UE shall:

1>
set the variable ETWS_INFO_IN_PROGRESS and store the IE "ETWS information" in this variable. Start or, if the timer is running, restart the timer T325 with the value 2 seconds;

1>
perform the reception of the ETWS PRIMARY NOTIFICATION WITH SECURITY message according to the mode and configuration specific procedures in subclauses 8.1.17.3.2 to 8.1.17.3.6.

8.1.17.3.2
ETWS reception via S-CCPCH in idle mode, URA_PCH and CELL_PCH state

If the UE is in idle mode, or the UE is in connected mode CELL_PCH or URA_PCH state and HS-DSCH reception is not configured (i.e., the variable HS_DSCH_RECEPTION_GENERAL is FALSE), the ETWS capable UE shall:

1>
if the variable ETWS_INFO_IN_PROGRESS is set:

2>
receive CCCH continuously (i.e., in each frame) on the S-CCPCH used for the reception of PCH;

2>
the UE may omit the inter-frequency and inter-RAT measurements, otherwise specified for FDD in [19] and for TDD in [20], during the frames used for reception of CCCH.

8.1.17.3.3
ETWS reception via HS-DSCH in URA_PCH and CELL_PCH state (FDD and 1.28 Mcps TDD only)

For FDD and 1.28 Mcps TDD, if the UE is in connected mode CELL_PCH or URA_PCH state and HS-DSCH reception is configured (i.e., the variable HS_DSCH_RECEPTION_GENERAL is TRUE), the ETWS capable UE shall:

1>
if the variable ETWS_INFO_IN_PROGRESS is set:

2>
set the variable HS_DSCH_RECEPTION_OF_ETWS_ENABLED to TRUE and receive HS-DSCH according to the procedure in subclause 8.5.37;

2>
receive CCCH continuously (i.e., in each frame) on the HS-DSCH;

2>
if the UE is unable to receive BCCH during the frames used for reception of CCCH, the UE may omit reception of BCCH during the frames used for reception of CCCH;

2>
the UE may omit the inter-frequency and inter-RAT measurements, otherwise specified for FDD in [19] and for TDD in [20], during the frames used for reception of CCCH.

8.1.17.3.4
ETWS reception via S-CCPCH in CELL_FACH state

If the UE is in connected mode CELL_FACH state and HS-DSCH reception is not configured (i.e., the variable HS_DSCH_RECEPTION_GENERAL is FALSE), the ETWS capable UE shall:

1>
if the variable ETWS_INFO_IN_PROGRESS is set:

2>
receive CCCH on the S-CCPCH during the frames not used for FACH measurement occasions according to subclause 8.5.11.

8.1.17.3.5
ETWS reception via HS-DSCH in CELL_FACH state, DRX not configured (FDD and 1.28 Mcps TDD only)

If the UE is in connected mode CELL_FACH state and HS-DSCH reception is configured and the DRX operation in CELL_FACH is not configured (i.e., the variable HS_DSCH_RECEPTION_CELL_FACH_STATE is TRUE and the variable HS_DSCH_DRX_CELL_FACH_STATUS is FALSE), the ETWS capable UE shall:

1>
if the variable ETWS_INFO_IN_PROGRESS is set:

2>
set the variable HS_DSCH_RECEPTION_OF_ETWS_ENABLED to TRUE and receive HS-DSCH according to the procedure in subclause 8.5.37;

2>
receive CCCH continuously (i.e., in each frame) on the HS-DSCH;

2>
if the UE is unable to receive BCCH during the frames used for reception of CCCH, the UE may omit reception of BCCH during the frames used for reception of CCCH;

2>
the UE may omit the inter-frequency and inter-RAT measurements, otherwise specified in sub-clauses 8.4.1.6, 8.4.1.9 and 8.5.11, during the frames used for reception of CCCH.

8.1.17.3.6
ETWS reception via HS-DSCH in CELL_FACH state, DRX configured (FDD and 1.28 Mcps TDD only)

If the UE is in connected mode CELL_FACH state and HS-DSCH reception and the DRX operation in CELL_FACH are configured (i.e., the variable HS_DSCH_RECEPTION_CELL_FACH_STATE and the variable HS_DSCH_DRX_CELL_FACH_STATUS are TRUE), the ETWS capable UE shall:

1>
if the variable ETWS_INFO_IN_PROGRESS is set:

2>
set the variable HS_DSCH_RECEPTION_OF_ETWS_ENABLED to TRUE and receive HS-DSCH according to the procedure in subclause 8.5.37;

2>
stop the DRX operation in CELL_FACH:

3>
stop the timer T321, if it is ongoing;

3>
continuously receive HS-DSCH.

2>
receive CCCH continuously (i.e., in each frame) on the HS-DSCH;

2>
if the UE is unable to receive BCCH during the frames used for reception of CCCH, the UE may omit reception of BCCH during the frames used for reception of CCCH;

2>
the UE may omit the inter-frequency and inter-RAT measurements, otherwise specified in sub-clauses 8.4.1.6, 8.4.1.9 and 8.5.49, during the frames used for reception of CCCH.

8.1.17.4
Reception of the ETWS PRIMARY NOTIFICATION WITH SECURITY message

If the UE receives the ETWS PRIMARY NOTIFICATION WITH SECURITY message on CCCH or DCCH, the ETWS capable UE shall:

1>
if the variable ETWS_INFO_IN_PROGRESS is set and the content of the IE "ETWS information" stored in this variable equals the content of the IE "ETWS information" in the ETWS PRIMARY NOTIFICATION WITH SECURITY message:

2>
set the variable HS_DSCH_RECEPTION_OF_ETWS_ENABLED to FALSE;

2>
clear variable ETWS_INFO_IN_PROGRESS and stop timer T325;

2>
forward the ETWS primary notification to upper layers as specified in subclause 8.1.17.5;

2>
if the variable HS_DSCH_DRX_CELL_FACH_STATUS is TRUE:

3>
apply the CELL_FACH HS-DSCH DRX operation specified in subclause 8.5.49;

3>
if the UE does not have an E-DCH resource assigned:

4>
start the timer T321.

2>
the ETWS primary notification with security procedure ends.

1>
else:

2>
forward the ETWS primary notification to upper layers as specified in subclause 8.1.17.5.

2>
if the variable ETWS_INFO_IN_PROGRESS is set:

3>
continue the actions upon reception of the IE "ETWS information" in a PAGING TYPE 1 or a SYSTEM INFORMATION CHANGE INDICATION message specified in subcluase 8.1.17.3.

2>
else:

3>
the ETWS primary notification with security procedure ends.

If the UE receives the ETWS PRIMARY NOTIFICATION WITH SECURITY message, an ETWS incapable UE shall ignore this message.

8.1.17.5
Forward of the ETWS primary notification to the upper layers

If the UE has received the ETWS PRIMARY NOTIFICATION WITH SECURITY message on CCCH or DCCH, the ETWS capable UE shall:

1>
if the IE "ETWS warning security information" is included in the ETWS PRIMARY NOTIFICATION WITH SECURITY message:

2>
forward the content of the IE "ETWS information" and the IE "ETWS warning security information" received in the ETWS PRIMARY NOTIFICATION WITH SECURITY message to upper layers.

1>
else:

2>
forward the content of the IE "ETWS information" received in the ETWS PRIMARY NOTIFICATION WITH SECURITY message to upper layers and indicate that the associated security information has not been received.

8.1.17.6
Expiry of timer T325

If timer T325 expires, the ETWS primary notification with security procedure is unsuccessful. The UE shall:

1>
forward the content of the IE "ETWS information" stored in variable ETWS_INFO_IN_PROGRESS to upper layers and indicate that the associated security information has not been received;

1>
set the variable HS_DSCH_RECEPTION_OF_ETWS_ENABLED to FALSE;

1>
clear variable ETWS_INFO_IN_PROGRESS;

1>
if the variable HS_DSCH_DRX_CELL_FACH_STATUS is TRUE:

2>
apply the CELL_FACH HS-DSCH DRX operation specified in subclause 8.5.49;

2>
if the UE does not have an E-DCH resource assigned:

3>
start the timer T321.

1>
the ETWS primary notification with security procedure ends.

8.6.8a.1
ETWS information

If RRC is configured from upper layers to receive primary notification for ETWS without security, and if the IE "ETWS information" is received in a PAGING TYPE 1 or a SYSTEM INFORMATION CHANGE INDICATION message or an ETWS PRIMARY NOTIFICATION WITH SECURITY message (on DCCH), an ETWS capable UE shall:

1>
if the variable ETWS_DUPLICATE_DETECT_PARAM is set:

2>

if the IE "Message Identifier" and the IE "Serial Number" included in the IE "ETWS information" have the same values as the corresponding IEs in an entry of the variable ETWS_DUPLICATE_DETECT_PARAM:

3>
discard the IE "ETWS information".

1>
otherwise;

2>
set the IE "Message Identifier" and IE "Serial Number" in an entry of the variable ETWS_DUPLICATE_DETECT_PARAM;

2>
forward the IE "ETWS information" to upper layers and indicate that the associated security information has not been received.

NOTE:
The UE may receive the IE "ETWS information" also in an ETWS PRIMARY NOTIFICATION WITH SECURITY message. The UE behaviour is specified in subclause 8.1.17.4.
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