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1. Overall Description:

GERAN WG2 thanks SA3 for their liaison statement on the length of security information in Public Warning System (PWS).
GERAN2 has discussed the question raised in the liaison statement (as copied below) and would like to provide the following answer. 

Question A: Is it possible to extend the number of bits available in radio messages for security information in Rel-11 so that an acceptable security level can be achieved? If possible, how many bits can be made available for security information in GSM, 3G, and LTE without adding significant delay?
GERAN2 Answer: GERAN2 has found that an extension of the digital signature length from present 43 bytes to 56 bytes (which would render a security level of 112 bits for ECDSA or DSA based signature algorithms according to information provided in the liaison statement from SA3) will cause an increased delivery time for the ETWS Primary Notification message of approximately 40 ms when the warning message is broadcasted on the CCCH to mobile stations in idle mode. A possible further increase of the digital signature length to 64 bytes (which would render a security level of 128 bits for ECDSA or DSA based signature algorithms) will not have any further increase to the delivery time of the warning message beyond the 40 ms indicated above.
Support for RSA based signature algorithms with a security level of 112 bits (and above) is not possible within GERAN.
According to GERAN2 estimation, the total size of the ETWS payload may be extended to maximum 81 bytes within the 40 ms delay limit as estimated above. 
As such, the understanding of GERAN2 is that the overall PWS delivery time requirement as specified in 3GPP TS 22.268 can still be fulfilled even with the estimated increase in delivery time as indicated above.
The estimated delivery time for the ETWS Primary Notification message can be found in the attachment.
GERAN2 would like to emphasize that the contents of the ETWS Primary Notification message is transparent to the GERAN access stratum, i.e. the encoding/decoding of the ETWS Primary Notification message (including the security information) is done according to 3GPP TS 23.041. However if there will be a change to the security information as specified in 3GPP TS 23.041, this will also have an impact to the BSC-CBC interface as defined in 3GPP TS 48.049.

2. Actions:

To TSG SA3.
ACTION: 
GERAN WG2 kindly asks SA3 to take the above answer into account.
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