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	In TS 36.331 5.3.7.5, when the UE receives RRCConnectionReestablishment, it resumes SRB1 first and then applies the updated security configuration. Since E-UTRAN may initiate a subsequent procedure prior to receiving the UE's response of the previously initiated procedure, UE PDCP may process the next DL SRB1 PDU with the old integrity/ciphering configuration although this PDU is protected by eNB with new integrity/ciphering configuration. Hence, integrity check failure occurs and triggers the UE to perform RRC connection re-establishment again 

	
	

	Summary of change:
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	Move “resume SRB1” after security configuration update in TS 36.331 5.3.7.5.

Impact analysis
Impacted functionality

RRC Connection Re-establishment.
Inter-operability

There are no inter-operability issues foreseen.
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	Clauses affected:
(

	5.3.7.5.

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
(

	


5.3.7.5
Reception of the RRCConnectionReestablishment by the UE

NOTE:
Prior to this, lower layer signalling is used to allocate a C-RNTI. For further details see TS 36.321 [6];

The UE shall:

1>
stop timer T301;

1>
consider the current cell to be the PCell;

1>
re-establish PDCP for SRB1;

1>
re-establish RLC for SRB1;
1>
perform the radio resource configuration procedure in accordance with the received radioResourceConfigDedicated and as specified in 5.3.10;


1>
update the KeNB key based on the KASME key to which the current KeNB is associated, using the nextHopChainingCount value indicated in the RRCConnectionReestablishment message, as specified in TS 33.401 [32];

1>
store the nextHopChainingCount value;

1>
derive the KRRCint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];

1>
derive the KRRCenc key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.401 [32];

1>
if connected as an RN:

2>
derive the KUPint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];

1>
configure lower layers to activate integrity protection using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
if connected as an RN:

2>
configure lower layers to apply integrity protection using the previously configured algorithm and the KUPint key, for subsequently resumed or subsequently established DRBs that are configured to apply integrity protection, if any;

1>
configure lower layers to apply ciphering using the previously configured algorithm, the KRRCenc key and the KUPenc key immediately, i.e., ciphering shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
resume SRB1;

1>
set the content of RRCConnectionReestablishmentComplete message as follows:

2>
if the UE has radio link failure or handover failure information available in VarRLF-Report and plmn-Identity stored in VarRLF-Report is equal to the RPLMN:
3>
include the rlf-InfoAvailable;

2>
if the UE has logged measurements available for E-UTRA and plmn-Identity stored in VarLogMeasReport is equal to the RPLMN:

3>
include the logMeasAvailable;
1>
perform the measurement related actions as specified in 5.5.6.1;

1>
perform the measurement identity autonomous removal as specified in 5.5.2.2a;

1>
submit the RRCConnectionReestablishmentComplete message to lower layers for transmission, upon which the procedure ends;
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