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1. Introduction
VOIP is configured with unacknowledged mode, and the ciphering function is performed by RLC.

For RLC UM mode, COUNT-C is composed of the 7-bit RLC SN and 25-bit RLC HFN, and RLC SN is part of RLC UM PDU header, while the RLC UM HFN is incremented at each RLC SN cycle.

Currently AM RLC and DL UM RLC (for CS over HSPA) mode have means to detect and recover from the HFN de-synchronization, however, for VOIP there is no such mechanism.
2. Discussion
2.1. Problem Scenario
The ciphering problem occurred with COUNT-C mismatch, due to the SN wraparound problem caused in bad radio conditions. SN wraparound of UL UM RLC occurs after transmission of 128 PDUs since UM RLC SN is 7 bits. 
For CS over HSPA, if the receiver continuously fails to receive 128 RLC PDUs during 2.56s, HFN of COUNT-C mismatch may occur between UE and NW. For VOIP, in typical configuration, 4 RLC PDUs are transferred every 60ms, so RLC UM HFN is incremented after 60*128/4=1.92s. This means that SN wraparound for VOIP occurs easier compared to CS over HSPA.
After the RLF is detected, the COUNT-C could be initialized, but the delay is too longer, and the shortest time of RLF detection is 3s, which is longer than1.92s. Moreover, in the case the radio conditions improve before the RLF detection, there is no solution to initialize COUNT-C currently. The following example illustrates the problematic case: once the radio condition have worsened for 2.8s and the HFN has wrapped, both receiver and transmitter could not detect the HFN de-synchronization, because the radio conditions improved before the RLF, so the signal bearer is normal, while the data PDUs could not be correctly deciphered on the traffic bearer. This leads to a situation where the users always feel garbled noise due to incorrect deciphering.
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Figure 1: Example for case of UM HFN Wraparound


2.2. Solution

Currently for DL CS over HSPA, when the UE PDCP entity receives 4 consecutive PDCP PDUs with an unexpected or invalid PDU type or PID value, the UE shall indicate PDCP unrecoverable error to RRC entity and perform cell update using the cause "radio link failure". After receiving CELL update, UTRAN re-establishs the UM RLC entity and initializes COUNT-C of the UM RLC entity; the UE also applies the same behaviour as the UTRAN after receiving CELL UPDATE CONFIRM message.
Similar detection and recovery of DL HFN de-synchronization procedure also could be applied for VOIP. When the UE detects PDCP data corruption error, it initiates UL message to re-establish the UM RLC entity. Moreover, the UE has been able to perform PDCP unrecoverable error detection, so it should be easy for the UE to apply similar mechanism already used for CS over HSPA to VOIP.
To resolve UL COUNT-C mismatch for VOIP, the reconfiguration procedure could be considered to be extended to trigger the HFN synchronization recovery procedure: when the RNC detects UM PDCP unrecoverable Error, the PDCP unrecoverable error indicator is transferred to the UE by reconfiguration Message; upon the reception of the indicator, the UE re-establish the UM RLC entity and initialize COUNT-C; the RNC performs the same operation as the UE after receiving the reconfiguration response message.
Proposal: RAN2 to discuss the above problem and define a detection and recovery of HFN de-synchronization procedure for VOIP similar as to what has been specified for CS over HSPA.

3. Conclusion
Proposal: RAN2 to discuss the above problem and define a detection and recovery of HFN de-synchronization procedure for VOIP similar as to what has been specified for CS over HSPA.
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Figure 1: Example for case of UM HFN Wraparound



