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Discussion and Decision
1
Introduction
RAN2 has received guidance from SA Plenary that new features such as MDT should be designed to work in networks that use equivalent PLMNs and/or RAN sharing [1, 2]. 
This paper discusses MDT operation in such networks, identifies several issues with the current Release 10 specifications, and proposes solutions to those issues.
2 Discussion
2.1 Summary of current agreements and requirements
Aspects of MDT have been discussed in several working groups (RAN2, RAN3, and SA5), leading to the following PLMN-related restrictions:
Restriction-1: In case of a PLMN change which results in a new serving PLMN different from the PLMN Id in the Trace Reference (henceforth called trace PLMN), Immediate MDT is suspended. In case of a PLMN change which results in a new serving PLMN equal to the trace PLMN, the CN node will reactivate Immediate MDT. [3]
Note: This means that for signalling-based Immediate MDT, the serving PLMN of the UE shall equal the trace PLMN.
Restriction-2: For Logged MDT, a UE performs measurement logging as long as the RPLMN is equal to the RPLMN at the time the MDT configuration was received. [4]
Restriction-3: The EM shall validate that the MCC and MNC specified in the Trace Reference is the same as the PLMN supported by all the eNBs specified in the area scope. If the eNB receives a request with a PLMN in the Trace Reference that does not match any PLMN in its list, it shall ignore the request. [3]
Note: This means that when an eNB receives an MDT activation request, the trace PLMN shall equal one of the PLMNs being broadcast in SIB1.
It appears that the above restrictions were motivated by one or more of the following fundamental MDT requirements:
Requirement-1 (User Privacy): The UE shall only give MDT data to networks to which the user has given consent. [5]

Requirement-2 (PLMN Spying): The UE shall report measurement logs only to networks where the measurements were collected.

Requirement-3 (Single PLMN): A Trace session for MDT collection and for subscriber and equipment/cell trace shall be valid only in a single PLMN. (REQ-MDT-FUN-19 of [6])
In the following sections, equivalent PLMNs and RAN sharing are examined to determine if any potential issues exist with respect to the above restrictions and requirements.

2.2 Equivalent PLMNs

A single operator can have a network (in one market) that includes multiple equivalent PLMNs. In such a scenario, SA Plenary has determined [1] that the following MDT requirement applies:

Requirement-4 (EPLMNs): It shall be possible to perform MDT across PLMNs which are identified as equivalent within a single operator’s network and where the country as identified by the MCC of the RPLMN is the same as the country identified by the MCC in the IMSI.
This implies that a UE is eligible for initial MDT selection as long as user consent has been given to the home operator, and the UE’s RPLMN is the HPLMN or equivalent to the HPLMN in the home country. In the current specifications, this is left largely to operator policy (although clarification of “roaming status” is needed in TS 32.422, based on [7]) and does not seem to be precluded.
This also seems to imply that a UE is not eligible for MDT selection if outside its home country. This is one possible interpretation of the “roaming status” restriction that has been previously discussed in RAN2.  However, the SA interpretation may be unnecessarily restrictive.  SA3 has indicated [5, 7] that consent is with respect to specific data controllers (i.e. TCEs), which reside in the home operator’s network and are governed by privacy laws which may differ between countries.  Given that such local regulations are outside the scope of standards, it could be left to operator policy to take such regulations into account when determining the eligibility of UE for MDT selection.  However, in this paper the SA interpretation is assumed.
Restriction-4: The UE is eligible for MDT selection only within its home country, i.e. the country as identified by the MCC of the serving PLMN is the same as the country identified by the MCC in the IMSI.
This restriction is enforced by the Core Network for signalling-based MDT, and by the MME for management-based MDT (via appropriate setting of the Management Based MDT Allowed IE).

In order to enable MDT to continue across EPLMNs, there must be a mechanism to define the set of EPLMNs which make up the expanded PLMN scope (henceforth called the MDT PLMN List). The following sub-sections present two options for defining the MDT PLMN List.
Proposal 1:
Discuss whether to support EPLMNs based on Option 1 (implicit approach) or Option 2 (configurable approach).  
2.2.1 Option 1: Implicit MDT PLMN List
In this approach, the MDT PLMN List for Logged MDT includes:

· the RPLMN at the point of receiving the MDT configuration (as currently specified); and

· if the area scope is PLMN wide (i.e. areaConfiguration is not included in the MDT configuration), the EPLMNs in the EPLMN list at the point of receiving the MDT configuration, where the country as identified by the MCC of the EPLMN is the same as the country identified by the MCC in the RPLMN.
For signalling-based Immediate MDT, MDT continues when there is inter-PLMN handover to an EPLMN that has the same MCC as the serving PLMN.  Therefore, the concept of MDT PLMN List does not apply to signalling-based Immediate MDT.
The advantage of Option 1 is that it satisfies the EPLMN use case without impacting ASN.1.  However, it has several potential drawbacks:

· If it is important that MDT not occur outside of HPLMN/EHPLMNs (i.e. if user consent applies only to the HPLMN/EHPLMNs), then it is an issue when the EPLMN list received by the UE via NAS contains different PLMNs than the HPLMN or the EHPLMN list configured to the USIM.

· Some countries support multiple MCCs, so simply comparing the MCC of EPLMNs with the MCC of the serving/registered PLMN may inadvertently exclude some EPLMNs which are in the same country as the serving/registered PLMN. It may be possible for implementations to take into account multiple MCCs, but this creates additional complexity. 

· For signalling-based Immediate MDT, it is possible that MDT continues in a PLMN that is not an EPLMN of the UE’s serving PLMN at the point of receiving the MDT configuration.  For example, the UE is configured in PLMN=A where EPLMN={A,B}, and after handover to PLMN=B the EPLMN list changes to EPLMN={A,B,C} and the UE subsequently hands over to PLMN=C.
Note: If this is an issue, it could be solved by the eNB storing the MDT PLMN List, and passing it (along with the MDT configuration) to the target cell in the X2 HANDOVER REQUEST message (this requires an ASN.1 change in RAN3).  Alternatively, it can be left to network implementation if MDT continues upon inter-PLMN handover, e.g. based on preconfiguration.
· The area scope cannot be restricted to a single PLMN (i.e. serving/registered PLMN) when there are EPLMNs within the same country, since there is no PLMN list in areaConfiguration.

· When areaConfiguration is included in the MDT configuration, it can apply only to a single PLMN (i.e. the serving/registered PLMN). This is because a TAC value in trackingAreaCodeList may be used in different EPLMNs, so there would be ambiguity which TAC is the intended area scope for MDT. This basically means that MDT across PLMNs is applicable only when areaConfiguration is absent from the MDT configuration.

Note: An alternative is to allow ECGI List to apply to multiple PLMNs, and TAC List to apply only to the serving/registered PLMN.

The following are the impacts of Option 1 to stage 3 specifications:

1. At inter-PLMN handover to an EPLMN that has the same MCC as the serving PLMN, the following can be passed to the target cell:

a. Management Based MDT Allowed IE; and

b. MDT Configuration IE, if the area scope is PLMN wide (i.e. the Area Scope of MDT in the MDT configuration is set to PLMN Wide)
2. For Logged MDT, the MDT PLMN is a list that includes:

a. the RPLMN at the point of receiving the LoggedMeasurementConfiguration message (as currently specified); and

b. the EPLMNs in the EPLMN list having the same MCC as the RPLMN at the point of receiving the LoggedMeasurementConfiguration message, if the area scope is PLMN wide (i.e. areaConfiguration is not included).
3. If area scope is included in the MDT configuration, then it applies only to the registered/serving PLMN at the point of receiving the MDT configuration (i.e. not possible to configure an area scope that spans PLMNs).
Only #2 and #3 above have impacts to RAN2 (36.331 and 36.304 procedures, but no ASN.1 impacts).
2.2.2 Option 2: Configurable MDT PLMN List
In this approach, the MDT PLMN List includes:

· the serving/registered PLMN at the point of receiving the MDT configuration (as currently specified); and

· the PLMNs in a new configurable list provided in the MDT configuration, where the list is restricted to contain only EPLMNs.

This option resolves all of the drawbacks of Option 1. It provides greater flexibility by enabling the operator to configure the MDT PLMN List to include any set of EPLMNs, e.g. the EPLMNs in the same country as the RPLMN (same result as Option 1, without the UE having to perform MCC checks), or no EPLMNs at all (when the operator does not desire MDT to span EPLMNs, for whatever reason).  The drawback of Option 2 is that it impacts ASN.1, and it is unclear whether there are requirements to justify the additional complexity.
The following are the impacts of Option 2 to stage 3 specifications:
1. For signalling-based Immediate MDT and for Logged MDT, the MDT configuration can optionally include an MDT PLMN List if the operator desires the MDT to span multiple PLMNs.
2. At inter-PLMN handover to a PLMN that matches a PLMN in the configured MDT PLMN List, the MDT Configuration IE is passed to the target cell.
3. At inter-PLMN handover to an EPLMN that has the same MCC as the serving PLMN, the Management Based MDT Allowed IE is passed to the target cell (same as Option 1).

4. For Logged MDT, the LoggedMeasurementsConfiguration message can optionally include an MDT PLMN List.  The MDT PLMN List stored in the UE then becomes the received MDT PLMN List plus the RPLMN (if not included in the received MDT PLMN List).
5. If an MDT PLMN List is included in the LoggedMeasurementsConfiguration message, an extended area scope can also be included if the ECGI/TAI-based area scope spans multiple PLMNs.

Note: This change could be considered an enhancement for Option 2, which may not be needed depending on operator requirements.
Only #4 and #5 above have impacts to RAN2 (36.331 and 36.304 procedures, also ASN.1 impacts).
2.3 RAN sharing

In a RAN sharing environment, the eNB broadcasts multiple (up to 6) PLMN in SIB1. Each PLMN corresponds to one of the CN operators who are sharing the RAN.
An example of RAN sharing is shown in Figure 1, where two operators share the RAN in rural areas, but coverage is provided by each operator separately in non-rural areas.
 
[image: image1]
Figure 1: Example of RAN sharing environment

In this RAN sharing example, the following assumptions are made:

· Where each operator provides his own coverage, Operator 1 broadcasts PLMN=A in SIB1, and Operator 2 broadcasts PLMN=B in SIB1.
· Where the two operators provide shared coverage, PLMN={A,B} is broadcast in SIB1.

· The trace PLMN identifies the PLMN of the network where the EM which initiated the trace resides (FFS if this is also where the TCE resides).
The following sub-sections examine two MDT scenarios of interest in the RAN sharing environment of figure 1.
2.3.1 Scenario 1: UE is configured for MDT in the shared network
In MDT scenario 1, the UE is selected/configured for MDT in the shared network as follows:

1. An UE with RPLMN=B is in RRC_CONNECTED state within the coverage area of the shared RAN.  The user has provided consent to Operator 2, who is his home network operator.

2. Operator 1 initiates management-based MDT (EM and TCE reside in Operator 1’s network).

3. The eNB receives a Trace Activation Request, where the trace PLMN is equal to A.

4. The UE is selected/configured for management-based MDT by the eNB, since Management Based MDT Allowed indication stored in the UE context is set to TRUE.

In scenario 1, a potential user privacy issue exists since the UE is selected for management-based MDT by Operator 1 even though consent was given only to Operator 2. When the user consents to MDT data collection, it is unspecified in 3GPP standards whether the consent is valid only for the HPLMN and EHPLMNs, or whether it is also valid for other PLMNs such as PLMNs of RAN sharing partners.
Observation 1: In a RAN sharing environment, there is potential for UE to be selected for management-based MDT by an operator different than the home network operator, which may result in a violation of user privacy.

In addition, a potential network spying issue exists if a UE is selected for Logged MDT as in scenario 1, then enters RRC_IDLE state, reselects to the coverage area of Operator 2 (TAC=Z), and later returns to the shared coverage area. In this case, the RPLMN of the UE never changes, so the UE continues measurement logging and can end up reporting a measurement log to Operator 1 which contains measurements from Operator 2’s network. 

Observation 2: In a RAN sharing environment, there is potential for UE to log measurements in one operator’s network, and report the log to a different operator (“network spying”).
A simple solution to both of the above issues is to specify that the Management Based MDT Allowed IE is valid only for the UE’s serving PLMN. Therefore, the eNB considers the UE eligible for MDT selection only if the TCE is under the control of the same operator who controls the serving PLMN.
Proposal 2:
If Management Based MDT Allowed is set to true in the UE context, the UE may be selected for management-based MDT only if the TCE is under the control of the same operator who controls the serving PLMN.

If it can be assumed that the TCE and the EM always reside in the same PLMN, then proposal 2 means that the serving PLMN of the UE and the trace PLMN must be controlled by the same operator.  However, this can be left to SA5 to define.
2.3.2 Scenario 2: UE is configured for MDT in the non-shared network
In MDT scenario 2, the UE is selected/configured for MDT in the non-shared network and then moves to the shared network as follows:

1. An UE with RPLMN=B is configured for Logged MDT within the coverage area of Operator 2 (trace PLMN equals B)

2. The UE subsequently reselects to the coverage area of the shared RAN.  However, the UE’s RPLMN does not change since PLMN=B is being broadcast in SIB1. The UE may or may not continue measurement logging, depending on the area configuration.

3. If the UE transitions to RRC_CONNECTED state in the shared RAN, it will include the logMeasAvailable IE, and the measurement log can be retrieved by the E-UTRAN.

However, it is possible that only Operator 1 is authorized to manage MDT within the shared RAN (e.g. since Operator 1 is the RAN owner). When the eNB requests the measurement log from the UE, the eNB does not know whether the UE was configured for MDT by Operator 1 while within the shared RAN, or by Operator 2 while outside the shared RAN. In the latter case, the log ends up being retrieved by an operator different than the operator who configured the UE for MDT, resulting in potential user privacy and network spying issues. 
After retrieving the log, the eNB can determine that it does not belong to Operator 1 (e.g. by checking the trace PLMN and/or TCEID in the log), but the only action it can then take is to discard the log.

Observation 3: In a RAN sharing environment, a UE previously configured for Logged MDT in a non-shared RAN may report the measurement log to a different operator in the shared RAN, resulting in loss of the log as well as potential user privacy and network spying issues.
The basic problem is that the UE, although aware that there is RAN sharing (multiple PLMN in SIB1), does not know which Operator will retrieve the measurement log. 
There are two possibilities for handling this scenario:
· Require that only the Operator who controls the Primary PLMN is allowed to perform MDT in the cell. Therefore, the UE can determine to include the logMeasAvailable IE only if the RPLMN matches the MDT PLMN and the RPLMN is the Primary PLMN of the cell. The drawback of this solution is that it limits MDT to only one of the RAN sharing partners, e.g. the “RAN owner” as indicated by the Primary PLMN.
· The eNB should not request the measurement log from a UE, if the TCEs known to the eNB (e.g. from the eNB’s internal TCEID to TCE IP address mapping table) are not under the control of the same operator who controls the serving PLMN of the UE.  This avoids loss of the measurement log without restricting MDT to only the Primary PLMN.
Proposal 3:
Discuss whether a solution to Obervation 3 should be specified, e.g. restrict that the UE reports a measurement log to only the Primary PLMN, or clarify when an eNB should avoid requesting a measurement log.
3
Conclusions
This paper has discussed the use of equivalent PLMNs with MDT, and proposes the following:
Proposal 1:
Discuss whether to support EPLMNs based on Option 1 (implicit approach) or Option 2 (configurable approach).  

The feasibility of Option 1 depends on the realistic EPLMN deployment scenarios and on operator requirements. If RAN2 concludes that there are no significant issues with Option 1, then it should be adopted for Release 10 and additional flexibility can be considered in a future release.  However, if there are significant issues with Option 1, then Option 2 should be adopted for Release 10.
CRs to TS 36.331 and TS 36.304 are provided in [8, 9] (for Option 1) and [10, 11] (for Option 2) capturing the necessary changes to RAN2 specifications for LTE. Similar CRs for UMTS can be provided based on the RAN2 decision. 

In addition, this paper has discussed MDT in a RAN sharing environment, and proposes the following:

Proposal 2:
If Management Based MDT Allowed is set to true in the UE context, the UE may be selected for management-based MDT only if the TCE is under the control of the same operator who controls the serving PLMN.

Proposal 3:
Discuss whether a solution to Obervation 3 should be specified, e.g. restrict that the UE reports a measurement log to only the Primary PLMN, or clarify when an eNB should avoid requesting a measurement log.
Finally, since the above proposals have impacts to RAN3 and SA5 specifications, it is proposed to send an LS to RAN3 and SA5 informing them of the RAN2 decisions.

Proposal 4:
Send an LS to RAN3 and SA5 (CC: SA3), informing them of the RAN2 decisions.
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