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1 Technical summary current status
1.1 Security
1.1.1.1 General

Security aspects of MDT are reflected in TS 37.320, TS32.421, TS32.422 i.e. not captured in SA3. 

It has been assumed from start of MDT work that it is forbidden to “spy” on another network, i.e. that UE shall not provide measurement reports or other observations from a certain network to the network of another operator. After quick check, this common agreement seems to not have been captured in a TS.
·  This is supported by PLMN check in the UE for logged MDT (36.331) that works as follows: 
· UE stores PLMN-ID of rPLMN at time of receiving MDT configuration. 

· At later point(s) in time, UE checks that current rPLMN = stored PLMN-ID a) before indicating availability of a MDT log to the network b) before delivering the logged data to the network. 

·  This is supported by PLMN check in the UE for RLF report (36.331) that works as follows:

· UE stores PLMN-ID of rPLMN at time of detecting Failure (RLF or HOF). 
· At later point(s) in time, UE checks that current rPLMN = stored PLMN-ID a) before indicating availability of a RLF/HOF log-record to the network b) before delivering the logged data to the network.

1.1.1.2 Privacy

Based on LS exchange, SA3 has set requirements for MDT privacy. In LS S3-101422 SA3 say that “MDT user consent shall be network specific” (S3-101422). 
·  For MDT based on signalling based trace (where OAM selects UEs for MDT), this is supported by MDT configuration/Trace session being limited to a single PLMN, and that OAM/HSS can check user consent for this PLMN before initiating MDT. See also TS 32.422. 
·  For MDT based on management based trace (where RAN selects UE for MDT), this is supported by MDT configuration/Trace session being limited to a single PLMN, and that “management based MDT allowed” Boolean indication is signalled to RAN, from HSS by MME, the indication being dependent on the PLMN where the UE is served / registered.  

·  MDT restriction to single PLMN is further reflected in stage-3 by 
· MDT configuration is not propagated at preparation of inter-PLMN handover for immediate MDT (ref: 36.423, 36.413, R3-111747, 32.422-a30 subcl 4.2.6), i.e. there is no support in RAN for inter-PLMN MDT continuity. However we note that MME stores the MDT configuration. When the UE re-enters PLMN and area scope, after having been in another PLMN, then the MME should restart the Immediate MDT activation (best effort). 
· Measurement logging in the UE is suspended at change of registered PLMN (for logged MDT) (36.331, 36.304). In case a new MDT configuration is received in new PLMN, the old MDT configuration and the old log is lost. 
Furthermore, SA3 point out in LS S3-110575 that because user consent is defined by national regulation and local operator policy, it is necessary to ensure that MDT traces are only sent to TCEs under control of the operator that the user has given consent to. Therefore, SA3 recommends that roaming users always are excluded from MDT data collection.

· It is assumed by RAN3 and RAN2 that the mechanisms above are sufficient to exclude roaming users. 
1.2 MDT initiation
TS32.421 (S5-111349) specifies in requirement REQ-MDT-FUN-19: A Trace session for MDT collection and for subscriber and equipment/cell trace shall be valid only in a single PLMN. 

Thus, OAM system always initiates MDT towards a PLMN

OAM system includes PLMN ID in Trace reference IE in MDT configuration. We assume this is either primary PLMN (in case of mgmt based trace) or the PLMN that serves the UE/where UE is registered (in case of signalling based trace). eNB verifies that PLMN ID in trace reference matches either serving PLMN or UE or pPLMN of cell, before proceeding. 
1.3 Area restriction

Currently Area restriction is defined as either 
· A list of cells (CGI including separate PLMN ID per cell)
· A list of registration areas in a single PLMN

· A PLMN

Eg TS 32.422 (5.10.2): The Area Scope optional parameter defines the area in terms or Cells or Tracking Area/Routing Area/Location Area where the MDT data collection shall take place. If the parameter is not present the MDT data collection shall be done in the whole PLMN.
2 Problems in networks with multiple PLMN ids

The reasoning in this chapter aims to describe what could be the issues if trying to support multiple PLMN IDs (ePLMN) using current functionality. 

A certain MDT configuration is valid for a PLMN. If multiple PLMNs need to be supported, then MDT configuration would have to be provided for each PLMN. 
We assume that typically management based MDT would be initiated in the area where measurements shall be collected, i.e. if an area is “split” into two areas by a PLMN ID border, then this is not a significant issue, and MDT multi-PLMN continuity is not really needed for management based MDT. 

For signalling based MDT, the multi-PLMN continuity could be handled by OAM / HSS; When UE registration to another PLMN happens in HSS, a new MDT configuration for this PLMN could be provided from OAM / HSS. 

1)  MDT re-configuration when changing PLMN: 
a. A problem(?): We assume that a possible small discontinuity of MDT is not a problem as it would probably be on same time scale as logging periodicity). 

b. A problem(?): Signalling could be done more efficiently, by making a MDT configuration valid for multiple PLMNs (of the same RAT). We assume signalling efficiency would be good but is not a critical problem. 
2)  MDT Data loss when changing PLMN: For UEs doing logged MDT, after PLMN change, UE cannot indicate or report log. If new configuration is provided then the UE will remove the log. 

a. A problem(?): As the mentioned MDT data loss may happen systematically for subscribers moving close to a PLMN border and as signalling based MDT is targeting specific users, this could indeed be regarded a problem.

b. A problem(?): for RLF report there would be data loss if RLF occurs in one PLMN and the UE cannot connect back to this PLMN within 48h, or if a new failure occurs during this time. It is not clear if this is a significant problem. 

3)  User Consent information availability at RAN when changing PLMN: 
a. A problem(?): User Consent is not provided to target cell at inter-PLMN X2 handover, thus UE is not selectable for management based MDT until UE has done Active-Idle-Active transition in the new PLMN. It is not clear if this is a problem, management based MDT is not targeting specific UEs (rather statistical), but possibly some MDT data would systematically not be collected as a result.  
3 Solutions
We note that even though requirements may be different for signalling based MDT and management based MDT, on AS level it would be nice to not introduce additional differentiation. 

A clean and future proof solution would be to

For signalling based MDT:
· UE to do PLMN checking towards multiple PLMN-id’s. 

· Make area scope multi-PLMN.
For management based MDT:
· User Consent to take into account multiple PLMN-id’s

· UE to do PLMN checking towards the multiple PLMN-id’s (same as or subset of user consent PLMN-id’s).
· Make area-scope multi PLMN.
For RLF report 

· Do PLMN checking towards multi PLMN-id’s. 
Proposal 1: For logged MDT, UE shall do PLMN checking for log indication and log data provisioning by comparing current rPLMN towards multiple PLMN IDs.
Proposal 2: For RLF report, UE shall do PLMN checking for log indication and log data provisioning by comparing current rPLMN towards multiple PLMN IDs.

There are fundamentally different ways to determine which PLMN id’s to use for the PLMN check. 
The configuration solution
The configuration solution: Multiple PLMN IDs to be provided to the UE at MDT initiation/configuration to be used for PLMN check. It is assumed this configuration is originated from OAM domain. 

The PLMN ID configuration solution seems straightforward in its flexibility, non-dependency on ePLMN solutions for mobility and roaming, and that information is made available in both network and in the UE. 
If applying the configuration solution also to RLF report, the multiple-PLMN-ID configuration may have to be provided to all connected mode UEs (if the UE shall check towards multiple PLMNs), regardless other MDT configuration. 

In the network, for signalling based MDT, we assume user consent could be taken into account by OAM/HSS/Core Network, and the list of multiple PLMN id’s that shall be used by the UE for PLMN check could be provided in the MDT network signalling.

In the network, for management based MDT, we assume that a user consent PLMN list would need to be provided by the core network. The user consent PLMN list would be used to form the PLMN list configured in the UE for PLMN check. 

We observe that with this solution it would be straight-forward to apply the MDT user consent also to the RLF report (not clear if this is required or desired). 
The ePLMN solution

The ePLMN list solution: UE would use its ePLMN list to do PLMN check.

The ePLMN solution would be a lean solution in that it reuses current signalling to great extent. 

A Complication of using ePLMN list is that its usage is up to operators and not fully standardized. 
The RAN do not normally know about ePLMNs. When the network need to apply multi-PLMN handling, for immediate MDT, inter-PLMN MDT-allowed/non-allowed continuity at handover would need to be configured in neighbour config (same for all UEs). 

Although this solution is “lean”, probably an on/off configuration is needed, i.e. if in some networks UE should NOT do PLMN check towards the ePLMNs.  
We believe that the configuration solution is the simplest one in the long run due to flexibility, independence and architectural soundness.  
Proposal 3: Multiple PLMN IDs shall be provided to the UE at MDT initiation/configuration to be used for PLMN check.
In case multiple PLMN IDs are provided for PLMN check, it would be logical and consistent to also extend Area scope. 

Proposal 4: Modify Area scope to support 

a) list of cells, where the cells may be of different PLMNs, 

b) list of TA or LA or RA, where TA or LA or RA may be of different PLMNs 

c) All PLMNs used for PLMN check (default option at no configuration). 

Extending the area scope to support multiple PLMNs would mean that inter-PLMN continuity need to be supported for immediate MDT. 

Proposal 5: Immediate MDT continuity shall be supported between cells of different PLMNs, under condition that target PLMN is allowed.
4 Summary

Proposal 1: For logged MDT, UE shall do PLMN checking for log indication and log data provisioning by comparing current rPLMN towards multiple PLMN IDs.

Proposal 2: For RLF report, UE shall do PLMN checking for log indication and log data provisioning by comparing current rPLMN towards multiple PLMN IDs.

Proposal 3: Multiple PLMN IDs shall be provided to the UE at MDT initiation/configuration to be used for PLMN check. 

Proposal 4: Modify Area scope to support 

a) list of cells, where the cells may be of different PLMNs, 

b) list of TA or LA or RA, where TA or LA or RA may be of different PLMNs 

c) All PLMNs used for PLMN check (default option at no configuration). 

Proposal 5: Immediate MDT continuity shall be supported between cells of different PLMNs, under condition that target PLMN is allowed.
Proposal 6: agreements and/or outcome of discussion to be summarized in Reply LS, see related draft. 
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