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2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TR 25.913: "Requirements for Evolved UTRA (E-UTRA) and Evolved UTRAN (E-UTRAN)".

[3]
3GPP TS 36.201: "Evolved Universal Terrestrial Radio Access (E-UTRA); Physical layer; General description".

[4]
3GPP TS 36.211:"Evolved Universal Terrestrial Radio Access (E-UTRA); Physical Channels and Modulation".
[5]
3GPP TS 36.212: "Evolved Universal Terrestrial Radio Access (E-UTRA); Multiplexing and channel coding".
[6]
3GPP TS 36.213: "Evolved Universal Terrestrial Radio Access (E-UTRA); Physical layer procedures".

[7]
3GPP TS 36.214: "Evolved Universal Terrestrial Radio Access (E-UTRA); Physical layer; Measurements".
[8]
IETF RFC 4960 (09/2007): "Stream Control Transmission Protocol".
[9]
3GPP TS 36.302: "Evolved Universal Terrestrial Radio Access (E-UTRA); Services provided by the physical layer".

[10]
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[11]
3GPP TS 36.304: "Evolved Universal Terrestrial Radio Access (E-UTRA); User Equipment (UE) procedures in idle mode".

[12]
3GPP TS 36.306: "Evolved Universal Terrestrial Radio Access (E-UTRA);  User Equipment (UE) radio access capabilities".

[13]
3GPP TS 36.321: "Evolved Universal Terrestrial Radio Access (E-UTRA);  Medium Acces Control (MAC) protocol specification".

[14]
3GPP TS 36.322: "Evolved Universal Terrestrial Radio Access (E-UTRA);  Radio Link Control (RLC) protocol specification".

[15]
3GPP TS 36.323: "Evolved Universal Terrestrial Radio Access (E-UTRA);  Packet Data Convergence Protocol (PDCP) specification".

[16]
3GPP TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA);  Radio Resource Control (RRC) protocol specification".
[17]
3GPP TS 23.401: "Technical Specification Group Services and System Aspects; GPRS enhancements for E-UTRAN access".

[18]
3GPP TR 24.801: "3GPP System Architecture Evolution (SAE); CT WG1 aspects".
[19]
3GPP TS 23.402: "3GPP System Architecture Evolution: Architecture Enhancements for non-3GPP accesses".

[20]
3GPP TR 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".

[21]
3GPP TS 36.133: "Evolved Universal Terrestrial Radio Access (E-UTRA); "Requirements for support of radio resource management".

[22]
3GPP TS 33.401: "3GPP System Architecture Evolution: Security Architecture".

[23]
3GPP TS 23.272: "Circuit Switched Fallback in Evolved Packet System; Stage 2".
[24]
Void
[25]
3GPP TS 36.413: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); S1 Application Protocol (S1AP)".

[26]
3GPP TS 23.003: "Numbering, addressing and identification".

[27]
3GPP TR 25.922: "Radio Resource Management Strategies".

[28]
3GPP TS 23.216: "Single Radio voice Call continuity (SRVCC); Stage 2".

[29]
3GPP TS 32.421: "Subscriber and equipment trace: Trace concepts and requirements".

[30]
3GPP TS 32.422: "Subscriber and equipment trace; Trace control and configuration management".

[31]
3GPP TS 32.423: "Subscriber and equipment trace: Trace data definition and management".

[32]
3GPP TS 25.346: "Universal Mobile Telecommunications System (UMTS); Introduction of the Multimedia Broadcast/Multicast Service (MBMS) in the Radio Access Network (RAN); Stage 2".

[33]
3GPP TS 22.220: "Service Requirements for Home NodeBs and Home eNodeBs".

[34]
3GPP TS 22.268: "Public Warning System (PWS) Requirements".

[35]
IETF RFC 3168 (09/2001): "The Addition of Explicit Congestion Notification (ECN) to IP".

[36]
3GPP TS 25.446: "MBMS synchronisation protocol (SYNC)".

[37]
3GPP TS 22.168: "Earthquake and Tsunami Warning System (ETWS) requirements; Stage 1".

[38]
3GPP TR 25.306: " UE Radio Access capabilities".

[39]
3GPP TS 29.060: "GPRS Tunnelling Protocol (GTP) across the Gn and Gp interface".

[40]
3GPP TS 29.274: "Tunnelling Protocol for Control Plane (GTPv2-C); Stage 3".

[41]
3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)".

[42]
3GPP TS 36.423: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); X2 Application Protocol (X2AP)".

[43]
3GPP TS 37.320: "Universal Terrestrial Radio Access (UTRA) and Evolved Universal Terrestrial Radio Access (E-UTRA); Radio measurement collection for Minimization of Drive Tests (MDT); Overall description; Stage 2".

[44]
3GPP TS 36.443: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); M2 Application Protocol (M2AP)".

[45]
3GPP TS 36.444: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); M3 Application Protocol (M3AP)".

 [xx]
3GPP TS 36.420: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); X2 general aspects and principles".
-----------------------Start of 2nd change------------------------
4.6.3.5
Protocol Stack for X2 User Plane and X2 Control Plane

The protocol stack for X2 User Plane and X2 Control Plane is reported in Section 6.4 of TS 36.420[xx].
-----------------------Start of 3rd change------------------------
14.1
Overview and Principles

The following principles apply to E-UTRAN security:

-
The keys used for NAS and AS protection shall be dependent on the algorithm with which they are used.

-
The eNB keys are cryptographically separated from the EPC keys used for NAS protection (making it impossible to use the eNB key to figure out an EPC key).

-
The AS (RRC and UP) and NAS keys are derived in the EPC/UE from key material that was generated by a NAS (EPC/UE) level AKA procedure (KASME) and identified with a key identifier (KSIASME).

-
The eNB key (KeNB) is sent from the EPC to the eNB when the UE is entering ECM-CONNECTED state (i.e. during RRC connection or S1 context setup).

-
Separate AS and NAS level security mode command procedures are used. AS level security mode command procedure configures AS security (RRC and user plane) and NAS level security mode command procedure configures NAS security. Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure, but not necessarily within the same message. User plane ciphering is activated at the same time as RRC ciphering.
-
Keys stored inside eNBs shall never leave a secure environment within the eNB (except when done in accordance with this or other 3GPP specifications), and user plane data ciphering/deciphering shall take place inside the secure environment where the related keys are stored.

-
Key material for the eNB keys is sent between the eNBs during ECM-CONNECTED intra-E-UTRAN mobility.

-
A sequence number (COUNT) is used as input to the ciphering and integrity protection. A given sequence number must only be used once for a given eNB key (except for identical re-transmission) on the same radio bearer in the same direction. The same sequence number can be used for both ciphering and integrity protection.

-
A hyper frame number (HFN) (i.e. an overflow counter mechanism) is used in the eNB and UE in order to limit the actual number of sequence number bits that is needed to be sent over the radio. The HFN needs to be synchronized between the UE and eNB.

-
If corruption of keys is detected, UE has to restart radio level attachment procedure (e.g. similar radio level procedure to idle-to-connected mode transition or initial attachment).

-
No integrity protection initialisation number (FRESH).

-
Since SIM access is not granted in E-UTRAN TS 33.401[22] except for making IMS Emergency calls, idle mode UE not equipped with USIM shall not attempt to reselect to E-UTRAN unless it is originating an IMS Emergency call. The RNC may try to prevent handover to E-UTRAN for example by identifying a SIM based UE from the security keys provided by the CN.

A simplified key derivation is depicted on Figure 14.1-1 below, where:

-
KNASint is a key, which shall only be used for the protection of NAS traffic with a particular integrity algorithm This key is derived by UE and MME from KASME , as well as an identifier for the integrity algorithm.

-
KNASenc is a key, which shall only be used for the protection of NAS traffic with a particular encryption algorithm. This key is derived by UE and MME from KASME, as well as an identifier for the encryption algorithm.

-
KeNB is a key derived by UE and MME from KASME. KeNB may also be derived by the target eNB from NH at handover. KeNB shall be used for the derivation of KRRCint, KRRCenc and KUPenc, and for the derivation of KeNB* upon handover.

-
KeNB* is a key derived by UE and source eNB from either KeNB or from a fresh NH. KeNB* shall be used by UE and target eNB as a new KeNB for RRC and UP traffic.

-
KUPenc is a key, which shall only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by UE and eNB from KeNB, as well as an identifier for the encryption algorithm. 

-
KRRCint is a key, which shall only be used for the protection of RRC traffic with a particular integrity algorithm. KRRCint is derived by UE and eNB from KeNB, as well as an identifier for the integrity algorithm.

-
KRRCenc is a key, which shall only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc is derived by UE and eNB from KeNB as well as an identifier for the encryption algorithm.

-
Next Hop (NH) is used by UE and eNB in the derivation of KeNB* for the provision of "forward security" [22]. NH is derived by UE and MME from KASME and KeNB when the security context is established, or from KASME and previous NH, otherwise.

-
Next Hop Chaining Count (NCC) is a counter related to NH (i.e. the amount of Key chaining that has been performed) which allow the UE to be synchronised with the eNB and to determine whether the next KeNB* needs to be based on the current KeNB or a fresh NH.
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Figure 14.1-1: Key Derivation

The MME invokes the AKA procedures by requesting authentication vectors to the HE (Home environment) if no unused EPS authentication vectors have been stored. The HE sends an authentication response back to the MME that contains a fresh authentication vector, including a base-key named KASME. Thus, as a result of an AKA run, the EPC and the UE share KASME. From KASME, the NAS keys, (and indirectly) KeNB keys and NH are derived. The KASME is never transported to an entity outside of the EPC, but KeNB and NH are transported to the eNB from the EPC when the UE transitions to ECM-CONNECTED. From the KeNB, the eNB and UE can derive the UP and RRC keys. 

RRC and UP keys are refreshed at handover. KeNB* is derived by UE and source eNB from target PCI, target frequency and KeNB (this is referred to as a horizontal key derivation and is indicated to UE with an NCC that does not increase) or from target PCI, target frequency and NH (this is referred to as a vertical key derivation and is indicated to UE with an NCC increase). KeNB* is then used as new KeNB for RRC and UP traffic at the target. When the UE goes into ECM-IDLE all keys are deleted from the eNB.

COUNT reusing avoidance for the same radio bearer identity in RRC_CONNECTED mode without KeNB change is left to eNB implementation e.g. by using intra-cell handover, smart management of radio bearer identities or triggering a transition to RRC_IDLE.

In case of HFN de-synchronisation in RRC_CONNECTED mode between the UE and eNB, the UE is pushed to IDLE. 
-----------------------Start of 4th change------------------------
16.1.5.1
UE configurations for time domain ICIC
For the UE to measure "protected" resources of the serving cell and/or neighbour cells, RRM/RLM/CSI measurement resource restriction is signalled to the UE. There are three kinds of measurement resource restriction patterns that may be configured for the UE.

-
Pattern 1:
A single RRM/RLM measurement resource restriction for the serving cell.

-
Pattern 2:
At least one RRM measurement resource restriction for neighbour cells. FFS whether this can only 



apply for certain neighbour cells or for inter-frequency cells.

-
Pattern 3:
Resource restriction for CSI measurement of the serving cell. 2 subframe subsets are configured per UE. The UE only reports CSI for each configured subframe subset. For periodic CSI reports, linkage of each CSI report to a configured subset of subframe is defined in [16].

In RRC_CONNECTED, the RRM/RLM/CSI measurement resource restrictions are configured by dedicated RRC signalling. 
-------------------------End of change--------------------------
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