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1
Introduction
Security and privacy principles in context of MDT measurement collection are extensively discussed with involvement from SA, SA5, SA3 and RAN2, RAN3 groups. 
Following SA3 guidelines given in [3] RAN2 made working assumption for management based MDT that, since UE selection is done in the access network, subscription information should be sent to RAN. The working assumption was sent in [4] (to SA5, CT4, RAN3, SA1, SA2, SA3) in order to verify and trigger potential specification updates. 
The working assumption, as well as SA3 guideline has been verified by SA5 group controversially. Thus, the contribution provides further considerations that should be taken into account when evaluating the required consent for carrying out area based MDT operations.

2
Discussion
In RAN2#73 meeting a working assumption was agreed on requiring user consent for each and every UE in area based MDT data collection. The working assumption was based on the SA3 guidance in [2]. Meanwhile SA5 has made a different conclusion as described in [3]. The main motivation in SA5 was that in area based MDT data collection there is no need to collect and associate the subscriber Ids with the collected measurement data (even though SA5 has highlighted that there is a functionality in cell trace feature to provide IMSI/IMEI(SV) numbers from MME to the TCE in [4]). In the SA5 conclusion to avoid any privacy issues modified the cell trace functionality (with CR in [5]) so that subscriber Ids can be sent to TCE only if user consent is given, otherwise the MDT data would not contain any subscriber identification. 

If it is mandated that in an area the collected MDT measurements cannot be associated to any subscribers/user and all technical possibilities to track an individual user are removed there should be no problem on user privacy. However this has to be still confirmed by SA3 based on [1].

Another important aspect of the topic is how an operator can collect the user consent from their existing subscribers. If operators already have their subscriber base, which is quite stable in time (typical scenario in Europe) the only way to collect user consent is if Operator contacts the subscriber and asking the consent. This includes additional cost for the operator and at the end operator may not be able to collect enough subscribers to effectively use the MDT feature. 

It is noted that the main motiviation behind the MDT feature was to utilize as much as possible UEs (even in immediate MDT ordinary UEs that might not support logged MDT or accurate positioning) to collect as much measurements regarding the coverage as possible and utilize this information to create a so called coverage map and detect certain problems in the network. The intention is to collect radio measurement results as a statistical data in a format that does not identify the individual. If operator is not able to collect high enough number of user consentsit may results that in the area the operator may not get enough data that could provide reliable information about the network coverage.

Therefore what needs to be considered is the usability of MDT vs user privacy. 

As it is also stated in [2] just the non-presence of user identity is not enough to provide appropriate user privacy. The main issue is, as also stated in [2], the ability for the operator to correlate the collected MDT data with a specific subscriber/user. If e.g. the area based MDT is executed in an area where very few or in an extreme situation only one user is located even though the collected data does not contain any subscriber identification, but the fact that only one user is in the area and that user provided the data, operator may easily can get information about the subscriber. 

If the MDT data is collected in large enough number of users in the area (which is the typical use case for an operator anyway) the collected data cannot be correlated to any subscriber/user of the data is anonymized. Larger set of data (especially combinded with accurate location information) allows hiding individual reports and prevents from correlation of MDT data with specific user. Hence, in order to prevent from correlation of MDT data with specific user, management based MDT measurements should only be collected when a predefined minimum number of users is available. To ensure that area based MDT is executed with large enough number of users a counter in eNB can be used. This counter would count the number of active UEs in a cell. Such counter is already existing and defined in 32.425, 36.413 respectively. This counter provides the number of active UEs, where active UEs are those UEs which have data to be transmitted in its buffer. Detailed definition is in [6] and [7]. A configurable threshold could determine whether MDT data collection is allowed in the given area based on the number of active UEs in the area. A value could be defined by operator according to local legislation.
It should be noted that for UTRA, the same principles should apply. From the existing means, the number of active RRC connection can be utilized for the purpose.
Proposal 1: Use an eNB/RNC counter to determine the number of UEs in a cell. Activation of MDT should depend on the value of its counters and the threshold given by the operator/regulator. 

Proposal 2: If proposal 1 is agreed, do not require user consent from every user participating in an area based MDT data collection if the collected data is anonymized. 

Another aspect we need to consider in user privacy issues is how to handle roaming users. It is already agreed that if a data is collected in one PLMN the collected data can be reported only to the same PLMN to avoid PLMN spying. However the currently defined functionality allows MDT data collection from in-bound roaming users. However it is possible that different regulations are applicable for different countries and MDT configuration setup by an operator according to local legislation might violate some roaming users’ privacy in the light of their own country regulations and home operator settings.  It could be difficult and hard for a VPLMN operator to follow the rules of many different countries and treat subscribers from different countries accordingly to their native regulations in terms of the collected data. e.g. one country may require that the collected data should be deleted within a certain amount of time, etc. 

Proposal 3: Exclude in-bound roaming subscribers in area based MDT data collection.
If proposal 3 is agreed an LS should be sent to RAN3, SA5 as eNB currently not aware of the subscriber roaming status. In order eNB can exclude roaming users when selecting UEs for MDT data collection, the subscriber roaming status should be sent from the core network to the eNB via S1 signalling. The detailed procedure can be defined in RAN3. 

3
Conclusion
This contribution discusses potential user privacy risks for management based MDT. For this mode of tracing, none of the collected information in the reports is intended to be connected to the identities of individual users. Since operators will collect radio measurement results for statistical purposes in a format that does not identify the individual, we believe the users privacy can be protected by reusing existing functionality without requiring explicit user consent. 
However, in order to ensure an individual user is never recognizable, but on the contrary is hidden in the crowd we propose:

Proposal 1: Use an eNB/RNC counter to determine the number of UEs in a cell. Activation of MDT should depend on the value of its counters and the threshold given by the operator/regulator. 

Proposal 2: If proposal 1 is agreed, do not require user consent from every user participating in an area based MDT data collection if the collected data is anonymized. 

Furthermore, it is possible that different regulations are applicable for different countries and roaming user could be accidentially involved in MDT data collection against his privacy settings by the user’s home operator. To avoid determination the correct privacy approach for every roaming user we propose:
Proposal 3: Exclude in-bound roaming subscribers in area based MDT data collection.
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